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Abstract

Malware detection refers to the classification of a software as malicious or
benign. Many attempts, employing diverse techniques, have been tried to
tackle this issue. In the present thesis, we present a graph-based solution to
the malware detection problem, which implements resources extraction from
executable samples and applies machine learning algorithms to those resources
so as to decide on the nature of the executable (malicious or benign). Given
an unknown Windows executable sample, we first extract the calls that the
sample makes to the Windows Application Programming Interface (API) and
arrange them in the form of an API Call Graph, based on which, an Abstract
API Call Graph is constructed. Subsequently, using a Random Walk Graph
Kernel, we are able to quantify the similarity between the graph of the
unknown sample and the corresponding graphs hailing from a labeled dataset
of known samples (benign and malicious Windows executables), in order to
carry out the binary classification using Support Vector Machines. Following
the aforementioned process, we achieve accuracy levels up to 98.25%, using a
substantially smaller dataset than the one proposed by similar efforts, while

being considerably more efficient in time and computational power.

Keywords: Malware Detection, Machine Learning, SVM, Graphs, Graph

Kernel
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Hepiindn

H aviyvevon xaxdéBoulou hoyiopxol avagpépeton otr dladxaocia xatd v onola,
yenowponoudvtag dlopopeg uedddoug xo TEYVIXES AVAALONC AOYLOULXOU, €YOUUE
TN BUVATOTNTA VAL XATNYOPLOTIOLGOUUE €V TEOY PPN WS Xox6BoUAO 1) xahoBou-
ho. Xtnv mapovoa epyaocio, napouctdlovue pio Aoom, xotd tnv onola eEdyouue
TAneogopiec amd €va exteréouo Oelypa, HOVTIEAOTOLOUUE AUTES T TANpopopieg
o€ YPdPOoUG xou EPApUOLOVTAS TEYVIXES UNY VXS HEUNONG AmOPUUVOUIG TE Vi TT
(OGN oL extEléoIpou (xahbBouko f xoxdBoudo). Eexvivtag ue éva oOvolo de-
Bopevwv and xohdBouvla xou xoxéBouvha Windows extehéoipa delyyata, e€dyoupe,
HEoW oTATXNC avVEAUGTNE, TIC XAToEC Tou Tparypatonolel To xdde exteréoluo oTo
Windows API, yovtehonowotue éva Iedgpo API Kifoewv (API Call Graph) xou
ev ouveyela évay Agnenuévo T'pdgo API Kifoewv (Abstract API Call Graph).
Méow evée Kernel Tuyaioc Awdpouic Iedpwy (Random Walk Graph Kernel),
dlavuopotieonololue T olyxpelon twv Agnenuévey I'edpwyv API Kioewy, dote
VO TIPAYHATOTIOLACOVUE TN duadiny tadivounon Ye t yxeron twv Support Vector
Machines (SVM’s). Axohouvddvtoc tnv mopandve daduooio, tetuyaivouue e-
nineda oxpiPetag uéypet 98.25% yenowonotdvtag wixpdtepo dataset and exeivo Tou
YENoULonole(Tol OE ToEOUOLES TEOOTAVEIES, ARG X0l UELOVOVTAC TIC AMOLTHOELS OF

¥eOVO oL UTONOYLo TN Lo Y.

AéEeic Khedud: KoxoBouvro Aoyiopnd, Mnyavinry Madnorn, SVM, Iedgpot,

Graph Kernel
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Malware Classification Methodologies

1 Introduction

Computer security or cybersecurity decribes the field that encompasses all the
efforts pertaining to the protection of computers and networks. Given the mag-
nitude of the issue and the potential risks, the field of computer security is
an area where the scientific community, the industry and govermental agencies
very often have convergent goals. One of the most significant and prolific chal-
lenges in computer security is malware and its detection. In the present thesis,
we tackle the problem of malware detection, in the sense that we construct
a pipeline in order to classify software as malicious or benign. The algorithm
constructed features a graph-based approach to the malware detection problem,
which has been attempted in similar efforts[1], and employs Machine Learning

techniques for the classification.
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2 The Malware Issue

It has been estimated that the total value at risk globally due to cyberattacks
may reach up to 5.2 trillion USD until 2023[2]. Cyberattacks comprise of hack-
ing, malware, phishing techniques and social engineering in order to gain unau-
thorized access to a system. While hacking, phishing and social engineering
consist of actively working in order to bypass a system to reach a malicious
goal, malware is a more passive approach to the same objective. Malware is
defined as a software that has been designed to cause damage or a program that
performs an action it should not, with either malicious intent or not. Malware-
related cybercrime and breaches account for 28% of the all cyberattacks[3], thus

making malware detection an essential tool in the front against cybercrime.
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3 State of the Art

Malware analysis is divided into two categories; static and dynamic analysis.
Static analysis involves examining the malware without actually running it,
whilst in dynamic analysis, the malware is being run in a secure environment
(usually a virtual machine) in order to gather information surrounding its ex-
ecution. Increasingly, over the last decade, Machine Learning and other data

mining techniques have been utilized in the malware detection schemes [4].

3.1 Static Analysis

The most common methods employed for static analysis of malware involve
signature-based detection, where a predefined database of unique digital mal-
ware signatures allows the system to recognize threats, and code analysis, where
the malware is reverse-engineered, using a disassembler or a decompiler, in order

to examine the code and conclude on the nature of the program.

3.2 Dynamic Analysis

Dynamic analysis, on the other hand, allows for more information to be ex-
tracted, since the runtime behavior of the malware can be explored. As such,
dynamic analysis offers a superior alternative to static analysis, since the mal-
ware is being observed during execution and more aspects of its nature may be

evaluated. However, it is also the more costly and power demanding choice.

3.3 Machine Learning

Machine Learning approaches have been implemented in malware detection,
at the level of classification, providing accuracy factors ranging from 80% to
99%, depending on the specific techniques and datasets used. Support Vector

Machines account for 29% of the learning schemes employed[4].
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4 Proposed Solution

Following the state-of-the-art approaches to the solution of the malware de-
tection probleml[5], as presented in the relative bibliography, our study fo-
cuses on proposing a graph-based detection scheme combining static analysis
of executables[6][7], with well known machine learning tools such as Support

Vector Machines (SVM).

We begin with a dataset of acknowledged benign and malicious MS Windows
executable files, which we analyze one by one. For each executable, the analysis
involves the disassembly of the executable file, which allows for the extraction
of the API Calls that the executable makes to the Windows Operating System
(OS). The APT Calls as well as information regarding their connectivity, are
consequently used in modeling the API Call Graph of the executable. After
a graph-theoretic manipulation of the API Call Graph, we obtain an Abstract
API Call Graph, and with the use of an appropriately defined graph-kernel[8],
for the purpose of graph comparison, we arrive at the detection step of the
algorithm. It is important to remark here, that in our study, we treat the
malware detection problem as a binary classification one, meaning that, given
an executable of unknown ”intent”, the goal is to classify it as being ”malicious”
or” benign”. To this end, a Support Vector Machine scheme is implemented in

order to achieve the classification goal.
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Malware - Benign - Disassembly - API Call Graph - Classification

Samples

!

Graph based classification of benign and malicious samples

Figure 1: Bird’s eye view of the proposed solution pipeline
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5 Tools and Dataset

In the following sections, we will elaborate on the tools and the data used in
the present study, and we will explicitly discuss each part of the pipeline of the

proposed solution.

5.1 Tools

The toolbox that has been assembled for the graph-based malware detection
application of the proposed solution consists of tools aimed at tackling the three
main parts of the pipeline; Disassembly of the executables, API Call Graph
modeling and handling, and Classification. We discuss the tools employed in

each of those pipeline compartments below.

5.1.1 Disassembly

In this first part of the pipeline, we wish to diassemble the executable sample
so as to perform a code analysis and extract certain crucial to the algorithm
information. The tool that is used for the disassembly procedure is the open

source program Ghidra[9].

Ghidra

Ghidra is an open source software analysis tool developped by the National Se-
curity Agency released on April 4, 2019. Ghidra is a powerful code analysis tool
enabling a wide range of functionalities such as disassembly, and decompilation,
as well as allowing for scripting and graph representation of data referring to
the code analysis. One of the most important capabilities of Ghidra, is the fact
that its API can be used to develop custom code for performing tasks tailored
to the specific user’s requirements. It is this particular aspect that allows for

coding scripts in order to extract the data and information required in this
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study, and more specifically, the API Calls that the executable makes and their

intraconnectivity.

Programming Language

The code that has been developped in this part of the pipeline engages in the ex-
traction of specific resources from Ghidra, after the disassembly process. Ghidra
allows for scripting on top of its API, and thus, we are able to write code in
Java, that allows us to manipulate the results of the analysis and extract the
important information. We remark that the use of external libraries has been
employed in Java coding, to account for the transfer of data and the connection

to the Ghidra API.

5.1.2 API Call Graph

Moving on to the second component of the pipeline, we discuss the tools used
in the resources extraction posterior to the disassembly, and the handling of
said resources in the modeling and manipulation so as to reach the API Call
Graph, as well as other necessary features. We discuss below, the programming
languages employed and the theoretical elements that significant parts of the

study are based upon.

Programming Languages

The programming language utilized in this compartment is Python, and its
use takes place in several parts of the algorithm. Code has been written in
Python for the handling of this data, the modeling of it into graphs, as well
as representation of results. We use Python libraries to accomodate for several
goals such as intraconnectivity of the code, handling of information, as well as

results representation.
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Graph Theory

After the extraction of resources from the executable sample, we produce graph
representations of the different elements extracted. We manipulate and model
these representations using Graph theory principles. For example, in order to
reach an Abstract API Call Graph from an API Call Graph, we employ Graph
Theory practices such as bipartite graph abstraction[10] and network component

projection[11].

5.1.3 Classification

In the classification module of the proposed solution, we use Support Vector
Machines (SVM’s), treating the malware detection problem as a binary clas-
sification one. SVM’s allow us to classify the samples as malicious or benign
based on a specific aspect of their nature; in our case the API Call Graph. We
remark that the code written for the SVM’s is in Python and the corresponding

classification libraries have been included.

5.1.4 Server

Certain modules of the pipeline are very demanding in computational power,
and require a high performance CPU and RAM for their execution. In our
case, we use a server, which allows for the more burdensome procedures of code
analysis and resources extraction to be performed on a more powerful machine.

The given server contains an 8-core CPU and has 16GB of RAM.

5.2 Dataset

In this section, we discuss the executable samples that were gathered for this
study, which make up our dataset. The dataset contains labeled executables

that are acknowledged and recognized to be either malicious or benign. We
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remark that one of the most fundemental issues facing any attempt to tackle
the malware detection problem is the lack of freely available and agreed-upon
datasets. Great efforts have been made in this study to assemble a sufficiently

large dataset for the training of the SVM classifier.

5.2.1 Benign

The benign samples collected are mainly installation and support files from an
array of trusted sources such as Windows[12], Git[13], Cygwin[14], Codeblocks[15]
and others. The amount gathered is 567 executables, ranging in size from several

hundred kB to several MB.

5.2.2 Malware

The gathering of malware samples is an easier task , since there are numerous
dedicated websites such as VirusShare[16] and VirusTotal[17], which provide
these malware samples for academic and scientific purposes. We collected 997
malicious executables from VirusShare, again ranging for several hundred kB to

several MB.
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6 Implementation

In this section, we discuss in detail every step of the pipeline and explicitly

elaborate on the inner mechanisms of the proposed solution.

6.1 Ghidra Analysis

In this first part of the algorithm, we use the malicious and benign samples as
input to the Ghidra platform. Ghidra performs a code analysis and disassembly
on all of the dataset samples recursively. A Ghidra analysis establishes that the
sample can be correctly disassembled and its code can be represented in an as-
sembler language. We note that out of the 567 benign samples, all are correctly
analyzed and disassembled, whereas only 827 of the total 997 malware samples
are correctly analyzed. This may occur due to corruption, or other flaws in the
integrity of the problematic files.

We remark that in all cases, the analysis is static and the executable is never
run. Following this, any reference made to actions following its execution refers
to the possible execution actions based on information that has been statically

gathered by Ghidra.

After the Ghidra analysis and disassembly, the executables take the form
of assembly code which provides us with information on the data that the exe-
cutable needs from the platform it runs on (Windows OS in our case) and other
aspects such as the registers that it uses, the functions that it calls, etc.. In
each of the executables’ assembly code we notice the existence of codeblocks.
Codeblocks are an essential part of this study and their functionality is at the

center of it.
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6.1.1 Codeblocks

Codeblocks are bundles of code which, after the Ghidra analysis, are revealed to
perform one specific action each. In that sense, codeblocks could be character-
ized as internal functions. Codeblocks are also internal nodes of the executable
and their directed connections represent possible execution paths. In this sense,

they can also be characterized as Control Points of the system.

6.1.2 API Calls

A Codeblock may lead to another Codeblock or it may lead to an API Call,
which is a function call to the Windows API. All API Calls are provided by
the Windows API[18], which is the native platform for Windows applications
and the executable uses them to ask the OS for certain resources or to ask for
certain actions to be performed; i.e. user input and messaging, data access and
storage, system services, etc. Each API Call has a unique name and a unique
ordinal number. In our study we use the name of an API Call as its label. It
is important to mention that API Calls cannot lead to other API Calls. The

process in which their call takes place is the following:
1. A Codeblock reaches an API Call
2. The program ”branches” to execute the API Call

3. After the API Call has finished its execution, the program returns to the

original Codeblock and resumes its path

This means that only Codeblocks are connected and through their connection,

can APT Calls be considered to take place in sequence.
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Concluding on the analysis and disassembly, we have for each sample:
1. Code in assembly
2. Codeblocks - Control Points
3. All the possible execution paths

4. The API Calls it makes
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6.2 Resources Extraction

After the analysis, we extract the following information from the disassembled

executable:
e Codeblocks names and addresses
e Incoming and outgoing Codeblocks or API Calls from each Codeblock
e Addresses of those incoming and outgoing Codeblocks or API Calls
e The size of the executable
Using the above mentioned information, we are able to model the Control Flow

Graph.

6.3 Control Flow Graph

The Control Flow Graph (CFG) is simply the directed graph whose nodes are
the executable’s Codeblocks and its edges are the connections with other Code-
blocks (based on the incoming and outgoing Codeblocks information). It can
be represented as a tuple G = (N, E), where N is a finite set of nodes and E is
a finite set of edges. Following this, (n1,n2) represents that the Codeblock n

can lead to Codeblock ns.

6.4 API Call Graph

Going from a CFG to an API Call Graph, we have to note that each Codeblock
may lead to more than one API Calls, more Codeblocks may lead to the same

API Calls and a CFG may contain loops.

An API Call Graph is a directed graph that is extracted from the CFG of the

sample, by replacing each node with the API Calls that the specific Codeblock
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leads to. Following the example from before, let us assume that Codeblock n;
leads to API Call f; and Codeblock no leads to API Call f;. In this sense,
((n1, f1), (ne, f2)) represents the equivalency between Codeblock and API Call
connection. For the API Call Graph, we have that Gaprcau = (Fapr, Eapr),
where Fap; is a finite set of nodes, which represents the API Calls reachable
from the source (initial) Codeblock, and E4p; is a finite set of edges, which
represents the API Calls reachable from the destination Codeblock. It becomes
apparent that the size of the API Call Graph is much greater than the size of
the Control Flow Graph.

6.5 Abstract API Call Graph

We wish to compare graphs between them so as to conlude on their classification,
but it becomes apparent that the size of the API Call Graph poses a problem.
As the size of the API Call Graph is very big, we perform an abstraction, in
order to make it more manageable computationally. We address the API Call
Graph as a series of bipartite graphs and perform an abstraction on those to
reach an Abstract API Call Graph. The Abstract API Call Graph merges all
the nodes referring to the same API Call in one node. Therefore, there are as
many nodes in the Abstract API Call Graph, as there are distinct API Calls in
the executable. The new merged nodes are connected to each other following
the connections of every instance of the API Call in the previous API Call
Graph. If (f1, f2) , (f1, f3) and (f3, f1) described the API Call Graph, then the
Abstract API Call Graph will be represented by (f1, f2) and (f1, f3). Following
this abstraction, we lose the directionality of the graph model of API Calls, but
we gain in computational cost, which allows us to perform comparisons among
graphs and eventually be able to classify them as belonging to malicious or

benign executables. By performing this abstraction, we reduce considerably the
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size of the graph in question.

6.6 Graph Comparison: Random Walk Graph Kernels
6.6.1 Random Walk

Random Walk (RW) is a well known and widely used algorithm that provides
random paths on a graph. Its basic function involves beginning at a node and
choosing at random a neighboring node to visit. This procedure in succesion

allows for a traced path on a graph that has been acquired in a random fashion.

6.6.2 Graph Kernels

A graph kernel is a kernel function that calculates the inner product of two
graphs. It provides a measure of similarity between the two graphs[19][20] and
is especially useful in kernelized learning and classification algorithms such as
Support Vector Machines, since it allows us to operate directly on the graphs.
We use a special case of graph kernels, namely Random Walk Graph Kernels,
in order to compare all possible pairs of the Abstract API Call Graphs so as
to use Support Vector Machines to classify them as hailing from malicious or
benign executables.

The idea behind Random Walk Graph Kernels is extensively discussed in the
relative bibliography[21]. A Random Walk Graph Kernel between two graphs
performs random walks on both of the graphs and counts the number of match-
ing paths. Performing a random walk on the direct product graph of a pair of
graphs is equivalent to performing random walk simultaneously on that pair of
graphs[22]. This is being achieved through the use of direct product graphs,

which we define as following;:
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6.6.3 Direct Product Graphs

Given two graphs G; = (N1, E1) and Gy = (Na, E»), their direct product graph
Gy« = (Ny«, Ey) is defined as a graph over pairs of nodes from G and G5, where
two nodes of G« are neighboring if and only if the corresponding nodes in Gy
and G5 are both neighbors. Let A; and Ay be the adjacency matrices of Gy

and G respectively. Following this, the adjacency matrix of G is

Ay = Ay x A (1)

Figure 2: Graph G; (on the top left), Graph G2 (on the top right), Direct
product graph G« of Gy, and G2 (bottom)
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6.6.4 Random Walk Graph Kernel (RWGK)

Following the relative bibliography, let us define the initial distribution of proba-
bilities over the nodes in G; and G4, as p; and py respectively, and the stopping
probabilities (meaning the probability that a random walk ends at the given
node), as ¢ and ¢y [1][21][23]. Considering these probabilities, we calculate the

equivalent probabilities of the direct product graph:

Px =p1®@p2 and qx =q1 @ ¢ (2)

, where ® denotes the Kronecker product.

We define the Random Walk Graph Kernel as

R(G1,Go) = 3 p(k)gL AL ps (3)

k=0

where:

— Ay is the adjacency matrix of the direct product graph as defined in in
(1) and subsequently A* represents the probability of simultaneous length

k random walks on GG; and Gs.

— px and gy represent the inital probability distribution and stopping prob-

ability of the direct product graph, as mentionned in (2)
— T is the maximum length of the random walks

— u(k) = X\* € [0,1] is a coefficient that controls the importance of length
in random walks which we use to ensure that the sum converges and the

kernel value is well defined

The binary classification task at hand requires comparing each graph over every

other. To this end, we recursively choose all possible pairs of graphs in order
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to compute the kernel value of each pair. The kernel value is a measure of the
similarity of the two graphs and by gathering all the kernel values, we manage
to turn our problem from a graph (i.e. non-linear) classification one to a linear
one, for which a linear classifier may be used. More specifically, given the kernel
values of all possible pairs, we can directly use these kernel values as input to the
SVM classifier. The principle of kernelization of the data, so as to transform a

non-linear problem to a linear one, is also referred to as the kernel trick[24][25].

6.6.5 Generalized Definition of the Random Walk Graph Kernel for
Labeled Graphs

Every continuous, symmetric, positive definite kernel x: X x X — R has a
corresponding Hilbert space H, called the Reproducing Kernel Hilbert Space
(RKHS)[21].

Providing a different representation of the RKHS involves using feature maps,
where a feature map is a mapping function such that ¢: X — H

A feature map also defines a kernel as:

k(@) = (0(x), d(y))n (4)

We note that every positive definite function that correponds to a RKHS
has infinite feature maps associated with it.

Extending the feature maps to matrices, we have
P XM anmand|<1>(A)|lj = ¢(A”) (5)

The generalized definition of the RWGK refers to including a weight matrix W
T

k(G1, G2) = Zﬂ(k)q;wfpx (6)
k=0
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where W is a weight matrix for which we have

Wy =0(X1) ® ®(X>) (7

Given the definition of ®(X;) and ®(X3), and understanding that in the
present study the nodes of the graphs are labeled (the node labels of the Abstract
API Call Graph are the names of distinct API Calls), we are able to deduce that
Wy = Ay. This is also recognized in the bibliography[21][23][26]. Following this
and utilizing the Sylvester Equation Methods, the kernel definition may be given
by

K(G1,Ga) = ¢ (I - AAx) ™ 'px (8)

Given the solution of the Sylvester equation associated with the kernel defi-
nition above, we are able to reach O(n?) time, whereas the straight computation

of inverting (I — AAy) would take O(n®).
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6.6.6 Present Implementation of the RWGK

We remark that the RWGK is an adjustable quantity and allows us to regulate

several parameters in order to fit each classification scheme. In the present

implementation we can exploit two aspects of the graphs we wish to classify:

e The initial probability distributions and stopping probabilities are neglected[19)
since we only handle the Random Walk algorithm by regulating the impor-
tance of its depth, namely \. This allows us for more efficient computing

and faster Random Walks.

e When computing the adjacency matrix of a pair of graphs Ay, we acco-
modate for all the nodes of both graphs. However, given that the node
labels are API Calls (unquely named) and that the Abstract API Call
Graph only contains each API Call once, we can eliminate all the nodes
that are different between the two graphs. Only common API Calls mat-
ter in the graph comparison of a pair of graphs since any different API
Call nodes will augment the size of A« by inserting zeros. This allows us
to reduce the computation time, since we avoid an enormous amount of
element-wise operations that lead to zero and give us no information, thus

enabling us to utilize the resources (Server RAM) more efficiently.

6.6.7 Kernel Normalization

Even without a classification scheme, the kernel values allow for the extrac-

tion of conclusions, since they provide afterall a measure of similarity between

graphs[19][20]. In this sense, we normalize the kernel values acquired from the

aforementioned procedure so as to examine the results at this level as well. The

normalization of the kernel values[20][27][28][29] allows for the correct examina-

tion of similarity or lack thereof since it ensures that a graph always matches
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itself with a normalized kernel value of 1 and all the other graphs with a value

€ (0,1). The normalized kernel value is given by

k(G1,G2)
max(k(G1,G1), k(G2,Gz))

k(G1,G2) = (9)

Details on the Implementation It is important to remark that after an
extensive search in the existing Python libraries that allow for graph kernel
calculation[30][31], none where found to match the criteria placed above, and
thus the implementation presented in this study is a Random Walk Graph Ker-
nel for labeled graphs that was specifically written and compiled for the problem

at hand.

6.7 Support Vector Machines

Having computed the kernel values of all possible pairs of graphs, we can use
them in a Support Vector Machine (SVM) classification scheme. Given that
SVM'’s are kernelized learning algorithms, the calculation of the kernel values
have transformed a graph classification problem into a linear problem. The
objective of the SVM is to classify the linearized acknowledged data in a way that
allows for accurate predictions on new data. In this section, we discuss certain
basic principles of SVM’s and describe the implementation details. Given the
fact that we have already linearized the problem via the kernel trick, we proceed

with the description of a linear SVM.

6.7.1 Training and Testing Splits, Number of Repetitions and Input

We train and test the SVM classifier by using 9 different training to testing
set splits, meaning that we begin with a certain number of kernel values (equal
number of benign and malware originating kernel values) and split these kernel

values in a random fashion beginning with a 10%-90% train-to-test split, and
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with 10% intervals, arrive to a 90%-10% train-to-test split. It is apparent that
the two sets - training and testing- are complementary between them to the

total number of kernel values.

The whole procedure is repeated 100 times, so as to eliminate the flaws of
the randomized train-to-test split and also allow for a larger number of predic-

tions in order to minimize the effect of random spikes or drops in measurements.

The kernel values are split in groups containing an equal number of malware
and benign originating kernel values. Those groups contain 50, 100, 150, 200,

250, and 300 benign-benign and malware-malware kernel values.

6.7.2 Training

Given a set of training data of n samples (z1,y1)...(Zn,yn), x; represents a
feature and y; is its class label and can take values in {—1,1}. The training of
the SVM describes the procedure during which the algorithm finds the optimal
classifier that seperates the labeled data, while maximizing the margin between
them. This optimal classifier is a hyperplane and letting w be the normal to

that hyperplane, we arrive at the SVM decision function

n

h(z) =wTz+b ,where x = Z Ty (10)

iy

In the hyperplane function definition above, b represents the offset of the hyper-
plane from the origin and «; represents the SVM training parameters. Having
a linearized problem, we can substitute the kernel values for z;. The kernel
values that we use are two different sets; the ones computed between benign ex-
ecutable originating graphs among themselves and malware originating graphs

again among themselves. The class values of y; take 1 as a value if the corre-
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sponding z; is a benign-benign graph kernel value, and -1 if the corresponding

x; is a malware-malware graph kernel value.

6.7.3 Testing

Having trained the classifier, we proceed to the testing procedure of the SVM,
during which the classifier takes as input never before seen kernel values and
predicts on their class based on the hyperplane that was developped for the
training set before. We measure the accuracy, precision, recall and ROC Area
Under Curve of the SVM and accordingly conclude on the prediction it makes

on the testing set.
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7 Experiments

In this part, measurements performed on the dataset after the analysis proce-
dure are presented. These measurements indicate the differences in essential
characteristics of the malware and the benign executables and emphasize diver-
gent qualities of the two types of samples. In the effort to classify executables,
accumulating knowledge on irregularities, even smaller ones, allows us to en-
hance the aspects of the already established criteria. Managing to accumulate
enough discrepancies, from different measurements, provides a more in depth
comprehension of the importance and gravity of certain features of the malware
detection problem. More specifically, we examine the size of the samples com-
pared to the number of distinct APT Calls in each sample, we look at the sparsity
of the Abstract API Call Graphs, and we assess the differences in appearance

frequency of specific API Calls.

7.1 Sample Size and API Calls

The size of both the benign executables and the malwares range from several
KB to several MB. In Figure 3, we compare the size of each executable sample
over the number of API Calls it makes. Examining Figure 3, we quickly notice
the 3 distinct spikes produced by the malware at around 0, 180, and 520 API
Calls, whereas the benign executables do not show any irregular behavior in the
given plot. Analyzing the irregularities by the malware, it becomes apparent
that some of them do not follow the reasonable assumption that a larger number
of API Calls is related with a bigger size. Certain malware are very big in size
and have the same amount of API Calls as other much smaller malware. The
reason behind this phenomenon, is related to the fact that most malware are
newer, updated versions of older ones. Considering this, along with the fact that

obfuscating techniques and multiple additions of ”"dead” code are often employed
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17 Benign-Malware API Calls-Size (567 Benign and 827 Malware Samples)

Program size (8ytes]

800 1000 1200

Figure 3: Benign-Malware API Calls - Executable Size

in the malware development, it is understandable why such large sized malwares

present such few API Calls.

7.2 Sparsity Metrics

Measurements were performed at different stages of the pipeline. Two sparsity
metrics of the Abstract API Call Graphs were computed:

Sparsity Metric 1:
SM1: — number of edges (11)
number of nodes

Sparsity Metric 2:
SM2: — number of nodes (12)
number of edges

The sparsity measurements gives us an understanding on how dense or sparse
the Abstract API Call Graphs are, i.e. on how heavily intraconnected the API
Calls are. The number of connections between the distinct API Call nodes
of the Abstract API Call Graph informs us on the cyclomatic complexity of

the executable. The cyclomatic complexity of an executable is a measure of
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linearly independent execution paths through the code and is a software metric
indicating the complexity of the program. In this manner, it can also be used
to recognize maliciousness[32][33].

In Figures 4 and 5, we present the aforementionned Sparsity measurements
compared to the number of the edges and the number of nodes of the Abstract

API Call Graphs of the samples.

Figure 4: Benign-Malware Sparsity Metric 1 - Number of Edges (top), Number
of Nodes (bottom)

On all four plots (Figures 4, 5), we remark that the malware exhibit a slightly
divergent behavior compared to the benign executables. Although there seems
to be an area in which they behave in the same manner, there are malware that

have very large sparsity value, meaning that they are very lightly intraconnected
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Figure 5: Benign-Malware Sparsity Metric 2 - Number of Edges (top), Number
of Nodes (bottom)

in comparison with the benign executables which follow a more predictable
evolution.

In Figure 6, we show both Sparsity Metrics compared with the size of the
samples.

Observing the Sparsity Metrics to executable size plots, we notice that there
are again certain spikes appearing in the size of the malware samples, which
reveal an equivalence in sparsity of the Abstract API Call Graph for samples
with vastly different sizes. This, along with the recognition that there is a similar
behavior in malware upon looking at the comparison of size to API Calls (Figure

3), supports the argumentation that in malware, some are equivalent to others
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Figure 6: Benign-Malware Sparsity Metric 2 - Number of Edges (top), Number
of Nodes (bottom)

in API Calls metrics, even though they are different in size. As mentioned
before, one explanation of this could be that malware are usually developped
upon older versions of similar malware, with the addition of code that does not

change the behavior examined by the static analysis.
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7.3 API Call Frequency

A measurement that presents interest in the context of malware detection is
also the API Calls themselves and the frequency in which they appear in the
dataset. We perform two types of measurements; API Call frequency for API
Calls appearing only in Benign or Malware, and API Call frequency for API

Calls appearing in both sets of data (common API Calls).

7.3.1 Distinct API Calls

In Figure 7, we plot the frequency of appearance of API Calls unique to benign
executables and malware. Let the number of executable samples in a dataset be
N and the number of appearances of a single distinct API Call, named i, in all
the executable samples being n;, then the frequency of appearance of the API
Call i is given by

n;
frequency N (13)

Examining the Figure 7 top plot, we notice that the frequency of API Calls
appearing only in benign executables or only malware is generally very low. At
the bottom plot of Figure 7, we display the same plot only allowing for API
Calls of a frequency higher than 15%. In this plot, we have a clearer picture on
the importance of API Call frequency, since we can extract certain API Calls
that seem to be appearing at a distinctly high rate in benign executables and
malware. We conclude on 4 API Calls for malware and 5 for benign executables.
This metric allows us a hypothesis on the basis of the existence of these specific
API Calls in relationship with their classification as malicious or benign. This

constitutes that the extraction of such a feature may be significant.
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Appearring only in Malware and only in Benign Samples API Calls - Frequency (567 Benign Samples, 827 Malware Samples)

—Malvare
—enign
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A Cals

Appearring only in Malware and only in Benign Samples API Calls - Frequency > 15% (567 Benign Samples, 827 Malware Samples)

Figure 7: Appearing only in Malware or Benign - API Call Frequency all(top),
frequency above 15% (bottom)

7.3.2 Common API Calls

In this section of the API Call frequency measurements, we examine the fre-
quency of common to the benign executables and malware API Calls. In Table
1, we present the number of Common API calls in malware and benign samples
in relationship to the frequency difference that they appear in the malware and

the benign samples.

Page 33



Malware Classification Methodologies

In Table 1, cutoff appearance frequency is the frequency difference above which

Cutoff Appearance
Frequency Number of API Calls
0 3031
1 1251
2 994
5 761
10 492
15 345
20 274
25 218
30 122
40 33
50 9
60 3
70 1
80 0

Table 1: Malware (827) and Benign(567) Samples Common APT Calls based on
Appearance Frequency Difference

there is a given number of common API Calls appearing; i.e. at a 10% cutoff ap-
pearance frequency, we have 492 distinct API Calls, among common API Calls
between benign and malware, with an appearance frequency difference equal to

or greater than 10%.
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This measurement provides insight on two important aspects:

e For a big difference in appearance frequency among common API Calls,
we can conclude that some API Calls are favored by benign and others by

malware.

e The choice of frequency difference is important, since it establishes the
tendency of API Calls to appear in benign or malware more. If the fre-
quency of a common API Call is comparable to the frequencies of API
Calls appearing exclusively in malware or benign executables (see Fig-
ure 7), then this API Call is inherently important and its existence can

constitute a feature for classification.

In Figure 8, we plot the API Calls that appear in both malware and be-
nign samples, whose appearance frequency difference in malware and benign is

greater than 35%.

Common Benign and Malware API Calls - Frequency Largest Differences starting at 35% (567 Benign Samples, 827 Malware Samples)

—— Benign
— Malware

lil!M I‘MW Wﬂ

Figure 8: Common API Calls Appearance Frequency - Cutoff Appearance Fre-
quency 35%

Based on the analysis of the common API Call frequency as a classification

feature, we notice that there are certain common API Calls whose absolute fre-
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quency is large enough and the frequency difference between malware and benign
appearance is also substantial. These API Calls are memset, RtlLookupFunc-

tionEntry,_initterm, exit, and __set_app_type.

Conclusion on API Call Frequency In this section, the effort has been
focused on the extraction of possible classification features, using the informa-
tion acquired on the API Calls appearance frequency in malware and benign
executables. Although in isolation, these features may not suffice for the cor-
rect classification of the sample, they could play a significant role as weights of

a classification scheme.
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8 Classification Results

In this section, we provide the results that have been attainned by the mal-
ware detection pipeline of the proposed solution. We divide the results into
preliminary ones -the kernel values for benign-benign, malware-malware, and
benign-malware- and the final Support Vector Machine prediction results on

accuracy, precision, recall and ROC AUC.

8.1 Kernel Measurements

As discussed before, the kernel is a measure of similarity between graphs[19][20].
The normalized kernels of different dataset sizes and combinations are being

presented in the following sections.

8.1.1 Benign-Benign

We calculate the kernel values among benign executables for 50, 100, 150, 200,
250, and 300 benign samples. The resulting pairwise similarities are plotted in
Figure 9, whereby each vertical sequence of dots represents the kernel of the
given sample over all the other samples; we have on each line the kernel value
(similarity) it shares with all the other. The kernel values are normalized so as
to allow for correct cross-examination with the corresponding plots concerning
the malware.

On each plot we also give a histogram of the distribution of the kernel values,
in order to conclude on how similar the samples are overall (we refer to the
histogram on the right side of the plots).

For the plots of Figure 9, we can easily notice that for all the different dataset
sizes, the average similarity value is around 20%. This demonstrates experi-
mentally that the datasets chosen are valid and do not contain benign samples

that are overly similar to each other (as far as Abstract API Call Graphs go).
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Figure 9: Benign-Benign Kernel Values for Dataset Size 50 (top-left), 100
(top-right), 150 (middle-left), 200 (middle-right), 250 (bottom-left), and 300
(bottom-right)

8.1.2 Malware-Malware

As calculated before for the benign samples, we compute the kernel values among
malware for 50, 100, 150, 200, 250, and 300 malware each time and plot the

resulting kernel values in Figure 10.
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Figure 10: Malware-Malware Kernel Values for Dataset Size 50 (top-left), 100
(top-right), 150 (middle-left), 200 (middle-right), 250 (bottom-left), and 300
(bottom-right)

We notice that the similarity, in the case of the malware, centrers around
20% for the smaller datasets, but as the dataset size grows, the similarity tends
to become smaller. We notice also a very large spike on the histogram around

zero , which indicates that there is a large amount of samples that are very
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different among them (in respect to Abstract API Call Graphs).
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8.1.3 Benign-Malware

Following the same principle as before, but this time examining benign over
malware Abstract API Call Graph kernel values, we plot the results in Figure

11. Note that this type of combination is not required for the SVM classification.
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Figure 11: Benign-Malware Kernel Values for Dataset Size 50-50 (top-left), 100-
100 (top-right), 150-150 (middle-left), 200-200 (middle-right), 250-250 (bottom-
left), and 300-300 (bottom-right)
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Nevertheless, it provides very significant information. Examining the benign
over malware kernel value plots of Figure 11, we notice that the similarity centers
around 10% and 15% and it becomes possible to define an upper bound with a
reasonable degree of confidence around the 35% mark. This allows us to better
understand the inner workings of a classification scheme, since with this cross-
examination of benign to malware kernel values, we notice similarity bounds

that can work as detection mechanisms.

8.2 SVM Results

After having build the SVM classifier for the different training to testing splits
100 times over, as described in section 6.7.1, we proceed with the graphical
representation of the results. The best accuracy achieved by the SVM classifier
is 98.25% with the dataset of 300 benign and 300 malware samples, meaning that

the maximum error is at 1.75%, which is in line with the relative bibliography|[1].

8.2.1 Accuracy

The accuracy of a classification scheme is defined as the number of correct pre-
dictions over the total number of predictions. In the case of a binary classifiers,

such as the one implemented in the present study, we have the following

TP+TN

14
TP+TN+FP+FN (14)

Accuracy =

where TP is the number of True Positives, TV is the number of True Negatives,

F'P is the number of False Positives, and F'N is the number of False Negatives.
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Examining the SVM Accuracy plot of Figure 12, we notice that, with the
exception of the 50-50 dataset, achieved performance lies generally above 95%.
We also notice that as the training size becomes a larger percentage of the
dataset itself, the accuracy is higher, as is expected. The highest accuracy takes
place for the 300-300 dataset (the largest one) and for the best possible training

to testing split (90% of the dataset is used for training).

SVM Accuracy
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v
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—— 200-200
— 250-250
— 300-300 |
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Accuracy Percentage

0.850

0.825

0.1 02 03 0.4 05 0.6 0.7 0.8 09
Training Size Percentage (Complementary to Testing Size)

Figure 12: SVM Accuracy for the Different Dataset Sizes and Training to Test-
ing Splits

8.2.2 ROC Curve-AUC

A Receiver Operating Characteristic (ROC) curve shows the performance of
a classifier at all classification thresholds. We introduce the notions of True

Positive Rate (TPR) and False Positive Rate (FPR) as

TP

TPR= TP+ FN (15)
FP

FPR= FP+TN (16)

The ROC curve plots the TPR against the FPR at different classification
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thresholds. The Area Under the ROC Curve (AUC), measures the area covered
by the ROC curve. AUC measures the accumulated performance across all
thresholds of classification. The ROC-AUC is a measurement on the quality
of the classifier no matter what classification threshold is chosen. In Figure
13, we present the ROC-AUC for the SVM of the 6 aforementioned datasets
(50,100,150,200, 250, 300).

SVM ROC AUC
0975 e
— — |
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— 100-100
0.900 — 150-150 -
—— 200-200
0.875 o —— 250-250 .
' ! —— 300-300
\
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0.825
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0.1 02 03 0.4 05 0.6 07 0.8 0.9

Training Size Percentage (Complementary to Testing Size)

Figure 13: SVM ROC-AUC for the Different Dataset Sizes and Training to
Testing Splits

In the Figure 13 plot, we notice that apart from the smaller dataset (50-
50), the performance only gets better as the datasets increase in size and as
the training to testing split becomes more favorable. We note that the ROC-
AUC of the 50-50 dataset degrades in a quicker manner than the degradation
of its accuracy in Figure 12, which shows the qualitative difference in the two

measurements.
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8.2.3 Precision and Recal

The precision, also known as positive predictive value, and recall, or sensitivity,
are measurements usually examined together based on the proximity of their
definitions. The precision of a classifier is defined as the ratio of positive iden-
tifications that were actually correct, whereas recall is defined as the ratio of

actual positives that was correctly identified. We represent this, as

. TP
Precision = W (17)
TP
Recall = 75N (18)

In Figure 14 and 15, we present the precision and recall measurements of
the SVM classifier, which show, very high values of precision and recall as the
training setup becomes more favorable (larger dataset and training split). It is
important to note that a high precision relates to a low false positive rate and
a high recall to a low false negative rate. Examining both plots, we conclude
that the classifier is returning accurate results as well as returning a majority

of positive results.
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Figure 14: SVM Precision for the Different Dataset Sizes and Training to Testing
Splits
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Figure 15: SVM Recall for the Different Dataset Sizes and Training to Testing
Splits

Page 46



Malware Classification Methodologies

9 Conclusion

The goal of the present study, was to tackle the malware detection problem in
an efficient and accurate way. The proposed solution utilized static analysis
techniques to disassemble benign and malware executable samples, study them,
and extract important characteristics and features. Based on those, we devel-
opped ad hoc graph-based mechanisms to overcome computational limits and
manage to fabricate subject specific solutions for the kernelization of non-linear
data. The classification scheme employed to function as a malware detection
configuration yielded very promising results. The importance of those results is
only expanded if we consider that the dataset size used is an objectively small
one (for such endeavors) and that the computational time is much smaller com-
pared to relative studies. We remark that the results attainned in combination
with the measurements collected, allow for solid hypotheses on the basis of the

proposed solution compounded with extracted features for future research.
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Medoboroyieg Tolwounone KoxdBourouv Aoyiopixod

1 Ewaywyn

1.1 To Ilp6BAnua touv KaxdéBouiou Aoyiopuixod

Trohoyileton nwg péypt to 2023, tar tepovailoxd otovyeia nou Beloxovta oe ploxo
AOY® TOU TAYXOOWOL HUPBEPVOEYXAAUATOC EVEEYETAL Vo QTdcoLY Ta 5.2 Tploe-
xoazoupdpta USD [1]. Aedopévou 6L 10 28% TV cuvolixdy xufepvoedécenmy
apopd TopaPldoelc e T yerom xaxdBoviou hoylopxol[2], yiveton Ttpogavéc ot
1 avlyveuon xoxdBouhou Aoyiopxo etvor £vol and To T CNUAVTIXG XEPAANA TN

xuBepvooac@dielog Sledvade.

1.2 3XOyypoveg Aboelg

H aviyvevon xoxéBoulou hoylouixol yivetow yéow 800 Baoixeyv TOnwmv avéhu-
onc: oToTix xon duvaxt| avdhuor. Koatd 1 otatixr) avdivor, emyelpeiton 1
cuAoYT| TAnpogoplac Péow avdiuone xddixa ywelc va exteleitol to TEdypauUaL,
EVE OTA TN DUV AVAAUCTY), TO TEOYEOUUN EXTEAE(TOL OE €val AoQUNEéS TERL-
Bdhhov xou 1 culhoyt Thnpogoplag yiveton xatd TNy extélecy) auTY), ETITEETOVTAS
TNV oA TAENON TEPATERL T TOLYELWY XATd TNV aAANAETBpaon Tou eEXTEAEGUIOU UE
Tou unohoyto . Ty teheutala dexaetio, N yeron TEXVIXWY UnYavxAc pdinong
xon €€6pLEng dedouévwy AapPdvel ydpa 6ho xou meEplocdTERO OTIC TPOoTddELEC

aviyveuong xoxdBoulou hoylouxol[3].
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2 Ilpozewdpevn Adon

Yy nopoloa gpyacia, axorouddvtoe tig obyypovee npoondleles enthuong Tou
mpoPBMuartoc[4], epopudleton wa Aoon Poclopévn oty otaTixf avdhuon xoL TN
povtehonoinon yedpwv[5][6], 1 onolo ce cuVBLUOUS PE YVWOTES TEYVIXEG TOEL-

VOUNOTNG, ETUTEETEL TNV AV{YVEUOY) TOU XoXOBOUAOU AOYIOUIXOU.

Hexwvdye pe éva olvolo amd xaxdBoula xan xohdBouvia exteréoyro MS Win-
dows Aoyiouixd. ' xdite Aoylomxd Teoy LA TOTOLOVUE TNY ATOCUVAPUOAGYNOY| TOU
(disassembly) xou e&dyoupe TAnpogopies, oL OTOIEC YoC ETTEETOUY VO HOVTENO-
nowjoouye Tic xhioelg Tou exteréotpou delypatoc oto Windows API oe T'pdgo
EXéyyou Porc (Control Flow Graph). Me Bdon to Tpdgo Eréyyou Pofc xou 8-
Aeg, e€aydeloeg and ) ototixn avdluon, Thnpogopies howPdvoupe to I'pdgpo API
K\oewv. Ev ouveyela, yenowonowbdvtag Paocwéc apyéc tne Oewplag Ipdpwy,
xatahyouue oe uio agnenuévn woppr tou I'pdgou Kifoewv API, tov Agnen-
uévo Lpdpo API Kioewv. H Swdixdoia mou mpoteivetar we Aoor Baoiletan ot
oUYXEIOT AUTAOY TwV Yedpwy. H davuopatixonoinon e obyxplong twv Agn-
enuévey Fedpwv API Kifoewv emtuyydveton Yéow evog ouyxexpiuévou graph
kernel, tou omnolou ta arotehéoyota ewwdyovion yio To€vouncr oe €vo Support
Vector Machine (SVM), 6nou xat to exteléotya Noylopixd ToEvololvTol 68 o
AoBoula 1) xaxdBovia. Enueudveton Twe oty napoloa spyacia, aviiuetwnilovye
T0 MEOBANU TN aviyveuong xaxdBouiou Aoylouixol, we éva TedAnua Suadixic
Tagvounone xou dpo o otdyoc elvon vo xotnyoplonotnidel éva AOYLoUXS WS Xa-

x6Bovho 1| xahoBoulo.
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3 Epyaieio xou Aciypota

3.1 Epyaieia

IMopousialovye v epyoareiodhnn mou cuyxpothlnxe yia TNV TEOTEWVOUEVY AUoT

xon edixdTepa To epyahelar Tou yenotponoindnxayv ota tela Baoxd uéen avthc.

o Avéhuor exteréowy detypdtov: NSA Ghidral7] yio avdhuor xou arnocu-

VopUOLNOY oY), xWAXaG ot Java yia e€orywy Topwv

o I'odgpor API Khfoewv: x@dixag oe Python yua povrehonolonom yedpey xou

eapuoYn Boaoixmy apy v Yewplag yedpwy
o TaZwéunon: SVM’s pe ) yerion e yAdooac Python

YnUeldVOLUE Twe Yol HEYdAo pépoc Tng Sadixactiog yenowonolidnxe server

(8-core CPU, 16GB RAM), Aoy o tng avdryxng yio peyoahOtepn unohoyioTxy| oy l.

3.2 Aciypota

Yuyxevtpddnxoav xahéBovka xou xoxdBovia exteréotua delypota yioo Windows.
Ewétepa, ovyxevipddnroay 997 xaxdPoula delypatoa and to VirusShare[8] xon
567 xoh6Bouha delyparta, To onola anotehduvTon and apyelol EYXATACTOUONE EYXU-
pwV %ot oELOTUGTWY NOYLOUXOY OTKE TO Aettovpyixd cVoTtnpe Twv Windows[9],

to Git[10], Cygwin[11], Codeblocks[12] x.a.
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4 Ylormoinon

IMopaxdte teptypdpoupe md ovaAuTixd To Bootixd uéen NS TEOTEVEVNE AUOTC.

4.1 Avdivon Kodixa

Kotd v avdiuvorn xodxa xdde exteréoipou, péow tng yerone tou Ghidra, oy-
BAvOUUE TOV UTOGUVOPUONOY NIUEVO HOBLXA YLOL TO CUYXEXPUUEVO EXTEAEGUUO DEly L.

Ta Boaoixd otouyeio Tou TpoxdTToLY amd TNV avdivor xdde delypatog elvor:

o Ta Mmhox Kddixa (Codeblocks): onuela eléyyou tou mpoypdupotos, v
onolwv 1 aAAnhocUvdeon divel ohec Tig mdavéc Bladpoués exTéAEONS TOU

TEOYEAUHATOC

o API xdfoeic: xhfoeic ouvopthoewy tou API twv Windows[13] tic omoleg

TEAYUOTOTOLEL TO EXTEAEGIUO Delypa

Ano ta Mmhox Koduo xouw v mhnpogopia yior 1 SlacuvdecudTnTd Toug,
AofBdvoupe to I'odpo EXéyyou Poric tou exteréoipov. Xnueidvoupe nog xdde
Mmhox Kddua dOvorton va odnyel (ue tnv évvola tne diadpoprc extéleonc) oe
diho Mnhox Kodwa 1 oe xhfion APL. O T'pdgoc Eréyyou Porgc oplletan we o
xarevuvtinde ypdgoc G = (N, E), 6nov 10 N elvon éva mencpoouévo cdvoro
x6uPwv xou E éva nenepacyévo ahvolo axumv. Me tov nopandve oplopd, €youue

6t 10 (N1, ng) onuaiver 6Tt To Mrhox Kddixa ny odnyel oto Mrhox Kddixa na.
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4.2 Tedyolr KAjoewv API

Acedopévou tou T'pdgou EAéyyou Porg tou exteréoipou delypatoc xou yvopilo-
vtag Ti¢ ¥Afoelc API mou npaypatonolel To exteAéotuo xohidS xou TO GUYXEXPLUEVO
Mnhox Kddixa amd 6mou xahobvtar autés, elpacte oe $€on VoL LOVTIENOTIOLCOUUE
o 'pdpo API Kifioewv. H hoyu| mou axohoudeitan €yxeiton oTny avTixatdo tooT
Twv x0uPwv tou I'pdgpouv Eréyyou Porc, pe xoufoug mou avanapiototv tig API
x\oelc mou mparypotonotel to Mniox Kddixa tou cuyxexpipévou xoufou. T'iveton
gdxoha avTAnTo Twe To péyedoc tou I'pdgpou APT Khoewv (aptdude xduPwy xou
oxp@v) ebvor ToA) peyahitepo and exelvo tou I'pdgou Eréyyov Poric. O T'pdgoc
API Kioewv eivon évae xateuduvtinde Ypdpoc Gaprcain = (Fapr, Eapr), 6mou
0 Fupr elvon évo nenepacuévo ohvolo xouBwy, to omolo avamopiotd tig API
(AAOEIC OTIC OTOlEC UTOPEl VO PTACEL TO TEOYPUUUO EXXIVOVTAS ATd TO opyLxd
Mrniox Kodixa xow Eapr elvon €vo Tenepaoyévo OVORO XUV, TO OTolo ava-
noptotd g API xhroeig otic onoleg unopel vo @tdoel péow tou Mmriox Kodduwa
TPoopELoUoD.

To péyeboc tou I'pdgpouv API Kifoewv eivar mohl yeydho xou dev emitpénel
olyxplom 600 Tétolwy Yedpwy. I'a to Aéyo autd, yenopomoldvtas Paoixés apyée
e Yewpla ypdpwy (avtipetonilovpe to T'pdpo APT Khfioewv o¢ mohhd eninedo
diuepddv Ypdpwy), uetaoynuatilovpe to I'pdypo API Khfioewv ot évav Agnenuévo
I'edpo API Kifioewv. O Agnenuévog I'edgoc API Khfioewy éyel técoug xdpufoug
6oec API K\oeic xohoOvtan and 1o exteléoipo (évog xdpPog yio xdde povodixt
XAAoM) xou oL oxpéc Tou exppdlouy Ty UTopln olvBeone avduesa oTC XAHOELS
awtég oto I'pdgo API Kioewv. Me ) petotpony| auty, ydvetow 1 xorrevduvn-
(OTNTA, OULS dlatneolvTal Oheg ol cuvdéoelc Twv APl Kifoewy xan o ypdpog

mhéov €xel Slayelprowo uéyedoq.
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4.3 Toa&wounon

H BSwduxaota tagivounone ywelletou oe 80o péen. To mpwto meprypdpel 0 ye-
tdBaon and tn clyxelon dvo Agnenuévwy I'edpwv API Kifjoewv oe éva ypoy-
uxo6 péyedoc, to kernel, to omolo elodyetal oto SeutEPo XU TEAXS PEPOC TNG

Tavounone, to onofo apopd to Support Vector Machines (SVM).

4.3.1 X0yxpion I'edpwv - Random Walk Graph
Kernel (RDWGK)

‘Eyovtoc e€dyel tov Agnenuévo I'edgpo API Kirfioewv yia xodéva and tor exte-

Moo Selyyota, Teoywedue 0T cUYXELON TOV YEAPWY.

O alybprduoc Tuyaioc Awdpourc (Random Walk) etvon évac eupéwe diadedo-
uévoc ahyoprduoc, o onolog emoTeépel Tuyolec DLaBEOUES EVOC YRAQOL, Ue TN
Aoy va Boaoiletan otny exxivnon and éva xéufo Tou ypdpou xa TNV Tuyala

emAoyYY Yiot TNV eTlOXEPT YELTOVIXWY XOUBwV.

‘Eva graph kernel eivon pio cuvdptnon 7 onoia urtohoyilel 1o ecwtepnd yivoue-
vo 800 YpA(PwWY XL YE TOV TPOTO aUTO TAPEYEL uiot UETENON TNC OPOLOTATAS TWY
800 yedewv[14][15]. H yenowdtnta tou graph kernel éyxeiton oto 41t emitpénet
vo ypoxonomdel évor un-ypopuuxd medBinuall6][17], émwe eivar 1 oldyxpeion
Yedpwv, xa ev cuveyela, emTEénel Tn Ypror alyopLiuwy To€lvouncong UE TO TapE-
YOUEVO amotéleoua. TNy Topoloa epyacia, yenoiwonolelton uio ewdixf teplntwon
graph kernel, to Random Walk Graph Kernel (RDWGK)[18], cote va cuyxpt-
Yolv ohot o Agnenuévol I'edgpor API Khioewy avd 800, xou énetta va etooryolv

ot tiéc twv kernel oto SVM yia ta€véunon.

T B0 ypdyoue G = (N1, Er) xou Go = (Na, E), opiletan we Tpdgoc T
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vopévou Gy = (Ny, Ey) éva ypdpoc twv Leuyaplddv Tov xouBwy twv Gy xou
G4, 6mou 800 xouPol tou Gy cuVBEoVTAL, AV XL UOVOV AV OL AVTIoTOLY oL Xoufol
wwv G xau Gy yertwidlouv. O Adyoc mou yenotponoteitar o I'edgpoc I'ivopévou
elvan yiatt to RDWGK avdpeoa oe 8o ypdgpoug eivan 1o (8lo pe 1o RDWGK tou
Tpdgou T'vopévou twv d0o ypdepwv[19]. Tnuewdvoupe 6Tt edv A; xow Az ot nivo-
xec yerrvioone twv Gy xaw Gg avtloTolya, tote o nivaxos yertviaong tou Ipdgpou
F'wopévou Gy elvar Ay = Ay x As.

To RDWGK tou I'gdpou I'tvopévou opileton oq:

H(Gh G2) = ZZ:() u(/f)QL AI>C<p><
6mou:

— Ay ebvan o mbvaxac yertviaong tou Dpdgou Tvopévou o xoténéxtaotn 1o Ak

OVATOELOTA TNV TWIOVOTNTA TAVTOYPOVKY TUY AWV BLaBEoptY urxou k atoug

G xo Go.

— Px XL Gx AVATOPIGTOUY TNV apy ] xatovops, tdavotntoe (apyixde xOu-
Boc) xou Ty TmdavGTNTo VoL 6 TOATHOEL 1) SLadpopr| 6TO CUYXEXPWEVO XOUBo
tou I'pdpou I'vopévou, avtiotolya - oL ouyxexpiéveg miavotTnTeg dev Aoy-
Bdvovton umddy oty mapolioa epyacia, xodoe dev yvwpelloupe autés Tig

mdoavétntec[14)
— T elvar to YéyIoTo Pinog Twv Tuyalwy SLdEOUDY

— u(k) = A € [0,1] ebvor évac mapdyovtac mou eAéYYEL TN ONUAVTIXGTNTA
TOU UAX0OUE TWV TUYAL®V BLaBEOUNDY YECK TOU OTOlOU TAVTOL ETUTUY YAVETOL

oUyxMor tou adpolopatoc xou to RDWGK etvor xohd optopévo.

Me Sedouévo optopévo eldind yopoxtnelo Tid twv Agnenuévey I'edpwy API Kioe-

ov (x&de xéuPoc eivar povadixde xou avamaptoté pla xhion API, xdde xhfon API
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éyel Lovadxd dvoua), ETTLUYYEVETAL VoL LELWVEL onuavTixd To amottoOUEVO XOGTOC
b)

UTOAOYLOUOU X0l O YpOVOC EXTEAEONS TV TRd&ewy Yia TNy edpeon twv RDWGK.

4.4 Support Vector Machines

Agol urohoylotoby ol Tiéc tou RDWGK yid ko tar midorvd Leuydiplor Ypdpwy,
T yenotwomoolue otny tadvountiny Slobixdoto twv Support Vector Machines
(SVM). Aedopévou 6t 0o SVM eivon odyoprdpoc péidnone o onolog Booileton oe
kernel, éyovtac H01 YEOUULXOTOACEL TO UN-Y U6 TeoBAnua cUYXELoNG YRdPWY
emitpénel TN yeron Yeouuxol tadivountn. O otdyoc tou SVM eivon vor tagivo-
undel n ypouuxonomuévn thnpogopla Ye tTpéTo Tou emitpénel LPMAY axpiBela yia

NV Ta€vouno” VEwv SeSOUEVWLY.

Exnoudetoupe (training) xou nporypotonowolye eAéyyoue (testing) oto talivounty
SVM yenowonoihvtag 9 BlapopeTixéc UTOBIULEECELS TOU GUVOROU EXTIABEVCTIC-
eMEYYOU, UE TNV EVvoLa OTL EEXVAOVTAC amd EVa GUYXEXPUEVO optlud Ty kernel
(loog apripde Ty kernel ond xohdBoula xar xoxdBoulka exteléoia) ywellouue
oy Ti¢ Tée autég xatd 10%-90% Yo exmodoeuon-éheyyo xou Ue Sl ThuT

10% qtévoupe o 90%-10% exnaldevon-éheyyo vy Tic Tiwéc Tou kernel.

‘O m mopomdves Sraduxactio mpaypatomeiton 100 Qopéc xou we anoteAéouaTo TOU
SVM, naipvoupe tic péoec Tiéc yia accuracy, precision, recall, ROC-AUC. Kde
oo Tadivounone yiveta yia Tiwéc kernel ol onolec nepiéyouvv ico apriud mpoep-
YOUEVO amd xahOBouvAa xou xoxdBouha exTEAETIUA DElY AT XoU TO TELRdua YiveTal
vt obvoho dedopévwy twv 50, 100, 150, 200, 250 xar 300 xohb6Boulwy xou xa-

%(6BoVhwV BeryUdTwy.
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5 Merproeic - Ieipdpota

Kotd v e€oywyr) mAnpo@opldv and v otatixr] oavdAucoT], Topoucldlovpe Tig

TEOX YT UETPNOELS:
o Apiuoe Kifioewv API oe oyéon ue to péyedog tou delyuorog

o Metprioeic Apaudtnrac twv Agnenuévey I'odgwy API Khjoewy oe oyéon

ue tov oprtud xouPwv, Tov apldud axpdv xa To péyedog Tou delypatog

o Yuyvotnta eppdvione API Kivioewy anoxielotixd oe xardBouia 1 xoxdBou-

Aot Belyportar xardoe xon T cuyvoTNTA EPPAVIOTE TwV xovody Kifoewv API

Me Bdon i napandve Telpootixés UETPNOELS, EE3YOUUE cuunepdouata BacioUeva
ot anoxAioelc mov mopouctdlovian aviuesa T XAAOBOUAA Xou Tal XoxXOBoUAN

delypora. Eduxotepa, e€dyouue tar mopoxdtw cupmepdopoTta:

— Hoapoatneelton 6TL évog onuavtdg apituog xaxdBoviny BeElYUdTwY €Youv
Tov B0 aprdud API Kifioewy, adld peydhn andxiiorn oto péyedoc toug, ev
avtidéaoet pe to xohdBoua delyparta, To omola Topouctdlouy wia avauevOUeVT
oyéon ot ouyxexpwévn pétenon (to péyedoc tou delypatoc peyohdveL Ue

Tov aptdud twv API Kifoewv).

— Meydhec anoxhioeic napotnpodvial oTic LETPHOELS apardTntac (oL petphoels
apondTnTog divovtan amd to xAdopotar xOUBol TEog aXUES XL AXUES TEOC
x6uPouc) ot oyéon Ue TOV opdUd TWV oXUOY ot Tov aptiud TV XOU-
Bwv, xodode tor xoxdBovha delyparto mopoustdloviar AlydTERO SLocuUVDEDE-
péva, oe oyéomn ue o xahdPoula, 6Gov apopd Toug Agnenuévoug I'pdpoug

API K\foeov.

— Awoxpivovtan ouyxexpipévee APT Kioeig, ol omoleg eite epgaviovron ou-

YV& pévo ota xahéfovia i pévo oo xaxdBovia delypata, ¥ napouotdlouy
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Medoboroyieg Tolwounone KoxdBourouv Aoyiopixod

MEYAAN Blapopd oTr cUYVOTNTO ERPAVIONG TOUG avaPESH o XaAOBovAa xal

xaxdBovha Selypara.

Ot mapamdve mopatneroeic duvaTol Vo Y eNoulonotdody (C TEOXATUENTIXG XL
el Ta€vounang, xodog eniong unopoty vo yenotwonondoly Yo va BEATUOC0UY

NV anédoo) eVOS ToEVoUnTH.

6 ArnotsAéopoaTta

6.1 Kernel

‘Onwe avagépinxe napandvew, n Ty Tou kernel eivon pio yétenon e opodtTnTag
dvo yedpwy. Yto Lyfua 1, mapouctdlovton ou Tiwég kernel yia o Stapopetind
HEYEDT BELYUATWY %ol ONUELOVETOL TS OL THIES AUTEC £VOL XOVOVIXOTIOINUEVES OTT|
povado (undevixh T onpodver undevix| opotdtnta xou T fom pe 1 onuodver
anéhuty opotdtnTa-tadtion). Iopatneeitar toe ov tiwée kernel ouyxevtpdvovton
YOpw amd Younha TOC0GTA OPOLOTNTAS, To ontolo LTodewxvieL 6Tt 0 Agnenuévoc

Iedpoc API Kioewv twv detypdtwy elvon éva éyxupo xplthiplo To€vounong.
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Medodoroyiec Talwvéunone KoxdBourou Aoyiomuxold
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Yyhua 1: Twée kernel KoddBouhwv-KaxéBoukowv derypdtov i 50 (méve opt-
otepd), 100 (ndves de€id), 150 (peoaio apiotepd), 200 (uecaio de&id), 250 (xdtw
aptotepd) xou 300 (xdtew 8e&id) delyporta
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Medoboroyieg Tolwounone KoxdBourouv Aoyiopixod

6.2 Support Vector Machine

Ta xolUtepa anoteréopota tou tadvount SVM napatneobvtal yio Ty mé guvo-
) neplntwor taévounong, 1 onola cupPaivel Yo To ueyaAlbTepo duvatd chvoho
detypdtev, 300 xahéBoula xou 300 xaxdBoula, xou yio 1 Slakpeon TV SeryUdTwy
xotd 90%-10% avdpeoa oe exnaidevor xou éheyyo avtioToya. Emtuyydvetou to-
cooté axp{Betac 98.25% (EZyfua 2), To onolo onuaivel Twe o péyioto Teptddplo

Mdoue etvon 1.75%. Trpeidvoude nwe ol PeTpAoES amddooNe ToU TUEWVOUNTH

SVM Accuracy

I

I— e
/r ?___——

I

0.975

0.950

0.925

— 5050
— 100-100
— 150-150 |
—— 200-200
— 250250
— 300-300 |

0.900

Accuracy Percentage

0.875

0.850

0.825

0.1 02 03 0.4 05 0.6 0.7 0.8 0.9
Training Size Percentage (Complementary to Testing Size)

Eyfua 20 AxplBeta SVM yio Awagopetind Meyédn Xuvohou Aetypdtov xou Alo-
popeTixéc Trodlupéoels Aetypdtov Exnaldeuonc-EAéyyou

SVM avagopixd pe Precision, Recall xau ROC AUC napousidlouv napduota yo-
poxTnelo Txd xadwg dco yivoviow euvoixdtepa tar dedopéva Tavéunong, T6co

BeAtidvetan 1 anb6doon Tou Tadvounty) o Ao tar enineda.
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Medoboroyieg Tolwounone KoxdBourouv Aoyiopixod

7  YuunepdouoTo

O ot6y0¢ g napovicag epyaciog Ntav vo mpotoel uio Ao oto medBinua Tng
aviyvevong xaxdBoulou Aoylouxod. H mpotevouevn hoor yenouomnolel teyvixég
NG OTUTIXNG OVEAUGTE YLOL VoL OGUVIPUOAOYNH0UY XahGBouAa xou xox6BouAa
delypota, (ote vo xatacTel duvath 1 ueAétn Toug. Baowldyevol otn perétn auty,
avantoyUnxay ad hoc ynyaviopol yoviehonoinong ypdpwv Yl vo Eencpaotolv
mpofAAuata STwe N anoftnor UEYEANE LTohoyio TN Lo 0g Xl 1) Yeauuxonoln-
O UN-YEOUUIXY O TOLYEIWY, (DOTE VoL EMTUY YAVETAL ATOBOTIXOTEPOS YELRPLOUOS TNG
nnpogoplac. To oyhua talvéunone to omolo ypnotwomolfidnxe onépepe TOAG
UTOOYOUEVOL ATOTEAECUOTA X0 OL TEPUULTEQRW TELPOUATIXES UETEHOELS TOU TEAY MO
Tonodnxay emTEENOLY TN otolyelodETNoT Pdoiuwy UTOVECEWY Yior HEANOVTIXY

gpeuvaL.
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