Unsupervised Outlier Detection: New
Approaches for Robust Ensembles
and Interpretability

Vasileios Papastefanopoulos

A dissertation submitted for the degree of

Doctor of Philosophy

Department of Mathematics

University of Patras

May 6, 2025



2

I, Vasileios Papastefanopoulos, confirm that the work presented in this thesis
is my own. Where information has been derived from other sources, I confirm that

this has been indicated in the work.



Abstract

Outlier detection (OD) is crucial for identifying anomalies in fields like fraud de-
tection, network security, and medical diagnostics. However, model selection and
interpretability remain significant challenges in unsupervised settings. This thesis
addresses these challenges by introducing methodologies for improved model selec-
tion and interpretability. First, a meta-learning ensemble framework is introduced
for improved model selection. This framework treats outlier scores from multi-
ple detectors as features and employs unsupervised feature selection to identify the
most informative detectors for a given dataset. The selected detectors are then com-
bined through an ensemble voting approach. Second, a taxonomy of interpretability
methods is presented. This taxonomy categorizes existing techniques based on their
scope (local vs. global), model dependency (model-agnostic vs. model-specific),
and whether they are applied during or after model training (intrinsic vs. post hoc).
The taxonomy also considers applicability across diverse data types, including tab-
ular, text, image, and graph data. Finally, an unsupervised OD method is proposed
that leverages both the density estimation capabilities of normalizing flows and the
interpretability of decision trees. The method uses normalizing flows to generate
pseudo-labels, which then train a decision tree classifier. This provides clear, rule-
based classification boundaries for outlier detection, informed by the underlying
data density. These contributions collectively facilitate the development of unsuper-
vised OD systems with improved model selection, enhanced interpretability, and a
clearer understanding of the underlying decision-making process, ultimately sup-

porting the deployment of these systems in critical real-world applications.
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Chapter 1

Introduction

Outlier detection, or anomaly detection, involves identifying data points that signif-
icantly deviate from expected patterns in a dataset. These anomalies, often driven
by different underlying processes, typically comprise less than 5% of the data [1].
Although there is no universally accepted definition of outliers [2], their detection is
fundamental to data analysis, enabling identification and, when necessary, removal

of data points that could distort meaningful patterns.

Outlier detection is critical for numerous applications where anomalies signal
significant or harmful events. In finance, it detects fraudulent transactions [3, 4],
while in healthcare, it helps diagnose conditions such as cancer through medical
imaging [5, 6]. Similarly, telecommunications use it to uncover fraud, and industrial
systems rely on it to predict equipment failures, minimizing costly downtime [2].
Additional applications include IoT systems [7], structural health monitoring [8],
and network intrusion detection, where challenges often involve processing large,

high-dimensional data streams [9, 10].

From a data science perspective, managing outliers ensures the integrity of
machine learning and statistical models, allowing algorithms to capture trends and
insights more accurately [11, 12]. Although outliers can distort models, they also
serve as valuable signals, revealing unexpected or novel system behaviors [13]. This
dual role complicates outlier detection: Some anomalies need to be filtered to pre-
serve data quality, while others require a deeper analysis to uncover their causes. In

safety-critical domains such as fraud detection or system malfunction monitoring,
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distinguishing between these types is essential [14, 15].

Despite its critical importance, outlier detection remains an open challenge,
especially with high-dimensional, noisy, and evolving datasets. Robust methodolo-
gies are essential for accurately identifying and understanding anomalies, enabling

actionable insights, and enhancing model performance.

1.1 Outlier Detection Methods

To address the varied nature of outliers, machine learning frameworks for outlier
detection are broadly classified into supervised, semi-supervised, and unsupervised
methods, each with distinct advantages and limitations [2, 16]. The choice of
method often depends on the availability of labeled data and the dataset’s char-

acteristics.

1.1.1 Supervised Outlier Detection

Supervised outlier detection trains classifiers on labeled data to learn patterns that
distinguish outliers from normal points. These methods, such as support vector
machines (SVMs) and neural networks, often achieve high accuracy by generalizing
from the labeled examples [17]. For example, they are widely used in domains like
fraud detection.

However, their reliance on labeled datasets limits their applicability in real-
world scenarios, where anomalies are rare and labeling requires domain expertise.
Furthermore, labeled data may not encompass all types of potential anomalies, lead-
ing to models that struggle with novel or unexpected outliers [18]. This dependence
on comprehensive and representative labeled data poses significant challenges in

dynamic and complex environments.

1.1.2 Semi-Supervised Outlier Detection

Semi-supervised methods address the limitations of supervised approaches by using
a small set of labeled examples to define a "normality boundary," which is then
refined with unlabeled data [19]. This allows semi-supervised methods, such as
one-class SVMs, to leverage abundant unlabeled data while maintaining some level

of guidance from labeled examples.
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However, the success of these methods depends heavily on the quality and rep-
resentativeness of the labeled examples. Poorly curated labels can result in bound-
aries that do not detect novel anomalies or exclude valid patterns. Semi-supervised
methods are most effective when labeled data, though limited, is carefully curated

to capture the diversity of normal behaviors.

1.1.3 Unsupervised Outlier Detection

Unsupervised outlier detection is the most practical approach in scenarios where
labeled data is unavailable. These methods identify anomalies by analyzing the
intrinsic structure of the dataset, independent of any labeling. Common techniques
include:

* Clustering-Based Methods: Algorithms such as k-means and DBSCAN de-
tect outliers as points that deviate from cluster centroids or reside in low-
density regions [20].

* Density-Based Methods: Techniques like the Local Outlier Factor (LOF) es-
timate local densities and flag points in significantly sparser regions as anoma-
lies.

* Reconstruction-Based Methods: Methods such as Principal Component
Analysis (PCA) and autoencoders reconstruct data patterns, identifying points
with high reconstruction errors as outliers.

Although unsupervised methods excel at handling heterogeneous high-
dimensional datasets, they face challenges such as the curse of dimensionality,
which complicates distance and density calculations [21]. Furthermore, without
labeled data, distinguishing true anomalies from noise can be uncertain.

Despite these challenges, unsupervised methods are indispensable for fields
such as network intrusion detection, fraud prevention, and medical diagnostics,
where labeled data are scarce or unreliable. Their flexibility and broad applicability

make them the foundation for modern anomaly detection frameworks.

Each of these frameworks offers valuable tools for outlier detection, but all face

inherent challenges, particularly in the absence of labeled data. Addressing issues
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such as model selection, interpretability, and scalability is critical to advancing the
field. These challenges form the basis for the methodologies and solutions explored

in this thesis.

1.2 Challenges and Motivation

Outlier detection is a critical task in data analysis, particularly in unsupervised set-
tings where labeled data is unavailable. Despite the development of numerous unsu-
pervised methods, several challenges hinder their practical application and motivate

further research.

The first challenge is model selection. Without ground-truth labels, traditional
evaluation and hyperparameter optimization methods are inapplicable. Different
algorithms rely on varying assumptions and measures of "outlierness," such as den-
sity [22-24], distance [25, 26], or angle [27], leading to disparate predictions in
the same dataset. The complexity of modern datasets, which are often heteroge-
neous and high-dimensional, further complicates this process, making it difficult to

identify the most suitable algorithm for a given dataset.

The second challenge lies in the lack of interpretability in unsupervised out-
lier detection. As the demand for explainable Al (XAI) grows, understanding
the reasoning behind detection decisions has become critical, particularly in high-
stakes domains such as healthcare, finance, and security. Unlike supervised mod-
els, where ground-truth labels enable interpretability, unsupervised models remain
opaque [28]. Most algorithms provide little insight into their predictions, locally
(for individual points) or globally (across datasets), often relying on post hoc anal-
yses or visualizations to explain the results [29]. This lack of transparency lim-
its trust, usability, and adoption in critical applications where accountability is
paramount.

These challenges highlight the need for novel approaches that enhance the ro-
bustness of outlier detection, enable effective model selection without labeled data,
and provide greater interpretability. Addressing these issues is a central aim of this

thesis, which proposes new methods to make unsupervised outlier detection more
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reliable, transparent, and deployable in critical real-world applications.

1.3 Thesis Contributions and Structure

This thesis introduces three main contributions to the field of unsupervised outlier
detection, each aiming to overcome the limitations outlined in the previous section

and each published in peer-reviewed journals.

1. Towards Robust Ensembles: A Meta-Learning Approach for Unsupervised
Model Selection.

The first contribution is a meta-learning framework that focuses on model selection
and robustness to noisy outlier scores in unsupervised outlier detection. In unsu-
pervised settings, individual outlier detection algorithms often produce inconsistent
or inaccurate scores due to varying assumptions and sensitivities to different data
characteristics. These unreliable scores can be considered "noisy data," and they
can significantly degrade the performance of ensemble methods that combine mul-
tiple algorithms. This framework addresses this challenge by employing unsuper-
vised feature selection in the construction of ensembles, mitigating the weaknesses
of individual algorithms while leveraging their collective strengths. It treats out-
lier scores from individual algorithms as features and analyzes them to identify the
most informative models for a given dataset. This process serves as a model selec-
tion mechanism. Unlike traditional ensemble methods that often combine models
arbitrarily, the proposed framework prioritizes models based on their relevance to
the specific dataset, as determined through unsupervised feature selection. This is
crucial in unsupervised settings where ground-truth labels for model evaluation are
unavailable. The selected algorithms are then weighted and combined within the
meta-learning framework, which adapts to the dataset’s underlying structure with-
out relying on ground-truth labels. The ensemble voting approach further enhances
the robustness and accuracy of the framework. The details of this methodology,
including the specific feature selection techniques and weighting mechanisms, are
elaborated in Chapter 2. The chapter also includes experimental results on diverse

datasets, including heterogeneous and high-dimensional scenarios, demonstrating
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the framework’s ability to improve outlier detection performance compared to in-
dividual algorithms and traditional ensemble methods. A version of this work has
been published as "Papastefanopoulos, V., Linardatos, P., & Kotsiantis, S. (2021).
Unsupervised Outlier Detection: A Meta-Learning Algorithm Based on Feature Se-

lection. Electronics, 10(18), 2236" (ref. [30]).

2. A Taxonomy for Machine Learning Interpretability Methods.

The second contribution is a taxonomy of interpretability methods, addressing the
need for transparency in machine learning. This taxonomy categorizes existing
techniques based on key dimensions, such as their scope (local vs. global), model
dependency (model-agnostic vs. model-specific), and the timing of their applica-
tion (intrinsic vs. post-hoc). These dimensions are crucial for understanding the
capabilities and limitations of different interpretability approaches. Furthermore, it
analyzes the applicability of these methods to various data types (text, image, tabu-
lar, graph), a dimension often overlooked in prior work. This consideration of data
type is particularly important, as the optimal interpretability method can vary signif-
icantly depending on the nature of the data being analyzed. The taxonomy aims to
provide a structure for researchers and practitioners in selecting suitable techniques,
especially in domains such as healthcare, finance, and security, where understanding
the reasoning behind model decisions is paramount for ensuring fairness, account-
ability, and trust. Chapter 3 provides a discussion of the taxonomy, an analysis of
existing methods, including their strengths and weaknesses, and presents the classi-
fication framework. The chapter also includes illustrative examples of how to apply
the taxonomy to select appropriate interpretability methods for specific scenarios.
A version of this work has been published as "Linardatos, P., Papastefanopoulos,
V., & Kotsiantis, S. (2020). Explainable AI: A Review of Machine Learning Inter-
pretability Methods. Entropy, 23(1), 18" (ref. [31]).

3. An Interpretable Method Combining Normalizing Flows with Decision
Trees.
The third contribution is an unsupervised outlier detection method that incorporates

interpretability, a crucial aspect often lacking in existing methods. This method
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uniquely combines the strengths of normalizing flows, for density estimation, with
decision trees, for generating interpretable decision rules. The normalizing flows
are first used to model the data distribution and provide density estimations, which
are then transformed into pseudo-labels that differentiate between inliers and out-
liers. These pseudo-labels act as a bridge between the density estimation of the
normalizing flows and the decision-making process of the decision tree. These
pseudo-labels are subsequently used to train a decision tree. This approach allows
for both global interpretability, by examining the overall structure of the decision
tree, and local interpretability, by analyzing the specific rules that lead to a particular
prediction. Chapter 4 presents this method and its application, including experi-
mental results demonstrating its ability to achieve high detection accuracy while
maintaining interpretability, a balance that is often difficult to achieve in unsuper-
vised settings. A version of this work has been published as "Papastefanopoulos, V.,
Linardatos, P, & Kotsiantis, S. (2025). Combining normalizing flows with decision
trees for interpretable unsupervised outlier detection. Engineering Applications of

Artificial Intelligence, 141, 109770" (ref. [32]).

These three main contributions of this thesis—the meta-learning framework, the
interpretability taxonomy, and the novel OD method using normalizing flows and
decision trees—provide researchers and practitioners with tools to develop more
adaptable, transparent, and reliable outlier detection systems. By addressing the
limitations of existing methods, this work contributes to the broader adoption of
unsupervised OD in critical, real-world applications. Chapter 5 concludes the the-
sis by summarizing the key findings, discussing their implications, and suggesting

directions for future exploration.



Chapter 2

Towards Robust Ensembles: A
Meta-Learning Approach for

Unsupervised Model Selection

Unsupervised outlier detection faces significant challenges, particularly the lack
of labeled data, which complicates effective model selection and evaluation. In-
dividual detection algorithms often struggle to generalize across diverse datasets
due to their context-specific assumptions about data structure. This inconsistency
highlights the need for frameworks that combine the strengths of multiple detec-
tion methods while addressing their limitations. To address this, this chapter in-
troduces a feature selection-based meta-learning framework for robust ensembles.
The framework systematically evaluates and prioritizes detection models through
feature selection, filtering out less effective algorithms, and retaining only the most
informative ones. This approach enhances both robustness and accuracy, reducing
the influence of weaker detectors and adapting to diverse datasets, particularly in
high-dimensional or noisy settings.
The key contributions of this chapter are as follows.
* Feature Selection-Based Framework for Robust Ensembles: Introduction
of a novel framework that integrates multiple unsupervised outlier detection
algorithms, providing a systematic approach to model selection and ensemble

building.
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* Model Selection via Feature Selection: Development of an unsupervised
feature selection method, Fixed SPEC, to identify and retain the most effec-
tive detectors, reducing noise and improving ensemble performance.

* Optimized Aggregation Strategy: Implementation of the Average of Max-
imum (AOM) aggregation strategy to balance extreme outlier signals with
model diversity for robust predictions.

* Comprehensive Empirical Validation: Validation on 17 datasets, demon-
strating state-of-the-art performance in terms of AUC-ROC and precision,

and surpassing 10 widely used outlier detection methods.

These contributions address critical challenges in unsupervised outlier detec-
tion by combining robust ensemble building with effective model selection. By
focusing on adaptability, systematic model evaluation, and noise reduction, this
framework lays the foundation for more reliable outlier detection in real-world sce-

narios.

The remainder of this chapter is organized as follows. Section 2.1 reviews
related work on unsupervised outlier detection. Section 2.2 details the proposed
framework, including the feature selection process. Section 2.3 describes the data
and the experimental setup. Section 2.4 presents the benchmark results and dis-
cusses key findings. Finally, Section 2.5 concludes the chapter with a summary of

the contributions and next steps.

2.1 Related Work

Ensemble methods have emerged as essential for enhancing unsupervised outlier
detection, offering a way to increase accuracy and robustness, especially in the ab-
sence of labeled data. Aggarwal [33] highlighted the limitations of single-model
detectors, advocating for ensembles to enhance accuracy and robustness. Based on
this, Zimek et al. [34] identified key factors for the success of ensembles in unsu-
pervised detection, while Mukhiya and Kumar [35] demonstrated the performance

benefits of ensembles in high-dimensional datasets.

In recent years, meta-learning and internal evaluation metrics have provided
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new avenues for refining ensemble performance. Marques et al. [36] explored inter-
nal metrics for effective model weighting in unsupervised settings, while Alexan-
dropoulos et al. [37] and Zhao et al. [38] introduced meta-learning techniques for
dynamic model optimization. Li et al. [39] applied ensemble clustering to non-
traditional domains such as education, demonstrating the adaptability of these tech-

niques.

For high-dimensional or noisy datasets, tailored ensemble techniques have
shown promise. Chaurasia et al. [40] demonstrated that using a diverse ensemble of
autoencoders significantly improved detection accuracy in high-dimensional data,
illustrating the benefit of combining models with varying sensitivity to complex
patterns. Ouyang et al. [41] addressed noise with EBOD, and Sarvari et al. [42]
used boosting-based autoencoders for iterative improvements in outlier detection.
Chakraborty et al. [43] refined ensemble performance by iteratively filtering noisy
data. Cheng et al. [44] incorporated feature selection into ensembles, and Zhao et
al. [45] tackled scalability with the SUOD framework for large datasets. Mukhriya
and Kumar [46] improved detection by selectively tuning the ensemble parame-
ters, particularly for datasets with varying densities. Merrill and Olson [47] applied
ensemble kernel principal component analysis (PCA) for the detection of hyper-
spectral anomalies, showing that the combination of multiple kernel-PCA models

improved the detection of complex, high-dimensional hyperspectral data.

Ensemble methods have also found success in domain-specific applications
such as cybersecurity, where Boukela et al. [48] and Le and Zincir-Heywood [49]
improved threat detection using ensembles. An et al. [SO] combined autoencoders
and GMMs for cyberattack detection, while Plakias and Boutalis [51] demonstrated
the effectiveness of the ensemble for fault detection in industrial systems. Vos-
seler [52] applied ensembles to insurance fraud detection, while Khan and Ha-
roon [53] used deep learning ensembles for the detection of social network anoma-

lies.

Cluster-based ensembles have also been proven to be effective. Thomas and

Judith [54] proposed a voting-based ensemble framework, while Ray et al. [55]
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and Saha et al. [56] combined traditional clustering algorithms such as k-means
and DBSCAN to capture various outlier patterns. Yu and Kang [57] introduced a
novelty score based on the grouping ensemble, and Li et al. [58] improved outlier

detection using empirical cumulative distribution functions (ECDF).

Innovative approaches have addressed feature selection and regional partition-
ing. Cheng et al. [59] used ensembles for social network analysis, while Yang et
al. [60] introduced a regional ensemble framework that applies local detectors to

different subsets of data, improving precision in heterogeneous datasets.

In time series data, ensembles have been effective in capturing dynamic
anomalies. Campos et al. [61] developed a diversity-driven convolutional ensemble
for time series detection, while Katser et al. [62] applied ensembles for changepoint

detection, improving robustness against abrupt changes.

Lastly, adaptive and hybrid ensembles have emerged as powerful tools for
evolving datasets. Siddiqui and Boukerche [63] introduced adaptive autoencoder
ensembles for the detection of intrusion into IoT networks, dynamically adapting to
new data. Kandanaarachchi [64] developed an item-response theory-based frame-
work, dynamically adjusting model weights based on performance, demonstrating

significant improvements in high-dimensional settings.

Despite the progress made, several limitations persist in ensemble-based un-
supervised outlier detection. Most existing approaches either retain all models in
the ensemble, regardless of individual performance, or lack mechanisms to opti-
mally integrate the results of multiple algorithms in noisy, high-dimensional set-
tings. Moreover, while advances in meta-learning and internal evaluation metrics
have been explored, identifying the optimal selection and combination of outlier de-
tection algorithms remains an unresolved issue, particularly due to the diverse and

context-dependent performance of these algorithms across different datasets.

Our approach seeks to bridge these gaps by introducing a more selective and
robust method to combine outlier detection algorithms. By evaluating the quality of
outlier scores produced by each algorithm and selectively including only the most

reliable models, our method enhances both accuracy and robustness across differ-



2.2. Proposed Methodology 25

ent datasets. This selective approach provides a consistent detection framework in

challenging unsupervised settings where labeled data are unavailable.

The following section outlines the proposed methodology and details how our

approach refines the ensemble process to improve outlier detection.

2.2 Proposed Methodology

This chapter proposes a novel methodology for unsupervised outlier detection that
combines spectral feature selection with ensemble aggregation techniques to en-
hance accuracy and robustness. The approach addresses the challenge of selecting
reliable outlier detection models by retaining the most informative base models and

integrating them into a robust ensemble framework.

The methodology begins by training multiple base outlier detectors, such as
k-Nearest Neighbors (k-NN) [26], Local Outlier Factor (LOF) [22], and Cluster-
Based Local Outlier Factor (CBLOF) [65] on standardized training data. Each de-
tector generates confidence scores quantifying the outlierness of the data points.
These scores are treated as features, and spectral feature selection is applied to
identify and retain the most relevant detectors by analyzing the structure of the
score vectors [66].

Spectral feature selection, grounded in spectral graph theory [67], analyzes
the alignment of score vectors with the intrinsic structure of the dataset, retaining
only the most informative detectors. This reduces noise and improves robustness,
particularly in high-dimensional datasets [66].

The retained detector scores are then aggregated using the Average of Max-
imum (AOM) ensemble method [13]. AOM divides the selected detectors into
subgroups, computes the maximum score within each group, and averages these
maximum values to derive the final prediction. This strategy captures the strongest
outlier signals while preserving diversity between models, ensuring robustness to
noise and variations in data distribution.

By dynamically selecting the most relevant detectors and integrating spectral

feature selection with AOM aggregation, the proposed methodology improves the
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accuracy and robustness of unsupervised outlier detection. The key innovation lies
in the adaptive selection of models, which optimizes ensemble performance in noisy
and high-dimensional settings [13, 66].

Each stage of this process, including base model selection, feature selection,
and score aggregation, contributes to a robust ensemble framework. Algorithm 1
presents the pseudocode for the methodology, and Figure 2.1 illustrates the work-

flow, providing a comprehensive overview of the proposed approach.

Algorithm 1 Overview of the ensemble-based outlier detection methodology, detailing
steps from data preparation and base detector training to spectral feature selection, result
aggregation, and performance evaluation.
Step 1: Input
Dataset ¥
Number of detectors n
Predefined outlier percentage Pyygier
Step 2: Data Preparation
Standardize Z to normalize input features.
Split Z into training dataset Zypain (60%) and testing dataset Zieg (40%).
Step 3: Train Base Detectors
fori=1tondo
Train outlier detector OD; on Zyyain.
Generate outlier score S; for all data points in Zyin based on Poygier-
end for
Step 4: Perform Spectral Feature Selection
Construct the outlier score matrix § € R"*” from all detectors.
Compute spectral features using the Fixed SPEC algorithm.
Retain 60% of the most informative detectors based on spectral features.
Step 5: Aggregate Results Using Average of Maximum (AOM)
Divide retained detectors into subgroups.
Compute the maximum score for each subgroup.
Average these maximum scores to produce predictions for the training data.
Step 6: Apply the Trained Model to Zyest
Use the retained detectors to compute outlier scores for Zeg.
Apply AOM aggregation to generate final outlier scores for Zeg, based on Pyygier-
Step 7: Evaluate Performance
Compare predictions with ground truth in Zg to evaluate the model’s performance.
Step 8: Output
Final aggregated outlier scores for Ze;
Predictions for Zieq, based on Pyygier
Evaluation metrics

The flow chart in Figure 2.1 visually outlines the methodology described in the
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Figure 2.1: Flowchart of the proposed unsupervised outlier detection methodology, illus-
trating the steps from training base detectors to applying spectral feature selec-
tion and ensemble aggregation.

pseudocode. It highlights the step-by-step process, from training base detectors to
applying spectral feature selection and ensemble aggregation.

With the methodology reviewed, the subsequent sections provide in-depth ex-
planations of each step, from model selection to aggregation techniques that finalize

the predictions of the ensemble.

2.2.1 Base Outlier Detection Models

The proposed method begins by training a diverse ensemble of unsupervised outlier
detection algorithms, each designed to capture different aspects of anomaly patterns
within the data. Specifically, the base models used in this ensemble include:

* k-Nearest Neighbors (k-NN): The k-NN algorithm [26] measures the dis-
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tance between a data point and its k nearest neighbors to estimate the density
around that point. The outlier score is calculated using an aggregation func-
tion, such as the maximum, mean, or median of the distances to the k nearest
neighbors. Ideal for datasets where density variations can indicate anomalies.
Local Outlier Factor (LOF): LOF [22] estimates the local density of a data
point by comparing the density of the point to the densities of its neighbors.
Points that have significantly lower local density than their neighbors are con-
sidered outliers. Effective in datasets with heterogeneous density regions.
Cluster-Based Local Outlier Factor (CBLOF): CBLOF [65] first applies
k-means clustering to split the data into clusters, then classifies clusters into
"small" and "large." The outlier score is calculated based on the cluster size
and the distance to the cluster centroid. For points in small clusters, the dis-
tance to the nearest large cluster is used instead. Well-suited for clustering-
based anomaly identification.

Histogram-Based Outlier Score (HBOS): HBOS [23] calculates outlier
scores by assuming feature independence and modeling each feature’s dis-
tribution with histograms. The histograms are then combined to estimate
the overall outlier score for each data point. Efficient for high-dimensional
datasets with independent features.

One-Class Support Vector Machines (OCSVM): OCSVM [68] learns a
decision boundary that separates normal data from outliers by training on the
normal observations. The kernel function plays an important role, and the ra-
dial basis function (RBF) kernel is often used to capture complex data distri-
butions. Useful for defining boundary-based anomalies with kernel functions.
Minimum Covariance Determinant (MCD): MCD [69] estimates the co-
variance matrix of the dataset while minimizing the influence of outliers. It
identifies outliers by computing the Mahalanobis distance from the estimated
mean and covariance, with outliers being the points farthest from the center
of the distribution. Focuses on data with normal distribution assumptions and

robust distance-based scoring.
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 Principal Component Analysis (PCA): PCA [70] is a dimensionality reduc-
tion technique that identifies directions of maximum variance in the data. The
outlier score is derived from the reconstruction error, calculated as the sum of
the squared distances between each point and its projection onto the principal
components. Captures anomalies by evaluating variance directions.

* Angle-Based Outlier Detection (ABOD): ABOD [27] calculates the vari-
ance of angles between a data point and all other points. Points with lower
variance in angles are likely to be outliers, as they lie far from the main clus-
ters in the dataset. Works well for detecting angular anomalies in clusters.

* Feature Bagging (FB): Feature Bagging [71] is a meta-method that combines
several base detectors (e.g., k-NN, LOF, ABOD) trained on random subsets
of features. The predictions of these base detectors are averaged to produce
a final outlier score, increasing robustness by reducing overfitting. Reduces
overfitting by aggregating models trained on random feature subsets.

* Isolation Forest (iForest): Isolation Forest [72] isolates anomalies by recur-
sively partitioning the feature space. Points that require fewer splits to be
isolated are more likely to be outliers. Efficient for large datasets due to its

recursive partitioning approach.

Each of these models generates an outlier score for every data point in the
dataset. These scores reflect how anomalous each point is relative to the rest of
the data, and by using multiple models, the ensemble can capture a wider range of
anomaly types. By combining models with varying assumptions and mechanisms,
the ensemble compensates for the limitations of individual models, resulting in a
comprehensive approach to anomaly detection. However, the different assumptions
and mechanisms of each model mean that not all perform equally well in every
dataset. Therefore, in the next step, we apply unsupervised feature selection to filter
out less effective models, ensuring that only the most relevant models contribute to

the final prediction.

The decision boundaries in Figure 2.2 underscore the value of using mod-

els with different approaches to ensure comprehensive coverage of anomaly pat-
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terns. This variation highlights the importance of selecting models that best suit the
dataset’s characteristics, which we achieve through the proposed feature selection

method.

Figure 2.2: Decision boundaries generated by ten different outlier detection algorithms on
a given dataset. Each algorithm employs unique assumptions and methodolo-
gies, resulting in varied boundary formations and highlighting the importance
of selecting the most effective models for anomaly detection.

2.2.2 Unsupervised Feature Selection with Fixed SPEC

In ensemble-based unsupervised outlier detection, selecting the most relevant base
models is critical to improving robustness, efficiency, and interpretability, especially
in the absence of labeled data. Rather than applying feature selection to raw data,
this methodology applies unsupervised feature selection to the confidence scores
generated by each base model. This meta-learning approach filters out less relevant
detectors, retaining only models that effectively distinguish outliers from inliers. By
reducing noise and redundancy, the ensemble focuses on the most reliable detectors,

enhancing accuracy and reducing complexity.
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The feature selection process uses Spectral Feature Selection (SPEC), specif-
ically the Fixed SPEC variant [66]. SPEC uses spectral graph theory to assess the
relevance of the feature by assessing the alignment with the intrinsic structure of the
data. In this context, the intrinsic structure reflects the clustering of data points into

two primary groups: outliers and inliers.

Using Fixed SPEC, we assume that the data can be divided into two clus-
ters (k = 2), aligned with the objective of distinguishing normal data points from
anomalies. This assumption directly supports outlier detection tasks by preserv-
ing the local graph structure critical to identifying anomalous patterns. Techniques
like the Laplacian score [73], which prioritizes features that maintain local struc-
ture, further validate the effectiveness of graph-based approaches in unsupervised
tasks. A broader review of clustering methods [74] underscores the relevance of
such techniques for tasks that require unsupervised structure preservation.

By dynamically selecting the most relevant base models, the integration of
meta-learning with Fixed SPEC enhances the robustness and efficiency of the en-
semble. This approach ensures that final predictions are informed by the most reli-

able detectors, which makes it well-suited for noisy and high-dimensional datasets.

2.2.2.1 Step 1: Graph Construction

The first step of the Fixed SPEC process involves constructing a similarity graph

based on the outlier scores generated by the base detectors. Let

S e R

represent the outlier score matrix, where n is the number of data points and
m is the number of base detectors. Each row s; € R™ corresponds to the vector of

outlier scores assigned to data point i.

To quantify the similarity between data points, we adopt the Radial Basis Func-
tion (RBF) kernel, a widely used measure in spectral clustering and manifold learn-
ing methods. The RBF kernel effectively captures local geometric relationships by

assigning high similarity values to data points that have similar outlier score pat-
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terns and rapidly decreasing similarity as their distance increases. Specifically, for

each pair of data points i and j, we compute their similarity as follows:

where:
* si,s; are the outlier score vectors for data points i and j, respectively.
* o is a scaling factor controlling the width of the kernel.

This computation yields the symmetric similarity matrix:

W c RI’[XI’!

where each element W;; quantifies how similar two data points are in terms of

their outlier scores.

Choice of Scaling Parameter (o)
Selecting an appropriate value for o is crucial for effective graph construction.
Common heuristics include:
« Setting 62 as the median squared distance between all pairs of data points,
ensuring balanced representation of local neighborhoods.
* Employing cross-validation or domain knowledge to optimize clustering per-

formance or downstream analysis tasks.

Intuition and Theoretical Justification
The RBF kernel is particularly suitable for this scenario because it implicitly as-
sumes that data points with similar outlier detection profiles lie close to one another
on an underlying manifold structure. By encoding these local similarities into ma-
trix W, we create a robust foundation for subsequent spectral analysis. Specifically,
this similarity graph allows us to leverage spectral graph theory techniques—such as
Laplacian eigenmaps—to uncover intrinsic connectivity patterns within the dataset.
In summary, this step transforms raw outlier detection outputs into a structured
representation that captures both local and global relationships among data points.

This structured representation forms the basis for computing meaningful spectral
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embeddings in subsequent steps.

2.2.2.2  Step 2: Laplacian Matrix Calculation

Once the similarity graph is constructed, we proceed to compute the graph Lapla-
cian, a fundamental operator in spectral graph theory that captures both local and
global connectivity patterns within the graph. The Laplacian matrix provides a dis-
crete analog of the continuous Laplace-Beltrami operator from differential geom-
etry, effectively measuring how smoothly features vary across the underlying data
manifold.

Formally, we first define the degree matrix D as a diagonal matrix whose en-

tries represent the total connectivity (degree) of each node:

n
Dii=Y W;.
=1

Intuitively, each diagonal entry D;; quantifies how strongly node i is connected
to all other nodes in the graph.

Using the degree matrix D, we construct the unnormalized Laplacian matrix L:

L=D-W.

The unnormalized Laplacian has several important properties:
* It is symmetric and positive semi-definite.
* Its smallest eigenvalue is always zero, with a corresponding eigenvector of
constant entries.
* It encodes local smoothness: for any vector f € R", the quadratic form
fTLf = %Zi, iWiilfi—f j)2 measures how smoothly f varies across connected

nodes.

Relative Graph Structure
The concept of relative structure refers to analyzing connectivity patterns by con-
sidering each node’s connection strengths relative to its own degree. By evaluating

connections in this manner, we avoid scenarios where nodes with exceptionally high
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absolute similarity values or degrees dominate the analysis. The Laplacian matrix
inherently captures this relative structure because it measures deviations between
actual connection strengths (given by W) and expected connectivity (represented by
D).

To further emphasize relative connectivity and mitigate degree-related biases,

we employ the normalized Laplacian:

Lnorm — D_I/ZLD_I/Z.

This normalization scales each node’s contribution according to its overall con-
nectivity. As a result, spectral properties derived from Loy, reflect intrinsic struc-
tural patterns rather than being disproportionately influenced by highly connected
nodes. The normalized Laplacian thus provides a balanced representation of the

data structure suitable for robust spectral analysis in subsequent steps.

2.2.2.3 Step 3: Eigenvalue Decomposition and Clustering

With the normalized Laplacian Lyom computed, we proceed to perform eigenvalue
decomposition, a central step in spectral clustering methods. Specifically, we solve

the following eigenvalue problem:

Lyormv = 7LV,

where A denotes the eigenvalues and v the corresponding eigenvectors. Due to
the symmetry and positive semi-definiteness of Lyom, all eigenvalues are real and
non-negative.

Intuitively, each eigenvector represents a mode of variation or "signal" defined
over the nodes of the graph, while its associated eigenvalue quantifies how smoothly
this signal varies across connected nodes. A smaller eigenvalue indicates a smoother
variation, meaning that connected nodes tend to have similar values in the corre-
sponding eigenvector. Conversely, larger eigenvalues correspond to more rapidly
oscillating patterns across the graph.

The smallest eigenvalue of Lyormy is always A; = 0, with an associated constant
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eigenvector. The second smallest eigenvalue A5, known as the Fiedler value, and its
corresponding eigenvector v, known as the Fiedler vector, are particularly signifi-
cant. The Fiedler vector captures the most fundamental nontrivial mode of variation

across the graph, effectively encoding its principal connectivity structure.

Spectral Clustering via Fiedler Vector

In practical terms, the components of the Fiedler vector v, provide a scalar embed-
ding of nodes into a one-dimensional space that respects their relative connectivity
patterns. Nodes that are strongly connected (relative to their degrees) will have sim-
ilar values in v,. Therefore, by applying a suitable threshold—such as partitioning
nodes based on the sign or median value of their entries in v,—we naturally obtain
an optimal two-way partition of the graph.

This partition represents a spectral approximation to an optimal graph cut that
minimizes edge weights between clusters while preserving internal cluster connec-
tivity. Thus, spectral clustering using the Fiedler vector leverages intrinsic structural
information encoded within the normalized Laplacian, enabling robust identifica-

tion of meaningful clusters within complex data structures.

2.2.2.4 Step 4: Feature Ranking and Selection

In this final step, we assess each feature (i.e., each column s; of the outlier score
matrix §) based on how well it aligns with the intrinsic graph structure captured by
the Fiedler vector v,. The intuition behind this approach is that features which re-
flect the underlying connectivity patterns of the data manifold will exhibit variations
similar to those encoded in v,.

Formally, we quantify this alignment using cosine similarity. For each feature
vector s; € R”", we compute its cosine similarity with the Fiedler vector v;:
cosine similarity(v,s;) = 25

[[val[s;]l

A higher absolute cosine similarity indicates stronger alignment between the

feature’s variation and the main mode of connectivity variation represented by v;.

Features with high cosine similarity thus better capture meaningful structural dif-
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ferences within the data.

Relevance Score Definition
To incorporate both the alignment quality (cosine similarity) and the clarity of the
spectral partition (captured by the Fiedler eigenvalue A;), we define a composite

relevance score for each feature:

score; = (2 — Ap) - (cosine similarity(v2,s;))*.

In this formulation:

* The factor (2 — A,) emphasizes features derived from graphs with clearer par-
titions. A smaller value of A, indicates a more distinct two-cluster structure,
thus increasing the relevance of aligned features.

* The squared cosine similarity term ensures that features strongly aligned with
the intrinsic connectivity pattern receive significantly higher scores, while
reducing sensitivity to minor variations.

Finally, we rank all features according to their computed relevance scores. Fea-
tures receiving higher scores are considered more significant, as they effectively
capture and represent meaningful structural patterns within the data. To construct a
robust ensemble that prioritizes informative detectors and reduces noise or redun-
dancy, we select and retain only the top 60% of features based on these scores. This
selection procedure ensures that our final ensemble consists primarily of base de-
tectors whose outputs align closely with the intrinsic manifold structure revealed
through spectral analysis, thereby enhancing overall detection performance and in-

terpretability.

2.2.2.5 Final Remarks

The fixed SPEC-based unsupervised feature selection process is integral to improv-
ing the robustness and interpretability of our ensemble method. By retaining only
the most relevant models reduces susceptibility to noise, improves detection accu-
racy, and simplifies the ensemble by discarding redundant or less effective detectors.

This streamlining enhances both efficiency and interpretability.
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In addition to fixed SPEC, we evaluated several alternative unsupervised fea-
ture selection methods for comparative analysis:

* Generic SPEC: A general version of the SPEC framework that does not as-
sume a fixed number of clusters [66].

* Normalized Cut: A graph-based method that minimizes cuts between clus-
ters while maximizing within-cluster similarity [75].

* Unsupervised Lasso: A method that uses L1 norm regularization to perform
simultaneous feature selection and clustering [76].

* Weighted K-Means (WKMeans): A variation of k-means that assigns
weights to features based on their importance to clustering [77].

Our evaluations showed that fixed SPEC consistently outperformed these
methods, achieving superior retention of informative base detectors while maintain-
ing computational simplicity. By adapting the principles of variance-based feature
selection [78] to the meta-learning context, where features represent outlier scores,
a fixed SPEC ensures a more robust and efficient ensemble for unsupervised outlier

detection across diverse datasets.

2.2.3 Ensemble Aggregation and Voting Mechanism

After selecting the most relevant base detectors through the unsupervised feature se-
lection process, their outlier scores are aggregated to produce the final predictions.
Ensemble aggregation enhances the reliability of outlier detection by balancing di-
verse outputs, maximizing accuracy and robustness, while minimizing the influence
of noisy or weak models.

Several aggregation techniques were evaluated, each employing a distinct strat-
egy for combining scores.

* Average: Computes the mean of outlier scores in all selected detectors. This
method assumes equal contributions from all detectors, making it suitable
when all models are expected to perform comparably.

* Maximization: Selects the highest outlier score among all detectors. This ap-
proach highlights extreme outlier signals, assuming that the most significant

anomaly score is a reliable indicator, regardless of other scores.
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* Average of Maximum (AOM): Divide detectors into subgroups, computes
the maximum score within each subgroup, and averages these maximum
scores. AOM balances extreme outlier signals with model diversity, capturing
strong anomaly signals without over-reliance on any single detector.

* Maximum of Average (MOA): Divides detectors into subgroups, computes
the average score within each subgroup, and selects the maximum of these
averages. MOA emphasizes the consistency of scores within subgroups, fa-
voring models with aligned predictions over those that produce extreme out-
liers.

Among these methods, AOM emerged as the most robust, effectively capturing
extreme outlier signals while preserving model diversity. Its balanced approach
makes it particularly resilient to noise and biases from individual detectors, ensuring

reliable final predictions.

2.2.3.1 Average of Maximum (AOM) Strategy

The Average of Maximum (AOM) strategy was selected as the aggregation method
for the final ensemble due to its ability to balance sensitivity to extreme scores with
robustness against individual model variability. AOM divides the selected detectors
into g subgroups, calculates the maximum outlier score within each subgroup, and
averages these maximum values to produce the final prediction. This approach
incorporates diverse perspectives while mitigating the impact of noisy models.

Given m detectors, the outlier score for a data point x; is calculated as:
1 8
S X)) = — max Sy (x; 2.1
Aom (%7) gj_z‘ldeGj a(x;) (2.1

where S, (x;) is the outlier score of x; produced by the dth detector, and G; is
the jth subgroup of detectors. The final score is the average of the maximum scores

in all subgroups.

2.2.3.2 Advantages of AOM for Outlier Detection

The AOM strategy offers several key advantages for unsupervised outlier detection:

* Balancing extreme and average scores: By capturing the maximum score
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within each subgroup and averaging across subgroups, AOM balances sensi-
tivity to extreme outlier signals with stability, reducing false positives caused
by over-reliance on a single detector.

* Leveraging model diversity: Subgrouping ensures that a range of models
contributes to the final prediction, allowing the ensemble to detect complex
outlier patterns that might be missed by individual models.

» Mitigating noisy models: By focusing on subgroup maxima rather than indi-
vidual scores, AOM reduces the influence of noisy or weak models, improv-

ing the reliability of the ensemble across varied datasets.

This combination of sensitivity, robustness, and diversity makes AOM an ideal
aggregation method for unsupervised outlier detection, ensuring accuracy and re-

silience in diverse and noisy data environments.

2.2.3.3 Summary

The AOM method was selected as the optimal ensemble aggregation technique due
to its ability to balance the sensitivity to extreme outliers with the diversity of base
models. By capturing both extreme and typical outlier scores across detectors,
AOM enhances accuracy and robustness, particularly in noisy or high-dimensional

datasets.

While alternative methods such as Average, Maximization, and MOA offered
specific strengths, AOM consistently provided the best trade-off between robust-
ness and precision. This choice finalizes the ensemble design, ensuring a reliable

foundation for effective outlier detection.

2.3 Data and Experiments

This section outlines the datasets and experiments used to validate the proposed
methodology. It provides details on the dataset sources, characteristics, and pre-
processing steps, followed by a description of the experimental setup, evaluation

metrics, and parameter configurations.
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2.3.1 Datasets

The proposed methodology was validated using 17 benchmark datasets from the
PyOD (Python Outlier Detection) library [79], a widely recognized resource in out-
lier detection research. These datasets span various domains, sample sizes, and out-
lier percentages, offering a comprehensive foundation for testing the robustness and
adaptability of outlier detection methods. The use of standardized PyOD datasets
ensures fair and consistent comparisons, minimizing external biases and reflecting
the inherent capabilities of each model.

Table 2.1 summarizes the datasets, highlighting key attributes such as sample
size, dimensionality, outlier percentage, and domain. These attributes contextual-
ize the datasets’ suitability for benchmarking outlier detection performance. All
datasets and evaluation metrics are publicly available through the PyOD GitHub

repository, facilitating reproducibility and comparative analysis in future research.

2.3.2 Experimental Setup

This subsection outlines the preprocessing steps, the training process, evaluation

metrics, statistical analysis, and implementation details.

2.3.2.1 Preprocessing Steps

Each dataset was split into 60% for training and 40% for testing. The data were
then standardized by subtracting the mean and dividing by the standard devia-
tion for each feature. Standardization ensures consistency across datasets, enabling
distance-based models like k-NN to operate effectively on comparable scales while
maintaining compatibility with scale-invariant algorithms such as iForest. This
preprocessing step enhances model performance and ensures reliable comparisons

across diverse detection algorithms.

2.3.2.2 Training Process

The training process for the proposed methodology consists of four key steps.

1. Training Base Outlier Detectors: A diverse set of 10 unsupervised out-

lier detection algorithms, including k-Nearest Neighbors (k-NN), Local Out-
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Table 2.1: Overview of datasets used for experimental validation, detailing sample size,

dimensionality, outlier percentage, domain, and data type.

Dataset  #Samples #Dimensions % Outliers Domain Data Type
arrhythmia 452 274 14.60 Healthcare Tabular
cardio 1831 21 9.61 Healthcare Tabular
glass 214 9 4.21 Forensics Tabular
ionosphere 351 33 35.90 Space Physics Tabular
letter 1600 32 6.25 Computer Vision Tabular
lympho 148 18 4.05 Healthcare Tabular

mnist 7603 100 9.21 Computer Vision Image

musk 3062 166 3.17 Chemistry Tabular
optdigits 5216 64 2.88 Computer Vision Tabular
pendigits 6870 16 227 Computer Vision Tabular
pima 768 8 34.90 Healthcare Tabular
satellite 6435 36 31.64 Remote Sensing Tabular
satimage-2 5803 36 1.22 Remote Sensing Tabular
shuttle 49097 9 7.15 Aerospace Tabular
vertebral 240 6 12.50 Healthcare Tabular
vowels 1456 12 3.43 Linguistics Tabular
wbc 378 30 5.56 Healthcare Tabular

lier Factor (LOF), Cluster Based Local Outlier Factor (CBLOF), Histogram
Based Outlier Score (HBOS) and Isolation Forest (iForest), was trained on the
training data. This diversity enables the ensemble to capture a broad range of

anomaly types by leveraging different perspectives in outlier detection.

. Outlier Score Generation: Each base model generated outlier scores for all
training data points. These scores served as features, providing multiple rep-

resentations of data point "outlierness" based on different detection strategies.

. Unsupervised Feature Selection with Fixed SPEC: The Fixed SPEC algo-
rithm ranked the base detectors according to relevance, retaining the top 60%
that aligned the most closely with the data structure. This process improved
the ensemble’s focus on informative models, enhancing detection accuracy

and robustness.
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4. Ensemble Aggregation: Outlier scores from selected detectors were aggre-
gated using the Average of Maximum (AOM) voting strategy. Subgroups of
detectors were formed and the maximum score within each subgroup was
computed. The final prediction was derived by averaging these maximum

scores, ensuring a balance between diversity and robustness.

2.3.2.3 Evaluation Metrics

To ensure a fair and comprehensive comparison of the proposed methodology
against other outlier detection models, we used two key metrics: AUC-ROC and

Precision.

Area Under the Receiver Operating Characteristic Curve (AUC-ROC)
AUC-ROC measures a model’s ability to distinguish between classes by plotting
the True Positive Rate (TPR) against the False Positive Rate (FPR) across various

thresholds. These rates are defined as follows:

TP FP

TPR=-—— FPR=— _
TP +FEN FP+TN

(2.2)

where:

» TP: True Positives (correctly identified outliers)

* FP: False Positives (inliers misclassified as outliers)

* FN: False Negatives (outliers misclassified as inliers)

* TN: True Negatives (correctly identified inliers)

The AUC score ranges from 0.5 (random guessing) to 1.0 (perfect discrimi-
nation). It is particularly suited for scenarios where the trade-off between true and

false positives is critical, such as fraud detection and network security.

Precision
Precision evaluates the proportion of correctly identified outliers among all in-

stances flagged as outliers:

TP

2.
TP +FP 2.3)

Precision =

This metric is essential in contexts where false positives have significant costs,
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such as financial fraud detection, where high precision ensures that flagged transac-

tions are more likely to be genuine anomalies, reducing unnecessary investigations.

AUC-ROC and Precision together provide a balanced framework for evaluating
both the sensitivity and reliability of outlier detection models, ensuring robust

performance in diverse application settings.

2.3.2.4 Statistical Analysis: Friedman Test

To determine whether observed performance differences across outlier detection
models are statistically significant, we used the non-parametric Friedman test. This
test is well-suited for comparing multiple algorithms on multiple datasets, particu-
larly in machine learning contexts where performance varies non-linearly, and para-
metric assumptions may not hold.

For k algorithms evaluated on N datasets, the Friedman test ranks the algo-
rithms for each dataset j from 1 (best) to k (worst). The average rank R; of each

algorithm i is calculated as follows:

3y
N i
where r;; is the rank of the ith algorithm in the jth dataset.

The Friedman test statistic )(1% is computed as:

k
Xi = llcz-il-vl (Z Ri - kH) )

This statistic follows a chi-square distribution with k — 1 degrees of freedom,
allowing us to test whether the rank differences between datasets are statistically
meaningful.

The Friedman test offers a robust statistical framework for evaluating whether
performance differences between algorithms are significant or due to random varia-
tion. This is particularly valuable in machine learning research and practice, where
algorithm comparisons across benchmarks are common. By applying the Friedman

test, researchers and practitioners can confidently assess performance disparities,
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helping in model selection, and ensuring that decisions are based on statistically
meaningful insights, which is critical for real-world applications with significant

outcomes.

2.3.2.5 Experiments

The experimental framework was designed to assess the effectiveness of the pro-
posed methodology and assess the individual contributions of its feature selection
and ensemble voting components. Three main experiments were conducted: com-
parison of the baseline model, comparison of the feature selection method, and

comparison of the ensemble voting method.

Experiment 1: Overall Performance Evaluation

This experiment compared the proposed methodology with ten established outlier
detection techniques to validate its state-of-the-art performance. Baseline meth-
ods included k nearest neighbors (k-NN), local outlier factor (LOF), cluster-based
LOF (CBLOF), histogram-based outlier score (HBOS), one-class SVM (OCSVM),
minimum covariance determinant (MCD), isolation forest (iForest), principal com-
ponent analysis (PCA), angle-based outlier detection (ABOD), and feature bagging
(FB).

Experiment 2: Impact of Feature Selection

The second experiment isolated the effect of the proposed Fixed SPEC feature se-
lection method by comparing it with alternatives such as fixed clustering, arbitrary
clustering, normalized cut, and weighted k-means. The base models and the ag-
gregation strategy were kept constant to accurately measure the impact of feature

selection on detection performance.

Experiment 3: Impact of Ensemble Voting

This experiment assessed the influence of the proposed aggregation strategy, the
"average of maximum’ (AOM), by comparing it against alternative voting methods,
including simple average, maximization, and maximum of average (MOA). The
feature selection method and base models were fixed to isolate the impact of each

voting technique on the final predictions of the ensemble.
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Table 2.2: AUC-ROC: Raw results per model and dataset (average of 5 trials).

Data  #Rows #Dims %Outliers ABOD CBLOF FB  HBOS [IForest KNN LOF MCD OCSVM PCA  AOM PROPOSED
arthythmia 452 274 146018 075478 076042 076624 0.83304 0.83536 076834 0767 0786 0777 07779 079932  0.80636
cardio 1831 21 9.6122  0.55894 0.82858 0.51898 0.84824 094268 0.70402 050432 0.87412 094658 096004 09136 091544
glass 214 9 42056 074278 0.86444 07806 0.6897 07364 081004 0.82102 073902 0.62024  0.6295 074618  0.71386
jonosphere 351 33 358974 091228 0902  0.89394 054206 0.84296 0.92442 089956 094716 0.85314 0.80264 08687  0.86776
letter 1600 32 625 086142 075734 086804 0.58572 059716 0.85534 085218 077182 05809 049494 079738  0.78382
lympho 148 18 40541 09043 096702 096314 099784 09913 096264 096092 09045 096264 098046 097364  0.98664
mnist 7603 100 92069 078148 0.84176 07292 0.56444 0.78834 0.84392 072004 0.84854 0.83976 0.83872 0.8291  0.81276
musk 3062 166 3.1679  0.10668 1 053836 0.99994 099944 07665 0.54098 0.99974 1 099998 0.99972  0.99522
optdigits 5216 64 28758 04515 076966 04691 0.87552 0.61316 037698 046556 03584 049338  0.5019 0.68606  0.70976
pendigits 6870 16 22707 0.69892 096238 048352 0.92942 094228 075506 049278 0.82788 092926 093426 092598  0.909%
pima 768 8 348958 0.67502 0.6728 0.63302 070656 0.65712 07175 0.64198 0.6979  0.63014  0.6485 0.68686  0.69372
satellitc 6435 36 31.6395 056742 072168 0.55492 0.74798 0.69672 0.67996 0.55398 0.79804 0.64634 058926 072258  0.7279
satimage2 5803 36 12235 0855 099816 049052 09723 09904 095222 048928 099458 099548 097168 099648 09914
shule 49097 9 71511 0.62174 062754 05201 098438 099692 0.64868 053478 0.98996 0.99154 098958 099576  0.99396
vertebral 240 6 125 033178 038306 035728 031012 041318 035792 036848 036968 045958 03993 034466 03712
vowels 1456 12 34341 095528 091872 093202 0.69868 0.72978 096316 09298 0.69494 077312  0.60994 09016  0.93778
whe 378 30 55556 091486 092016 094198 095988 0.94378 0.94226 093542 0.90236 093878 093096 0.94576  0.94966

2.3.2.6 Implementation Details

All experiments were implemented using the PyOD Python library [79]. Each ex-

periment was repeated five times to ensure the consistency of the results, with the

final scores representing the average performance among these runs for each dataset.

2.4 Results and Discussion

This section presents the findings of our experiments, evaluates the proposed

methodology using AUC-ROC and precision metrics, and compares its performance

with baseline and alternative methods. The raw results of the first experiment are

summarized in Tables 2.2 and 2.3 for AUC-ROC and precision, respectively.

2.4.1 Experiment 1: Performance of the Proposed Methodology

The first experiment evaluated the overall effectiveness of the proposed methodol-

ogy in unsupervised outlier detection by comparing its performance to a variety of

established algorithms. This evaluation focused on two key metrics: AUC-ROC and

precision, both of which are critical indicators of the robustness and accuracy of an

outlier detection system.
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Table 2.3: Precision: Raw results per model and dataset (average of 5 trials).

Data  #Rows #Dims Outlier Perc ABOD CBLOF  FB HBOS [IForest KNN LOF MCD OCSVM PCA  AOM PROPOSED
arthythmia 452 274 146018 034726 0.42538  0.4468 053914 0.53226 04468 043942 03835 04537 04468 048252  0.51108
cardio 1831 21 9.6122 0.19314  0.49558  0.1307 0.46098 051398 0.30234 0.1367 042454 055406 0.65912 041988  0.44812
glass 214 9 4.2056 0.23 0.19 0.27 0.04 0.19 0.19 0.27 0 0.19 0.19 0.19 0.19
ionosphere 351 33 358074  0.82946  0.8031  0.7551 034232 0.66184 0.86012 0.7551 0.86674 0.72184 0.59522 0.72576  0.75152
letter 1600 32 6.25 0.29908 0.19576 0.36988  0.1053  0.07544 0.30538 0.32488 0.11414 0.11834 0.05386 0.22008  0.21428
lympho 148 18 4.0541 0.34 0.56 0.56 0.88 0.76 0.56 0.56 0.56 0.56 0.68 0.56 0.74
mnist 7603 100 9.2069 0.35008 0.40298 0.36356 0.1167 0.28742 041504 034344 035448 03772 03724 037578  0.35494
musk 3062 166 3.1679 0.04908 1 0.19502 0.97548 092588 02618 0.16998  0.95502 1 099 096214  0.79334
optdigits 5216 64 2.8758 0.0236 0 0.03268 0.23424  0.00966 0 0.02904 0 0 0 0.00322  0.01612
pendigits 6870 16 2.2707 0.0596  0.32224 0.06194 02796 031412 0.07138 0.0585 0.06952 030956 033176 0.26516 0.2249
pima 768 8 34.8058  0.50892 047066 0435 05085 048504 0.51154 045544 0.4928 046252 0.50084 048514  0.51868
satellite 6435 36 31.6395  0.39006 0.55224 040148 0.55862 0.58046 0.49674 040076 0.6786 05278 04679 0.59938  0.59226
satimage-2 5803 36 1.2235 024624  0.88134 0.06712  0.6289  0.85068 0.36758 0.07246 0.5631  0.90354 0.82048 0.73912  0.52934
shutle 49097 9 7.1511 0.19844 023528 0.11194 097682 09357 022658 0.15128 0.74876 095396 0.94942 0.94168  0.91272
vertebral 240 6 12,5 0.01538  0.01538  0.03076 0.01538  0.03076 0 0.03076 0 0.01538 0 0.01538  0.01538
vowels 1456 12 3.4341 04888  0.35528  0.3205 0.14918 0.19304 0.52408 0.35584 0.01112 03174  0.13548 029576  0.39978
whe 378 30 5.5556 0255  0.535 0.5 0.695 0475 0475 0415 0.39 0.475 0535  0.535 0.495
Table 2.4: Friedman test rankings comparing the proposed methodology against other out-
lier detection algorithms based on AUC-ROC and Precision metrics.
AUC-ROC Precision
Rank Algorithm Rank Algorithm
4.8823 Proposed methodology 5.44117 Proposed methodology
5.0588 Average of maximum 5.58823 Cluster-based local outlier factor
5.1470 Cluster-based local outlier factor 5.61764  Histogram-base outlier detection (HBOS)
5.3529 Isolation forest 5.73529 Average of maximum
6.0882 K Nearest neighbours (KNN) 5.82352 One-class SVM (OCSVM)
6.1176  Histogram-base outlier detection (HBOS) 5.94117 Isolation forest
6.1764 Minimum covariance determinant (MCD) 6.29411 Principal component analysis (PCA)
6.4705 One-class SVM (OCSVM) 6.58823 K nearest neighbours (KNN)
6.9411 Principal component analysis (PCA) 7.17647 Feature bagging
8.4705 Feature bagging 7.82352 Local outlier factor (LOF)
8.5882 Angle-based outlier detector (ABOD) 7.97058 Angle-based outlier detector (ABOD)
8.7058 Local outlier factor (LOF) 8 Minimum covariance determinant (MCD)

The proposed methodology outperformed competing approaches, achieving
the highest rankings in both AUC-ROC and precision metrics, as shown in Ta-
ble 2.4. These results demonstrate the robustness of the methodology and its ca-

pacity to improve detection accuracy through the integration of feature selection.

A comparison with the baseline "average of maximum" ensemble without

feature selection shows its moderately strong performance (second in AUC-ROC,
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Table 2.5: Selection frequency of each outlier detection method by the unsupervised feature
selection algorithm, expressed as a percentage. The values indicate the propor-
tion of times where each method was retained as part of the ensemble.

Percentage Algorithm
0.80 Cluster-based local outlier factor
0.76 Isolation forest
0.73 k-Nearest Neighbors (k-NN)
0.71 Histogram-based outlier detection (HBOS)
0.65 Minimum covariance determinant (MCD)
0.59 One-class SVM (OCSVM)
0.53 Principal component analysis (PCA)
0.45 Feature bagging
0.40 Angle-based outlier detector (ABOD)
0.39 Local outlier factor (LOF)

fourth in precision). However, the proposed methodology outperformed this base-
line, underscoring the critical role of feature selection in filtering less effective mod-

els and improving ensemble performance.

Detailed rankings in Table 2.4 reveal that classic methods like Isolation Forest
and Cluster-Based Local Outlier Factor (CBLOF) consistently ranked among the
top five, showcasing their adaptability to diverse datasets. In contrast, methods
such as the Local Outlier Factor (LOF) and Angle-Based Outlier Detector (ABOD)
were ranked lower, suggesting that their effectiveness is more dataset-specific and

less generalizable.

Table 2.5 highlights the selection frequency of individual algorithms, offer-
ing insight into their contributions to the ensemble. CBLOF and Isolation Forest
were selected most frequently, indicating their reliability and ability to capture com-
plex outlier patterns across datasets. In contrast, models such as LOF and ABOD
had lower selection rates, reaffirming their context-dependent performance. These
findings emphasize the value of feature selection in enhancing the stability and ef-
fectiveness of the ensemble, particularly in challenging scenarios involving high-

dimensional or noisy data.
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Table 2.6: Friedman test rankings comparing the performance of different feature selection
techniques within the proposed methodology based on AUC-ROC and Precision

metrics.
AUC-ROC Precision
Rank Algorithm Rank Algorithm

3.05882 Fixed clustering 3.0294 Fixed clustering
3.32352 Normalised cut 3.1764 Normalised cut

3.5 Lasso 3.6764 Lasso
3.88235  Weighted k-means 3.8235  Weighted k-means
4.11764  Arbitrary clustering 4 Arbitrary clustering

2.4.2 Experiment 2: Impact of Feature Selection Methods

This experiment evaluated the impact of feature selection methods, with Fixed
SPEC outperforming alternatives by effectively prioritizing informative base detec-
tors. Keeping the ensemble aggregation strategy constant, the experiment isolated

the role of feature selection in enhancing performance.

As shown in Table 2.6, the Friedman test rankings confirm that Fixed SPEC
consistently achieved the highest scores in both metrics, highlighting its ability to

enhance ensemble accuracy and robustness by retaining the most relevant detectors.

The comparison included alternative methods such as normalized cut, lasso,
and weighted k-means, each employing different strategies for feature selection.

These alternatives provided valuable insights into the advantages of Fixed SPEC:

* Fixed Clustering: Ranked second to Fixed SPEC, this method predefines
groups for selection, achieving reasonable results but lacking the adaptability
of Fixed SPEC to dataset-specific variations.

* Normalized Cut: The purpose is to partition data by minimizing the cuts in
the cluster boundary. Although competitive, it struggles to match the fine-
grained adaptability of Fixed SPEC in high-dimensional datasets.

* Lasso: Employs L1 regularization for sparsity but ranked midrange, limited
by its reliance on linear assumptions, which can underperform in non-linear
or complex data structures common in outlier detection.

* Weighted K-means: The least effective performance indicates that its
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clustering-based approach does not align well with the structure of outlier
scores in diverse datasets.

The superior performance of Fixed SPEC underscores its ability to preserve in-
trinsic data structures while optimizing feature relevance in unsupervised contexts.
By aligning feature selection with data clusters, Fixed SPEC enhances the ensem-
ble’s capacity to distinguish subtle outlier patterns from normal instances. This
adaptability ensures consistent performance across varied datasets, making it ideal
for real-world applications where outlier characteristics differ widely.

These findings highlight the critical role of feature selection in unsupervised
learning, emphasizing that the choice of method can significantly influence the ro-

bustness and accuracy of the final detection system.

2.4.3 Experiment 3: Measuring the Impact of the Proposed En-
semble Voting Method

This experiment evaluated the effect of different ensemble voting strategies on out-
lier detection performance, focusing on balancing the capture of extreme outlier sig-
nals with prediction robustness. The Average of Maximum (AOM) technique was
compared with alternative aggregation methods, including simple average, maxi-
mum, and maximum of average, to assess the influence of the aggregation strategy
on overall performance:

* Simple Average: Although straightforward, this method assigns equal weight
to all models, potentially diluting the impact of the most informative detec-
tors. Its poor performance in both the ROC and precision rankings reflects its
inability to prioritize high-performing models.

* Maximisation: This approach relies exclusively on the highest outlier score
from any model. Although effective in identifying extreme anomalies, it risks
overfitting and high false positives by disproportionately emphasizing single-
model predictions, particularly if those predictions themselves are outliers.

* Maximum of Average (MOA): MOA averages scores within subgroups and
selects the maximum of these averages, offering a middle ground between

simple averaging and maximization. However, it falls short of AOM in overall
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Table 2.7: Friedman test rankings comparing the performance of different ensemble voting
aggregation techniques within the proposed methodology based on AUC-ROC
and Precision metrics.

AUC-ROC Precision
Rank Algorithm Rank Algorithm
1.82352  Average of maximum 2.17647  Average of maximum
2.52941 Maximisation 2.35294 Maximum of average
2.64705 Maximum of average 241176 Maximisation
3 Average 3.05882 Average

effectiveness, probably because of its inability to capture extreme signals as
effectively.

The results of the Friedman test, shown in Table 2.7, demonstrate that AOM
achieved the highest ranking in both the AUC-ROC and the precision metrics. This
top performance underscores the strength of AOM in selectively amplifying extreme
outlier scores while maintaining model diversity, resulting in more consistent and
reliable detection outcomes.

The superior performance of AOM lies in its methodological advantage: di-
viding the ensemble into subgroups, computing the maximum score within each
subgroup, and averaging these maxima. This process balances the contributions of
strong models while preventing any single model’s extreme score from dominating.
As a result, AOM achieves a robust balance of accuracy and reliability, making it
highly suitable for real-world applications in fields such as finance, healthcare, and
cybersecurity, where accurate and reliable outlier detection is critical.

These findings highlight the importance of selecting an appropriate ensemble
voting strategy in unsupervised learning, with AOM providing a robust and practical

solution to integrate various outlier detection models.

2.5 Summary and Next Steps

This chapter presented a novel feature selection-based meta-learning framework for
unsupervised outlier detection, designed to enhance model selection and improve
overall performance. By integrating spectral feature selection and strategic aggrega-

tion techniques, the framework systematically evaluates and prioritizes the most ef-
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fective detection algorithms, building robust ensembles that address key challenges
in unsupervised outlier detection. The feature selection process also acts as a model
selection mechanism, filtering out less effective detectors and ensuring that only
the most relevant models contribute to the final predictions. This dual capability

improves reliability and robustness in diverse data sets.

2.5.1 Key Results and Findings

The framework combines multiple outlier detection models, leveraging their
strengths while filtering out less effective detectors using the Fixed SPEC fea-
ture selection process. This systematic approach improves both accuracy and
robustness:
* Consistently outperformed standard techniques in 17 datasets, focusing on
the most effective models.
* Achieved the highest rank in the non-parametric Friedman test for both AUC-
ROC and precision, validating its state-of-the-art performance.
* Optimized the model selection process through spectral feature selection, re-
ducing noise and aligning with the intrinsic data structure.
» Balanced extreme outlier signals and model diversity using the Average of

Maximum (AOM) aggregation strategy, enhancing prediction robustness.

2.5.2 Real-World Applications and the Need for Interpretability

This framework addresses practical challenges in domains that involve large, noisy,
or complex datasets. For example, in fraud detection, it can help minimize false
positives by leveraging the most relevant models, while in healthcare, it aids in
early anomaly detection to improve patient outcomes.

Despite its strengths in robustness and model selection, real-world applica-
tions often demand greater transparency and interpretability. High-stakes domains,
such as healthcare and finance, require stakeholders to understand the reasoning
behind predictions, particularly when ethical considerations and accountability are
paramount. The complexity of the framework, which involves multiple detection al-

gorithms and feature selection processes, can obscure the decision-making process,
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posing challenges to transparency.

As Al systems become increasingly integral to critical applications, the de-
mand for interpretability grows, not only to build user trust, but also to meet regula-
tory and ethical standards. Chapter 3 transitions to this critical theme, introducing a
taxonomy of interpretability methods to improve transparency in machine learning
systems. This taxonomy bridges the gap between performance and explainability,
aligning machine learning systems with the practical and ethical requirements of

real-world deployment.



Chapter 3

A Taxonomy for Machine Learning

Interpretability Methods

Artificial intelligence (Al) has transitioned from a theoretical concept to a transfor-
mative force across diverse domains, driven by advances in computational power,
learning algorithms, and access to vast datasets. Since the advent of deep learning
in 2012, machine learning (ML) models have achieved superhuman performance in
tasks such as image recognition and natural language processing, enabling applica-

tions in fields such as retail [80], finance [81], and healthcare [82-84].

However, as ML models become increasingly complex, understanding their
decision-making processes has become a critical challenge. Although models such
as deep neural networks and ensemble methods deliver state-of-the-art performance,
they often function as "black boxes" [85-87]. Simpler "white-box" models, such as
linear regression [88] and decision trees [89], offer transparency, but often lack
predictive power. Balancing performance with interpretability has become a key

requirement for Al systems, particularly in high-stakes applications.

Explainable Artificial Intelligence (XAI) addresses this challenge by improv-
ing model transparency, bridging the gap between performance and interpretabil-
ity [90]. Public interest in interpretability has grown significantly, as reflected in
Google Trends data (Figure 3.1), which shows a sharp increase in searches for "Ex-
plainable AI" from 2015 to 2024. This rise underscores the critical importance of

interpretability in building trustworthy Al systems.
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Figure 3.1: Google Trends: Relative Interest (maximum value of 100) for the term "Ex-
plainable AI" from 2015 to 2024.

In response to the demand for interpretability, this chapter presents a taxonomy
of machine learning interpretability methods, offering a structured overview of this

rapidly evolving field. The primary contributions of this chapter are as follows.

1. Development of a New Taxonomy of Interpretability Methods: A sys-
tematic framework categorizing interpretability techniques by functional ap-

proach and application domain.

2. Extensive Review of Interpretability Methods: A detailed analysis of cur-

rent techniques, offering insights into their strengths and limitations.

3. Comparative Analysis of Methods: Practical guidance on selecting appro-

priate methods, supported by examples and recommendations.

4. Guidance for Application and Resources: Links to programming imple-
mentations and additional resources to support integration into workflows,

provided in Appendix A.

By bridging theoretical advances and practical applications, this chapter em-

powers researchers and practitioners to develop interpretable ML models that are
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reliable, transparent, and effective.

The remainder of this chapter is organized as follows. Section 3.1 reviews
the foundational concepts and recent classification efforts in interpretability. Sec-
tion 3.2 introduces our taxonomy, categorizing methods by functional approach and
application domain. Section 3.3 presents a comparative analysis with practical rec-
ommendations. Section 3.3 explores the broader implications of interpretability in
ethically sensitive applications. Finally, Section 3.4 concludes the chapter, summa-

rizing the findings and setting the stage for the next chapter.

3.1 Key Concepts and Related Work

3.1.1 Explainability vs. Interpretability

Although "interpretability”" and "explainability" are often used interchangeably, re-
searchers have sought to clarify the distinctions between these terms. Both concepts
are closely related, but lack precise mathematical definitions or standardized met-
rics, as highlighted in the works by Lipton [91], Doshi-Velez and Kim [92], and
Gilpin et al. [93]. These terms, along with others such as "comprehensibility," re-
main informally defined [94]. Doshi-Velez and Kim [92] define interpretability
as "the ability to explain or present in understandable terms to a human," while
Miller [95] emphasizes interpretability as the extent to which a human can under-
stand the cause of a decision. However, these definitions, while accessible, still lack
mathematical rigor [94].

Interpretability focuses on allowing users to intuitively grasp the relationships
between inputs and outputs of a model [94]. For example, in an image recognition
system, interpretability would involve understanding why a specific visual pattern in
the input led to a particular classification. Explainability, on the other hand, delves
deeper into the internal mechanisms and decision-making processes of the model,
offering transparency into how predictions are derived.

It is important to note that a model can be interpretable without being fully
explainable. Users may recognize patterns in the model’s behavior without under-

standing the underlying processes. In contrast, explainability often requires insight
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into the inner workings of the model, as argued by Gilpin et al. [93]. This distinction
underscores that interpretability alone may not suffice for trustworthy Al systems,
particularly in high-stakes applications. Doshi-Velez and Kim [92] consider inter-
pretability as a broader concept that includes explainability, a perspective that this

study adopts to emphasize the importance of both.

3.1.2 Evaluation of Machine Learning Interpretability

Doshi-Velez and Kim [92] categorize interpretability evaluation methods into
three main types: application-based, human-based, and functionally grounded ap-

proaches, each with distinct goals and trade-offs.

Application-Based Evaluation This approach assesses how effectively an inter-
pretability method supports specific tasks or applications, focusing on benefits to
end users or domain experts. For instance, it evaluates whether interpretability aids
in identifying errors or reducing bias in decision-making within well-defined con-

texts.

Human-Based Evaluation While similar to application-based methods, human-
based evaluation involves general users rather than domain experts and emphasizes
abstract interpretability over task-specific utility. For example, evaluators might
compare model explanations for an input and select the one they find most under-

standable.

Functionally-Grounded Evaluation This approach uses mathematical definitions
and formal criteria to assess interpretability without human testing. It is particu-
larly useful when human evaluation is impractical due to ethical concerns or early
development stages of a model. While functionally grounded evaluations can re-
fine models post-human testing, defining appropriate metrics and criteria remains a

significant challenge in interpretability research.

Each of these methods addresses different aspects of interpretability, highlight-
ing the need for tailored evaluation strategies based on the application context and

stage of model development.
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3.1.3 Related Work

Defining interpretability and explainability remains challenging, but various works
have made progress toward formalization, including notable contributions by
Doshi-Velez and Kim [92] and Lipton [91].

Gilpin et al. [93] sought to clarify interpretability in the context of machine
learning, particularly deep learning, proposing a taxonomy for interpretability meth-
ods in neural networks. Their classification includes three categories: methods that
simulate data processing to link inputs and outputs, approaches that interpret in-
ternal data representations, and self-explanatory models that offer inherent trans-
parency. They emphasize that while progress has been made in explaining deep
networks, the combination of different explanatory techniques could enhance inter-
pretability.

Adadi and Berrada [94] conducted an extensive review of the literature, an-
alyzing 381 studies from 2004 to 2018, and categorized explainable Al (XAI) re-
search into four main dimensions. They argue for greater formalization and stronger
human-machine interaction in XAl, noting a focus on explainability in modeling
alone. They advocate for expanding explainability into other areas of machine
learning and suggest combining existing methods to foster deeper insights.

Guidotti et al. [96] also classified explainability techniques, organizing them
based on the problems each technique addresses. Their categories include explain-
ing black-box models, inspecting them, interpreting outcomes, and creating inher-
ently transparent black-box models. They further developed a taxonomy consid-
ering factors such as the type of explanation model, input data, problem type, and
the specific black-box model examined. Like other studies, they highlight a lack of
formal evaluation metrics and note that most black-box explanations struggle with
models based on latent or unknown features. They also identify the need for more
interpretability techniques in recommender systems and suggest developing models
derived from explanations directly.

Murdoch et al. [97] responded to the lack of formal interpretability metrics

with a 2019 survey introducing the Predictive, Descriptive, Relevant (PDR) frame-
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work. This framework evaluates interpretability methods using three metrics: pre-
dictive accuracy, descriptive accuracy, and relevancy. They explore both transparent
models and post-hoc interpretability, asserting that combining post-hoc explana-
tions with transparent models can sometimes be the optimal approach, as it im-

proves both usability and predictive accuracy.

A more recent work by Arrieta et al. [98] offers a different organization by
initially distinguishing between transparent and post hoc methods, then categoriz-
ing subtypes. Due to the large number of deep learning interpretability methods,
they also proposed a specialized taxonomy for this field. Their categories include
methods that explain network processing, representation, producing systems, and
hybrid approaches that blend transparency with black-box methods. They further
introduce Responsible Al, outlining guidelines for implementing Al responsibly in

organizations.

3.2 Proposed Taxonomy

Machine learning interpretability methods can be classified through multiple per-
spectives, such as algorithm compatibility, explanation scale, and data type. These
diverse categorizations ensure that practitioners can identify the most suitable tech-

nique for specific problem requirements.

One primary distinction is between model-specific methods, which cater to
particular algorithm families, and model-agnostic methods, which apply across di-
verse models. Another key differentiation lies in scale: local methods focus on
individual instance explanations, while global methods address overall model be-
havior. Additionally, interpretability techniques vary by the type of data they target,
such as tabular, image, or text formats. Figure 3.2 illustrates these facets in a mind
map, providing a structured overview for selecting appropriate methods.

This taxonomy further categorizes interpretability methods into four primary
groups:

* Methods for explaining complex black-box models.

» Techniques for building transparent (white-box) models.
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Figure 3.2: Taxonomy mind-map of Machine Learning Interpretability Techniques.

* Approaches to promote fairness and reduce discrimination.

* Methods for analyzing the sensitivity of model predictions.

By emphasizing the purpose and mechanism of each method, this taxonomy
provides a practical framework for selecting interpretability techniques tailored to

specific goals and data contexts.

3.2.1 Interpretability Methods to Explain Black-Box Models

This category includes post-hoc interpretability techniques designed to elucidate
predictions from complex, pre-trained black-box models. These methods aim to
provide insights into the decision-making processes of models such as deep neu-
ral networks without altering their structure. Interpretability methods are divided
into two subcategories: those tailored for deep learning models (3.2.1.1) and those
applicable to any black-box model (3.2.1.2). Tables 3.1 and 3.2 summarize these

methods.
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3.2.1.1 Interpretability Methods for Deep Learning Models

Given the prominence of deep learning in Al, significant research has focused on
interpretability techniques, particularly for image-based tasks. These methods aim
to analyze and visualize the features driving the predictions of the deep learning

model using techniques such as saliency maps, gradients, and relevance scores.

Table 3.1 categorizes these methods by interpretative approach (e.g. post hoc
techniques), scope (local or global), model specificity (model-specific or model-
agnostic), supported data types (e.g. image, text, tabular) and available tools. This
comprehensive overview highlights the depth and evolution of interpretability tech-
niques in deep learning research.

For practical implementation, the Appendix Table A.1 lists the corresponding
tools and repositories, serving as a hands-on resource to implement the methods

discussed.

* Gradient-Based Saliency Techniques:

— Gradients: This fundamental method calculates the gradient of the out-
put with respect to the input features, identifying the parts of the image
most influential to a given class [99].

— Integrated Gradients: An extension of the basic gradient method, In-
tegrated Gradients addresses some of the limitations of simple gradients
by ensuring completeness, meaning that the feature attributions sum up
to the difference between the output and the baseline prediction [100].

— SmoothGrad: Designed to reduce noise in gradient-based saliency
maps, SmoothGrad applies small random perturbations to the input and
averages the resulting saliency maps, producing sharper and more co-
herent visualizations [101].

* Decomposition-Based and Attribution Methods:

— Deep Learning Important FeaTures (DeepLIFT): By comparing the
activations of each neuron with a reference, DeepLIFT assigns im-
portance scores to inputs, which can reveal dependencies missed by

gradient-based methods alone [102].
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— Layer-wise Relevance Propagation (LRP): LRP decomposes the out-
put prediction layer by layer, assigning relevance scores through the net-
work to the input layer, providing insight into which features were most
relevant to the prediction [103].

— Deep Taylor Decomposition: In relation to LRP, the Deep Taylor De-
composition breaks the output down into contributions from each input
feature, visualizing the role of each pixel in a classification task [104].

* Backpropagation Variants:

— Guided Backpropagation and Deconvolution: Both techniques focus
on understanding CNN feature maps by propagating gradients back to
the input, revealing influential patterns within an image. Deconvolu-
tion [105] uses filters in reverse, whereas Guided Backpropagation se-
lectively visualizes positive gradients to highlight more interpretable im-
age regions [106].

— PatternNet and PatternAttribution: Proposed as improvements to
gradient-based methods, these techniques attempt to accurately sepa-
rate signal from noise, helping to correct gradient-based visualizations,
especially in simple linear models [107].

* Class Activation and Gradient-Based Localization Maps:

— Class Activation Maps (CAM) and Grad-CAM: CAM [108] and
Grad-CAM generate class-specific localization maps by projecting
weights from the output layer onto feature maps. Grad-CAM, a more
flexible extension, works with a broader range of CNN architectures,
offering coarse visualizations of regions critical to predictions [109].

— Grad-CAM++: An enhancement of Grad-CAM, Grad-CAM++ im-
proves the localization of multiple instances of an object in an image
and supports multilabel classification tasks by using weighted gradi-

ents [110].

These methods collectively provide a range of tools for visualizing and inter-

preting the decision-making process of deep learning models, particularly in image
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Figure 3.3: Comparison of Interpretability Methods for Deep Learning Models on Ima-
geNet Sample Images, using the innvestigate package.

classification. Figure 3.3 provides a comparison of these interpretability methods,
applied to sample images from the ImageNet dataset using the innvestigate [111]
package. This visual comparison highlights how different techniques can reveal
unique aspects of model behavior, offering insights into specific image regions that

influence predictions.

Table 3.1: Overview of Interpretability Methods for Deep Learning Models. This table
presents a curated list of prominent interpretability methods employed to explain
the predictions of deep learning models. Each method is categorized based on
its approach (Post Hoc), scope of interpretation (Local or Global), specificity to
model architecture (Model Specific or Model Agnostic), applicable data types
(Image, Text, Tabular), and the year of introduction. The table also highlights
popular tools implementing these methods, with further implementation details
and repository links provided in Appendix Table A.1.

Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
DeepExplain
[99] iNNvestigate Post Hoc Local Specific Image 2013
tf-explain
DeepExplain
[105] iNNvestigate Post Hoc Local Specific Image 2014
tf-explain

Continued on next page
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Table 3.1 — continued from previous page

Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
[112] iNNvestigate Post Hoc Local Specific Image 2014
[113] Deep Visualization Toolbox Post Hoc Local Specific Image 2015
DeepExplain
iNNvestigate ) Image
[114] Post Hoc Local Specific 2015
The LRP Toolbox Text
Skater
[108] CAM Post Hoc Local Specific Image 2016
[115] rationale Post Hoc Local Specific Text 2016
Grad-CAM '
[109] Post Hoc Local Specific Image 2017
tf-explain
DeepExplain
iNNvestigate
Image
Integrated Gradients .
[100] Post Hoc Local Specific Text 2017
tf-explain
Tabular
alibi
Skater
DeepExplain
DeepLift
[116] iNNvestigate Post Hoc Local Specific Image 2017
tf-explain
Skater
[104] iNNvestigate Post Hoc Local Specific Image 2017
iNNvestigate .
[101] Post Hoc Local Specific Image 2017
tf-explain
[117] tcav Post Hoc Local Specific Image 2018
[110] Grad-CAM++ Post Hoc Local Specific Image 2018
[118] RISE Post Hoc Local Specific Image 2018

Continued on next page
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Table 3.1 — continued from previous page

Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
[107] iNNvestigate Post Hoc Local Specific Image 2017

3.2.1.2 Interpretability Methods for Any Black-Box Model

Model-agnostic interpretability techniques have emerged as essential tools for un-
derstanding the decision-making processes of black-box models across diverse ap-
plications. Unlike methods tailored to specific architectures, such as deep learning,
these approaches are applicable to any model or data type, making them highly ver-
satile. Key techniques include perturbation-based methods, feature attribution, and
counterfactual analysis, which provide insight into model behavior without altering
its structure.

Table 3.2 categorizes these methods by interpretative approach, scope (local
or global), model independence (agnostic), supported data types, and year of intro-
duction. For practical implementation, the Appendix (Table A.1) provides a list of
tools and repositories, enabling users to seamlessly apply these techniques in their
workflows.

* Local Interpretable Model-Agnostic Explanations (LIME): LIME [119] is
a popular model-agnostic interpretability method that provides explanations
for individual predictions by approximating the model locally around a spe-
cific instance. Garreau et al. [120] provided the first theoretical analysis of
LIME, confirming its value but warning that poor parameter choices could
lead to the overlooking of essential features. Figure 3.4 demonstrates LIME’s
application in explaining the classification rationale for an instance from the
Quora Insincere Questions Dataset.

* Partial Dependence Plots (PDPs): Proposed by Friedman [121], PDPs are
a visualization tool that helps to interpret black-box models by showing the
average impact of specific features on predictions. They plot how varying a

feature or set of features affects predictions while marginalizing over other
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Figure 3.4: LIME explaining the classification rationale of an instance in the Quora Insin-
cere Questions Dataset.
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Figure 3.5: PDP for a Random Forest model, showing the relationship between age (fea-
ture) and income percentile (label) using the Census Income dataset (UCI Ma-
chine Learning Repository).

features. Although PDPs may not capture all feature interactions, they offer
valuable insight, especially in cases with minimal interactions. Figure 3.5
shows a PDP for a Random Forest model, illustrating the relationship between
age and income percentile in the Census Income dataset.

* ICE (Individual Conditional Expectation) Plots: Often related to PDPs,
ICE plots visualize the effect of a feature on the predictions at the in-

dividual level, complementing PDPs by illustrating variations between in-
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stances [122].

Shapley Additive Explanations (SHAP): A method that unifies existing fea-
ture attribution methods in a consistent framework, calculating feature impor-
tance values based on Shapley values from cooperative game theory [123].
SHAP provides explanations at both local and global scopes, although some
variants (e.g., KernelSHAP) struggle with feature dependencies.

Anchors and Contrastive Explanations: Unlike feature attribution meth-
ods, Anchors produce high-precision rules (if-then conditions) for local in-
terpretation [124], while Contrastive Explanations identify both necessary
and absent features crucial to a prediction, offering explanations that align
closely with human reasoning [125].

Counterfactual Explanations: Unlike internal model insights, counterfac-
tual techniques suggest minimal changes in feature values to alter predictions,
focusing on factors that could reverse the model’s decisions [126].
Accumulated Local Effects (ALE): ALE plots adjust for feature dependen-
cies in partial dependence analysis, providing an alternative to PDPs by cal-

culating the impact of feature differences on predictions [127].

Table 3.2: Overview of Model-Agnostic Interpretability Methods for Black-Box Models.

This table presents a curated list of interpretability methods designed to explain
the behavior of any black-box model, irrespective of architecture or data type.
Each method is categorized by its approach (Post Hoc), scope of interpretation
(Local or Global), and model independence (Model Agnostic). It also outlines
applicable data types (e.g., Image, Text, Tabular) and the year of introduction.
Additionally, tools implementing these methods are identified, with further im-
plementation details and repository links available in Appendix Table A.1.

Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
PDPbox
[121] InterpretML Post Hoc Global Agnostic Tabular 2001
Skater
[128] Eli5 Post Hoc Global Agnostic Tabular 2010

Continued on next page
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Table 3.2 — continued from previous page
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Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
Local & )
[122] PyCEbox Post Hoc Agnostic Tabular 2015
Global
lime
Eli5 Image
[119] InterpretML Post Hoc Local Agnostic Text 2016
AIX360 Tabular
Skater
[127] alibi Post Hoc Global Agnostic Tabular 2016
shap
Image
alibi Local & .
[123] Post Hoc Agnostic Text 2017
AIX360 Global
Tabular
InterpretML
- . Tabular
[126] alibi Post Hoc Local Agnostic 2017
Image
Image
alibi )
[124] Post Hoc Local Agnostic Text 2018
Anchor
Tabular
Local & )
[129] pyBreakDown Post Hoc Agnostic Tabular 2018
Global
Image
[130] L2X Post Hoc Local Agnostic Text 2018
Tabular
alibi Tabular
[125] Post Hoc Local Agnostic 2018
AIX360 Image
Image
[131] DLIME Post Hoc Local Agnostic Text 2019
Tabular
[132] AIX360 Post Hoc Local Agnostic Tabular 2019

Continued on next page
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Table 3.2 — continued from previous page

Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
) Tabular
[133] AIX360 Post Hoc Local Agnostic 2019
Image
. . Tabular
[134] alibi Post Hoc Local Agnostic 2019
Image

3.2.2 Interpretability Methods to Create White-Box Models

This category includes methodologies for creating models that are inherently inter-
pretable and comprehensible by humans, commonly referred to as intrinsic, trans-
parent, or white-box models. Examples include linear models, decision trees, and
rule-based systems, as well as advanced models that offer similar transparency and
hold significant promise in the interpretability domain. This discussion focuses on
more sophisticated models, as basic interpretable models such as linear and decision
tree models have been extensively covered in prior research.

Table 3.3 provides a summary of key techniques for building white-box mod-
els, detailing their scope (local or global), the specificity of the model architecture
(model specific or model agnostic), the supported data types and the year of intro-
duction. The table also identifies the tools that implement these methods and serves
as a guide for researchers and practitioners interested in using these techniques. For
further details on these tools and their implementation, refer to the comprehensive
repository links listed in the Appendix Table A.1.

* Supersparse Linear Integer Models (SLIM): Ustun and Rudin [135] in-
troduced SLIM, a predictive system restricted to basic arithmetic operations
such as addition, subtraction, and multiplication on input features, ensuring
high interpretability.

* Generalized Additive Models with Pairwise Interactions (GA>Ms): Mi-
crosoft’s work [136], based on [137], presented GA2 Ms - generalized ad-

ditive models enhanced with pairwise interactions. These models lever-
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age modern techniques such as bagging and boosting while addressing co-
linearity with a round-robin boosting approach. By automatically identifying
and including pairwise interactions, GA*Ms combine high accuracy with nat-
ural interpretability, making them suitable for critical applications such as
healthcare.

* Boolean Rule Column Generation: Dash et al. [138] proposed a method
that employs Boolean rules in disjunctive or conjunctive normal forms
(DNF/CNF) for interpretability. Simplified rules with minimal clauses im-
prove human comprehension. To address computational challenges with large
datasets, a randomized column generation algorithm balances simplicity of
rules and classification accuracy.

¢ Generalized Linear Rule Models (GLRMSs): Wei et al. [139] introduced
GLRMs, which extend Generalized Linear Models (GLMs) [140] by incor-
porating rule-based features. This approach maintains interpretability while
capturing non-linear dependencies and relationships, resulting in weighted
rule combinations evolving during training.

* TED Framework for Local Explanations: Hind et al. [141] presented TED,
a framework for domain-specific explanations. Instead of probing model rea-
soning, TED emulates the decision-making process of human experts, offer-
ing tailored, accessible explanations for specific domains.

Despite their promise, white-box models have seen limited advancements due
to the growing complexity of applications and trade-offs in predictive power. Their
limitations are particularly evident in fields like computer vision and natural lan-
guage processing, where deep learning dominates. Additionally, the rise of multi-
task and transfer learning diminishes the relevance of white-box models, which are

primarily designed for single-task performance.

3.2.3 Interpretability Methods to Enhance Fairness in Machine
Learning Models

Machine learning systems are increasingly integrated into real-world applications,

making fairness and discrimination mitigation essential. The subfield of ML fair-
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Table 3.3: Overview of Interpretability Methods for Constructing White-Box Models. This
table presents key methodologies for creating interpretable models designed to
be intrinsically transparent and comprehensible by humans. The methods are
categorized by their scope (Local or Global), specificity to model architecture
(Model Specific or Model Agnostic), and supported data types (e.g., Tabular).
Tools implementing these methods are also highlighted, offering a practical per-
spective on their application. For implementation resources and repository links,
see Appendix Table A.1.

Local vs. Model Specific vs.

Ref Tool Category Global Model Agnostic Data Type Year
[136] InterpretML  White Box  Global Specific Tabular 2015
[135] Slim White Box Global Specific Tabular 2016
[138] AIX360 White Box Global Specific Tabular 2018
[141] AIX360 White Box Local Specific Tabular 2019
[139] AIX360 White Box Global Specific Tabular 2019

ness focuses on evaluating algorithms for social and ethical impacts, emphasizing
impartiality and mitigating bias. Research in this area has advanced significantly,
introducing methods to ensure fairness through pre-processing, algorithmic adjust-

ments, and post hoc corrections.

This section categorizes these fairness methods into themes, highlighting key
approaches and tools that have been developed to address bias in machine learning
models. Table 3.4 provides a comprehensive summary of these methodologies, de-
tailing their scope (Local or Global), model dependence (Model Specific or Model
Agnostic), supported data types and year of introduction. For readers interested
in exploring practical implementations, the Appendix Table A.1 lists the tools and
corresponding repository links, offering direct access to resources for further study

and application.

* Fairness Testing and Detection
— Disparate Impact Testing: Evaluates fairness by comparing predic-
tions across demographic groups. Although efficient, it lacks informa-
tion on the causes of bias and may not detect local discrimination in
complex models [142]. An example of parity testing, showing dispar-

ities in prediction metrics between demographic groups using the Ae-
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Figure 3.6: Parity testing using the Aequitas library on the ProPublica COMPAS dataset,
demonstrating disparities across demographic groups.

quitas library, is shown in Figure 3.6.

— Counterfactual Fairness: Defines fairness as the consistency of de-
cisions across actual and hypothetical demographic groups, employing
causal analysis to address biases [143].

— Bias in Word Embeddings: Bolukbasi et al. [144] revealed gender bi-
ases in word embeddings and proposed methods to mitigate these biases
in textual data.

* Preprocessing Techniques for Fairness

— Feature Suppression and Data Massaging: Kamiran et al. [145] pro-
posed methods to reduce biases in training data by removing sensi-
tive attributes or adjusting instance labels. Similarly, Calders and Ver-
wer [146] introduced three approaches to discrimination-free classifica-
tion: unawareness (removing sensitive features), massaging (relabeling
instances) and preferential sampling (adjusting sampling proportions to
balance groups).

— Reweighing Instances: Adjusts the importance of the instance accord-
ing to demographic proportions, avoiding direct label alterations [147].

— Optimized Data Representation: Calmon et al. [148] introduced a
convex optimization approach to balance utility, fairness, and minimal

data distortion.
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* Algorithmic Adjustments for Fairness

— Adversarial Debiasing: Prevents demographic bias by training models
to minimize prediction dependency on sensitive attributes [149].

— Discrimination-Aware Classifiers: Reject Option-based Classification
and Discrimination-Aware Ensembles use decision theory to reduce bias
without data modifications [150].

— Meritocratic Fairness: Frameworks ensuring fairness in sequential de-
cision making through reward optimization and prevention of preferen-
tial treatment [151].

* Fairness in Dynamic and Complex Environments

— Temporal Modeling: The authors emphasize the importance of evaluat-
ing fairness over time, demonstrating the long-term effects of seemingly
fair rules [152].

— Strategic Manipulation Models: Studies on adaptive behaviors re-
vealed disproportionate burdens on disadvantaged groups, highlighting
the need for fairness-based decision boundaries [153, 154].

 Fairness in Resource Allocation

— Optimizing Fair Allocations: Algorithms for resource distribution
demonstrated in predictive police applications [155].

— Addressing Feedback Loops: Methods to mitigate bias amplification
in predictive policing [156]. Figure 3.7 illustrates a comparison of
the levels of racial bias (bias disparity) between different demographic
groups.

* Methodological Enhancements

— Fair Classification Frameworks: A two-part framework combining
similarity metrics with statistical parity for fair classification [157].

— Fairness and Calibration: Explores the challenges of achieving fair-
ness alongside calibrated probability scores, proposing post-processing

solutions [158].

Fairness in machine learning is an evolving domain that has introduced meth-
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Figure 3.7: Comparison of racial bias levels (bias disparity) among different demographic
groups in a sample population.

ods that target biases in data, algorithms, and post hoc analyses. However, most
methods emphasize group-level fairness, overlooking individual-level factors. Ad-
ditionally, fairness in non-tabular domains like images and text remains an under-

explored area, representing opportunities for future research.

Table 3.4: Overview of Fairness Methods for Mitigating Bias and Discrimination in Ma-
chine Learning Models. This table presents a curated list of interpretability and
fairness techniques aimed at restricting discrimination and promoting fairness
in machine learning models. Each method is categorized by its scope (Local or
Global), model dependence (Model Specific or Model Agnostic), and applica-
ble data types (e.g., Tabular, Text). The table also identifies tools implementing
these methods, providing a practical perspective on their application. Detailed
repository links for these tools are available in Appendix Table A.1.

Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
[147] AIF360 Fairness Local Agnostic Tabular 2009
[159] themis-ml Fairness Local Agnostic Tabular 2009
[146] fairness-comparison Fairness Global Specific Tabular 2010
[145] AIF360 Fairness Global Agnostic Tabular 2012
[157] fairness Fairness Local Agnostic Tabular 2012

Continued on next page
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Model Specific vs.
Ref Tool Category Local vs. Global Data Type Year
Model Agnostic
AIF360 ) )
[150] Fairness Global Agnostic Tabular 2012
themis-ml
[160] AIF360 Fairness Global Agnostic Tabular 2012
. Local & .
[161] AIF360 Fairness Agnostic Tabular 2013
Global
Aequitas
[142] AIF360 Fairness Global Agnostic Tabular 2015
themis-ml
equalized_odds_and_calibration
[162] fairlearn Fairness Global Agnostic Tabular 2016
AIF360
[144] debiaswe Fairness Local Specific Text 2016
[151] FairMachineLearning Fairness Local Specific Tabular 2016
[163] fair-classification Fairness Global Agnostic Tabular 2017
[143] fairness-in-ml Fairness Local Agnostic Tabular 2017
[164] fair-classification Fairness Global Agnostic Tabular 2017
[148] AIF360 Fairness Global Agnostic Tabular 2017
[165] fair-classification Fairness Global Agnostic Tabular 2017
equalized_odds_and_calibration . .
[158] Fairness Global Agnostic Tabular 2017
AIF360
[166] fairlearn Fairness Global Agnostic Tabular 2018
. Local & )
[149] AIF360 Fairness Agnostic Tabular 2018
Global
AIF360 ) )
[167] Fairness Global Agnostic Tabular 2018
GerryFair
[152] ML-fairness-gym Fairness Global Agnostic Tabular 2018

Continued on next page
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Ref Tool Category Local vs. Global Model Specific vs. Data Type Year
Model Agnostic
[156] ML-fairness-gym Fairness Global Agnostic Tabular 2018
[168] procedurally_fair_learning Fairness Global Agnostic Tabular 2018
[169] AIF360 Fairness Global Agnostic Tabular 2019
[154] ML-fairness-gym Fairness Local Specific Tabular 2019
[153] ML-fairness-gym Fairness Local Specific Tabular 2019
[155] ML-fairness-gym Fairness Global Specific Tabular 2019

3.2.4 Interpretability Methods to Analyze the Sensitivity of Ma-

chine Learning Model Predictions

This category focuses on interpretability techniques designed to evaluate and scruti-
nize machine learning models to ensure that their predictions are reliable and trust-
worthy. These techniques employ sensitivity analysis to examine the stability of
the model’s learned functions and to evaluate how responsive the predictions are to
small, deliberate modifications in the input data. Sensitivity analysis can be used as
either a global or local interpretability approach, depending on whether the analy-
sis pertains to the model’s behavior for a single instance or across the entire dataset.
This category explores both traditional methods and adversarial example-based sen-
sitivity approaches, with summaries of each provided in Tables 3.5 and 3.6, respec-

tively.

3.2.4.1 Traditional Sensitivity Analysis Methods

Traditional sensitivity analysis methods aim to quantify the influence of input vari-
ables on the output of a model using metrics called sensitivity indices. These indices
are categorized as first-order indices, which measure the direct contribution of an
individual input to output variance, and higher-order indices, which quantify the
impact of interactions among two or more inputs. In addition, total effect indices

combine the contributions of first-order and higher-order effects to account for all
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influences on output variance.

Table 3.5 provides an overview of traditional sensitivity analysis techniques,
highlighting key methods, their scope (Local or Global), model independence
(Model Specific or Model Agnostic), supported data types, and year of introduction.
The table also identifies tools, such as SALib, that implement these methods. For
practical resources, including repository links for implementation, see Appendix

Table A.1.

Sobol’s work formalized sensitivity analysis based on variance decomposition,
introducing techniques to approximate first-order and higher-order indices through
Monte Carlo methods [170]. Based on this, Saltelli et al. improved the Sobol
method with more efficient sampling strategies, allowing the calculation of first-

order, higher-order, and total-effect indices [171, 172].

The Fourier Amplitude Sensitivity Test (FAST), developed by Cukier et al.,
advanced sensitivity analysis by transforming multi-dimensional integrals into one-
dimensional ones via Fourier transformations [173]. This innovation improved the
computation of the Sobol indices. Saltelli et al. further refined FAST to estimate
total-effect indices [174], while Tarantola et al. extended Random Balance Designs
(RBD), originally used in regression by Satterthwait, for application in non-linear
and non-additive models by integrating RBD with FAST (RBD-FAST) [175]. Plis-
chke introduced sampling improvements to increase the computational efficiency
of RBD-FAST [176], and Tissot et al. added bias correction methods for enhanced

estimation accuracy [177].

Another global sensitivity analysis approach is the Morris method, commonly
referred to as the One-at-a-Time (OAT) method [178]. This method categorizes in-
put variables into three groups: those with negligible effects, those with significant
linear effects but no interactions, and those with non-linear or interactive effects. It

involves discretizing the input space and iterating one variable at a time.

The Morris method, while complete, is very costly and, as a result, in some
cases, fractional factorial designs, as described in [179], need to be formulated and

used in practice to perform sensitivity analysis more efficiently. By devising a more
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effective sampling strategy as well as other improvements, Campolongo et al. [180]
proposed an improved version of Morris’ method.

In some cases, variance is not an ideal measure of sensitivity. Alternative ap-
proaches, such as Borgonovo’s density-based sensitivity indices, measure the diver-
gence between unconditional and conditional output distributions without relying
on variance calculations [181]. Plischke et al. expanded on Borgonovo’s work by
developing new estimators for these indices that are independent of the sampling
method used [182].

Derivative-Based Global Sensitivity Measures (DGSM), introduced by
Kucherenko and Song, estimate sensitivity by averaging local derivatives [183].
These methods, which use Monte Carlo or quasi-Monte Carlo techniques, are sim-
pler to implement than Sobol indices and can be considered an extension of the

Morris method.

3.2.4.2 Adversarial Example-based Sensitivity Analysis Methods

Adversarial examples are data points modified with subtle perturbations designed to
mislead machine learning models into incorrect predictions. Unlike counterfactual
examples, which are used to explain model behavior, adversarial examples focus
solely on misdirection. Methods for generating and analyzing adversarial examples
have been developed across various domains that provide insight into model vul-
nerabilities and robustness. Table 3.6 provides a comprehensive summary of these
techniques, categorized by their application domain, scope (local or global), and
model dependence (Model Specific or Model Agnostic).

For readers interested in exploring practical implementations, the table also
highlights tools such as CleverHans, Foolbox, and TextAttack, which are widely
used for adversarial example-based sensitivity analysis. Details and repository links
for these tools can be found in the Appendix Table A.1, providing resources for
further exploration and experimentation.

e Computer Vision Applications:

Szegedy et al. [184] first identified the vulnerability of deep neural networks

to small input perturbations and introduced adversarial examples by formulat-
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Table 3.5: Overview of Traditional Sensitivity Analysis Methods. This table presents a
summary of traditional sensitivity analysis methods designed to evaluate the in-
fluence of input variables on a model’s output. The methods are categorized by
their scope (Local or Global), model independence (Model Specific or Model
Agnostic), and supported data types (e.g., Tabular). Tools like SALib that im-
plement these techniques are highlighted, offering practical insights into their
application. For additional details and repository links, refer to Appendix Ta-
ble A.1.

Local vs. Model Specific vs.

Ref Tool  Category Global Model Agnostic

Data Type Year

[173] SALib Sensitivity  Global Agnostic Tabular 1973
[178] SALib Sensitivity  Global Agnostic Tabular 1991
[174] SALib Sensitivity Global Agnostic Tabular 1999
[170] SALib Sensitivity Global Agnostic Tabular 2001
[171] SALib Sensitivity  Global Agnostic Tabular 2002
[175] SALib Sensitivity  Global Agnostic Tabular 2006
[180] SALib Sensitivity  Global Agnostic Tabular 2007
[181] SALib Sensitivity Global Agnostic Tabular 2007
[179] SALib Sensitivity Global Agnostic Tabular 2008
[176] SALib Sensitivity  Global Agnostic Tabular 2010
[172] SALib Sensitivity  Global Agnostic Tabular 2010
[177] SALib Sensitivity Global Agnostic Tabular 2012
[182] SALib Sensitivity Global Agnostic Tabular 2013
[183] SALib Sensitivity  Global Agnostic Tabular 2016

ing the problem as an L, norm optimization task. Goodfellow et al. [185] pro-
posed the Fast Gradient Sign Method (FGSM), which uses L., norm to gener-
ate adversarial examples, attributing this vulnerability to neural networks’ lin-
ear properties (Figure 3.8). Moosavi-Dezfooli et al. [186] introduced Deep-
Fool, a method for crafting minimal perturbation adversaries through iterative
classifier linearization. They later proposed universal perturbations [187],
which apply broadly across diverse inputs. Carlini and Wagner [188] devel-
oped effective adversarial attacks based on L, L,, and L., norms by optimiz-
ing the margin loss, improving on earlier methods. Xiao et al. [189] intro-
duced spatial transformations (e.g., translation, rotation) to craft impercepti-

ble yet effective perturbations. Su et al. [190] demonstrated the "one-pixel
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Figure 3.8: Fast Gradient Sign Method (FGSM) on the MNIST dataset. The first row con-
tains unperturbed images, while subsequent rows show perturbed images using
different € values, resulting in misclassifications.

attack," which perturbs a single pixel under Ly norm constraints. Dong et
al. [191] introduced momentum-based optimization to stabilize and enhance
iterative attack algorithms. Brendel et al. [192] proposed the Boundary At-
tack, a decision-based approach that learns the boundary between adversarial
and benign examples to generate effective perturbations.
» Natural Language Processing (NLP) Applications:

Jia and Liang [193] introduced ADDANY and ADDSENT attacks, which add
misleading phrases to input data for adversarial examples in reading compre-

hension tasks. Samanta and Mehta [194] and Iyyer et al. [195] created adver-
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sarial sentences using synonym substitutions and paraphrasing techniques.
Ebrahimi et al. [196] proposed HOTFLIP to perturb individual characters,
while Liang et al. [197] extended this to word- and phrase-level perturbations.
Alzantot et al. [198] used genetic algorithms to perturb text embeddings, a
method later refined by Wang et al. [199] for higher transferability and suc-
cess rates. Cheng et al. [200] focused on sequence-to-sequence models, em-
ploying projected gradient techniques to address the challenges of discrete
input domains. Garg and Ramakrishnan [201] and Li et al. [202] exploited
the BERT masked language model to generate textual adversarial examples
by substituting masked segments. Zang et al. [203] utilized sememe-based
word substitutions, employing particle swarm optimization for efficient ad-
versarial example generation.

Graph-Structured Data:

Adversarial attacks on graph data are less explored but show significant po-
tential. Ziigner et al. [204] proposed a greedy algorithm to attack node classi-
fication models by modifying graph edges and node features. Dai et al. [205]
employed reinforcement learning to create graph adversarial examples by al-
tering graph connections. Ziigner et al. [206] further extended these ideas
using meta-learning techniques to optimize graph attacks efficiently.
Broader Applications and Studies:

Huang et al. [116] demonstrated the susceptibility of reinforcement learn-
ing models to adversarial states created using FGSM, which significantly im-
pacted learned policies. Cisse et al. [207] extended adversarial techniques to
structured prediction tasks, including pose estimation and semantic segmen-
tation. Rauber and Bethge [208] developed faster and more effective clip-
ping methods for noise-based adversarial examples. Li et al. [209] introduced
a probabilistic approach to adversarial example generation, fitting distribu-
tions over adversarial regions to attack models without requiring knowledge

of their internals.

This review demonstrates the extensive vulnerabilities of machine learning
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models to adversarial attacks across domains such as computer vision, natural lan-

guage processing, and graph-structured data. While vision and NLP applications

dominate the research landscape, adversarial techniques for tabular data and other

less-explored domains present opportunities for future research.

Table 3.6: Overview of Adversarial Example-based Sensitivity Analysis Methods. This ta-
ble presents a comprehensive list of adversarial example-based sensitivity anal-
ysis techniques, detailing their scope (Local or Global), model dependence
(Model Specific or Model Agnostic), and supported data types (e.g., Image,
Text, Graph). Tools such as CleverHans, Foolbox, and TextAttack, which im-
plement these methods, are also highlighted. Additional implementation details
and repository links are provided in Appendix Table A.1.

Local vs. Model Specific vs.
Ref Tool Category Data Type Year
Global Model Agnostic
cleverhans L Local & )
[184] Sensitivity Agnostic Image 2013
foolbox Global
cleverhans o Local & )
[185] Sensitivity Agnostic Image 2014
foolbox Global
cleverhans L Local & .
[210] Sensitivity Agnostic Image 2016
foolbox Global
cleverhans o Local & )
[186] Sensitivity Agnostic Image 2016
foolbox Global
cleverhans o Local & )
[211] Sensitivity Agnostic Image 2016
foolbox Global
. o Local & .
[212] transferability-advdnn-pub Sensitivity Agnostic Image 2016
Global
i . o Local & .
[213] accessorize-to-a-crime Sensitivity Agnostic Image 2016
Global
adversarial_text
o Local & i
[214] adversarial_training Sensitivity Specific Text 2016
Global
adversarial_training_methods
o Local & .
[215] foolbox Sensitivity Agnostic Image 2016
Global

Continued on next page
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Model Specific vs.
Ref Tool Category Local vs. Global Data Type Year
Model Agnostic
cleverhans o Local & )
[188] Sensitivity Agnostic Image 2017
nn_robust_attacks Global
L Local & )
[216] cleverhans Sensitivity Agnostic Image 2017
Global
) o Local & )
[217] influence-release Sensitivity Agnostic Image 2017
Global
. . Local & .
[193] adversarial-squad Sensitivity Specific Text 2017
Global
o Local & )
[218] Z0O0O-Attack Sensitivity Agnostic Image 2017
Global
foolbox o Local & )
[192] Sensitivity Agnostic Image 2017
boundary-attack Global
. Local &
[219] nn_robust_attacks Sensitivity Agnostic Image 2017
Global
o Local & )
[196] WordAdver Sensitivity Agnostic Text 2017
Global
. Local & .
[220] cleverhans Sensitivity Agnostic Image 2017
Global
) o Local & )
[187] universal Sensitivity Agnostic Image 2017
Global
o Local & )
[191] cleverhans Sensitivity Agnostic Image 2018
Global
o Local & .
[204] nettack Sensitivity Specific Graph 2018
Global
. o Local & )
[198] nlp_adversarial_examples Sensitivity Agnostic Text 2018
Global

Continued on next page
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Model Specific vs.
Ref Tool Category Local vs. Global Data Type Year
Model Agnostic
o Local & )
[195] scpn Sensitivity Agnostic Text 2018
Global
L Local & )
[189] stAdv Sensitivity Agnostic Image 2018
Global
) o Local & )
[205] Graph_adversarial_attack Sensitivity Specific Graph 2018
Global
foolbox o Local & )
[221] Sensitivity Agnostic Image 2018
AnalysisBySynthesis Global
o Local & )
[222] TextAttack Sensitivity Agnostic Text 2018
Global
o Local & )
[223] UAN Sensitivity Agnostic Image 2018
Global
. Local &
[224] TextAttack Sensitivity Agnostic Text 2018
Global
o Local & )
[225] TextAttack Sensitivity Agnostic Text 2018
Global
. Local & .
[226] TextAttack Sensitivity Agnostic Text 2018
Global
) o Local & )
[190] one-pixel-attack-keras Sensitivity Agnostic Image 2019
Global
o Local & )
[227] foolbox Sensitivity Agnostic Image 2019
Global
o Local &
[199] TextAttack Sensitivity Agnostic Text 2019
Global
o Local & )
[208] foolbox Sensitivity Agnostic Image 2019
Global

Continued on next page
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Table 3.6 — continued from previous page
Model Specific vs.
Ref Tool Category Local vs. Global Data Type Year
Model Agnostic
o Local & )
[206] gnn-meta-attack Sensitivity Specific Graph 2019
Global
L Local & )
[228] HSJA Sensitivity Agnostic Image 2019
Global
o Local & )
[229] TextAttack Sensitivity Agnostic Text 2019
Global
. Local & .
[209] Nattack Sensitivity Agnostic Image 2019
Global
TextAttack o Local & .
[230] Sensitivity Specific Text 2019
TextFooler Global
o Local & )
[200] TextAttack Sensitivity Specific Text 2020
Global
o Local &
[203] TextAttack Sensitivity Agnostic Text 2020
Global
o Local & )
[202] TextAttack Sensitivity Specific Text 2020
Global
. Local & .
[231] TextAttack Sensitivity Agnostic Text 2020
Global
o Local & )
[201] TextAttack Sensitivity Specific Text 2020
Global

3.3 Discussion

The primary contribution of this chapter is the establishment of a comprehensive

taxonomy for machine learning interpretability methods. This taxonomy catego-

rizes techniques into four main domains: methods for explaining complex black-

box models, approaches for developing inherently interpretable white-box mod-

els, strategies to promote fairness and mitigate bias, and techniques for assess-
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ing sensitivity in model predictions. By organizing interpretability methods across
these dimensions, the taxonomy provides a structured framework to understand the

strengths, limitations, and applicability of various techniques.

3.3.1 Advancements in Black-Box Model Explanation

A significant focus of interpretability research has been on explaining predictions
from deep learning and other black-box models, particularly in fields like com-
puter vision and natural language processing. Many methods revolve around visu-
alizing decision-making processes, with saliency-based techniques such as Grad-
CAM [109], an extension of CAM [108], which offers insight into neural net-
work activations. Other techniques, like deconvolutional networks [105], further
enhance understanding by reconstructing input features that drive predictions. For
broader black-box models, LIME [119] and SHAP [123] remain dominant due to
their model-agnostic flexibility and robust theoretical foundations. Despite their
widespread adoption, simpler tools, such as partial dependency plots (PDP) [121],

continue to play a valuable role, especially in structured data tasks.

3.3.2 Challenges in Building Transparent White-Box Models

White-box models inherently offer interpretability, but often struggle to match the
predictive performance of complex black-box models in tasks such as image classi-
fication or natural language understanding. Techniques such as generalized additive
models with pairwise interactions (GA2Ms) [136], based on [232], have achieved
state-of-the-art performance in healthcare and other domains. However, their lim-
ited applicability to multitask and cross-domain problems reduces their appeal in
modern machine learning pipelines, which increasingly demand versatile models

capable of handling diverse and unstructured data.

3.3.3 Fairness and Bias Mitigation

Fairness and bias mitigation have gained prominence as machine learning systems
are deployed in sensitive applications such as healthcare, finance, and the judicial
system. Methods such as the Hardt et al. framework for reducing discrimina-

tion [162] have laid the foundational groundwork in this area. However, the major-



3.3. Discussion 86

ity of fairness research remains focused on tabular datasets, with relatively limited
progress in non-tabular domains such as images, text, and graphs. The integration
of fairness into mainstream machine learning workflows remains a challenge, com-

pounded by the need for domain-specific fairness metrics and techniques.

3.3.4 Sensitivity Analysis and Adversarial Robustness

Sensitivity analysis, particularly in the context of adversarial robustness, has seen
rapid growth. The discovery of adversarial examples by Szegedy et al. [184] re-
vealed the susceptibility of deep learning models to imperceptible input perturba-
tions, causing a surge in research on adversarial defenses and robustness. These
techniques range from general-purpose methods to task-specific adaptations for
structured and unstructured data. The intersection of interpretability and adversar-
ial analysis remains an emerging area with the potential to bridge the gap between

understanding model vulnerabilities and mitigating their impact.

3.3.5 Barriers to Adoption

Despite significant advancements in explainable artificial intelligence (XAI), sev-
eral challenges hinder its seamless integration into real-world machine learning
workflows. Inconsistencies in terminology and a lack of standardization often com-
plicate the adoption of interpretability techniques across different domains. Further-
more, while much of the research on interpretability provides valuable theoretical
insights, its practical utility in improving real-world systems remains limited.

Another barrier lies in the usability gap: Many interpretability methods are de-
signed with researchers in mind and may not align with the needs of practitioners in
applied fields. Current techniques often fail to account for the specific requirements
of different industries, such as regulatory compliance in healthcare or explainability
standards in finance. Additionally, interpretability methods tend to focus on tabular
or single-modality data, with limited exploration in more complex settings, such as
multi-modal or streaming data.

Although these challenges underscore the need for further research and de-

velopment, they also highlight the transformative potential of interpretability tech-
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niques to enhance machine learning workflows. By addressing these barriers, the
wider adoption of XAl can foster greater transparency, trust, and accountability in

critical applications.

3.4 Summary and Next Steps

This chapter established a comprehensive taxonomy of machine learning inter-
pretability methods, providing a structured framework for understanding and com-
paring different approaches. This taxonomy revealed key insights into the current
state of interpretability research, as well as notable gaps, particularly in the domain

of unsupervised learning.

A notable observation from this review is the strong emphasis on interpretabil-
ity techniques for supervised learning tasks, especially in fields like computer
vision and natural language processing. For example, methods such as Grad-
CAM [109] and deconvolutional networks [105] excel at generating saliency maps
to explain image classification models. Similarly, techniques such as LIME [119]
and SHAP [123] are widely adopted for feature importance and interaction anal-
ysis in black-box models. However, the review highlights a pronounced gap in
interpretability for unsupervised learning, where the lack of labeled data introduces

unique challenges.

A particularly critical gap exists in interpretable methods for unsupervised out-
lier detection, a field essential for high-stakes applications such as fraud detec-
tion, anomaly identification, and network security. Current approaches often rely
on opaque black-box algorithms that lack transparency, making it difficult to trust
or validate their outputs. This lack of interpretability poses significant barriers to
adoption in critical domains where trust, accountability, and regulatory compliance
are paramount. Without clear explanations, these systems can hinder actionable
insights and decision-making, especially in scenarios where outlier detection has

significant consequences.

To address these challenges, the next chapter introduces an innovative method

for unsupervised outlier detection. Building on the insights from this taxonomy, the
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proposed method integrates concepts from interpretability frameworks into a novel
approach tailored to unsupervised learning. This method focuses on addressing
the dual challenges of interpretability and the absence of labeled data, providing
both transparency and effectiveness in detecting anomalies. The next chapter ex-
plores the theoretical foundations, design principles, and practical evaluation of this
method, demonstrating its ability to provide clear, actionable insights across diverse

datasets.



Chapter 4

An Interpretable Method Combining
Normalizing Flows with Decision

Trees

Unsupervised outlier detection methods often lack transparency, creating significant
challenges for their adoption in critical domains such as healthcare and security,
where trust and explainability are essential. In these high-stakes applications, it is
important not only to accurately identify anomalies, but also to provide clear ex-
planations for model decisions. However, most existing methods operate as "black
boxes," offering little insight into their reasoning processes [29]. This lack of in-
terpretability complicates deployment, particularly in scenarios that require both
local interpretability (why a specific point is flagged as an outlier) and global inter-

pretability (understanding broader decision patterns).

As highlighted in Chapter 3, interpretability methods for unsupervised learn-
ing, particularly in the context of outlier detection, remain underdeveloped com-
pared to supervised learning. Supervised model techniques, such as post hoc analy-
ses, are often ill-suited for unsupervised settings, where the absence of labeled data

introduces unique challenges [28].

To address these challenges, this chapter introduces a novel framework for in-
terpretable unsupervised outlier detection that bridges the gap between performance

and explainability. The proposed method integrates normalizing flows and deci-
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sion trees, combining the generative modeling capabilities of deep learning with the
transparency of interpretable models. Using normalizing flows, the method learns
the underlying probability distribution of an unlabeled dataset and generates pseu-
dolabels to classify data points based on their likelihood. These pseudolabels enable
the application of supervised learning techniques, such as decision trees, within an
unsupervised context. Decision trees offer clear decision rules and feature impor-

tance scores, providing actionable insights into the factors driving outlier detection.
The key contributions of this chapter are as follows.

* Framework Innovation: Introduction of a method that integrates normal-
izing flows and decision trees to address detection performance and inter-
pretability in unsupervised outlier detection.

* Comprehensive Evaluation: Benchmarking against 23 state-of-the-art out-
lier detection algorithms on 17 datasets, demonstrating superior performance
in metrics such as precision, recall, F1 score and Matthews correlation coeffi-
cient, with statistical significance validated using Friedman rankings and post
hoc tests.

* Scenario-Specific Insights: Identification of conditions where the method
excels and areas requiring refinement, based on performance variability
across datasets.

* Interpretability Demonstration: Use of pseudolabels to enable supervised
learning within an unsupervised framework, with clear explanations provided

through visual tree diagrams, decision rules and feature importance analysis.

The remainder of this chapter is organized as follows. Section 4.1 reviews
related work on interpretable unsupervised outlier detection and the use of normal-
izing flows, establishing the context and motivation of this study. Section 4.2 intro-
duces the proposed framework, detailing the integration of normalizing flows with
decision trees to address both performance and interpretability challenges. Sec-
tion 4.3 describes the datasets, experimental design, and evaluation metrics used
to validate the method. Section 4.4 presents comparative evaluations against state-

of-the-art methods, together with an in-depth discussion of key findings. Finally,
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Section 4.5 concludes the chapter by summarizing its contributions.

4.1 Related Work

This section reviews relevant studies in interpretable unsupervised outlier detection
and the application of normalizing flows for unsupervised anomaly detection. The
focus is on bridging the gap between detection accuracy and interpretability while
addressing challenges in various domains. Interpretability in unsupervised outlier
detection remains an underexplored but critical area, as emphasized by recent re-
views [233], [234], [235]. This limitation challenges users in trusting and acting

upon anomaly detection results.

4.1.1 Interpretable Unsupervised Outlier Detection

Autoencoders are a popular choice due to their reconstruction-based anomaly de-
tection capabilities. Rajendran et al. [236], Gribbestad et al. [237], and Kieu et
al. [238] applied these techniques in wireless signals, health monitoring, and time
series data. Combining autoencoders with decision trees, Aguilar et al. [239] and
Zenkl et al. [240] improved interpretability by leveraging the clear decision bound-
aries of tree models, particularly for categorical data.

Statistical and rule-based methods also have improved interpretability. Huang
et al. [241] developed ISOD, using empirical cumulative distribution functions,
while Barbado et al. [28] extracted interpretable rules from One-Class SVM models.
These approaches provide transparency by linking anomalies to specific conditions
or statistical thresholds.

Chawla et al. [242] used post hoc interpretability methods such as SHAP and
LIME to reveal the contributions of features in the detection of network anomalies.
Similarly, Carletti et al. [243] proposed DIFFI, enhancing the interpretability of the
isolation forest by calculating the importance of cumulative features.

Hybrid models and novel approaches have emerged to balance detection per-
formance and interpretability. An et al. [244] introduced AAU-Net, which combines
sparse coding with neural networks for the detection of mechanical anomalies. Yang

et al. [245] developed GRAM, employing gradient attention maps to explain graph
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anomalies. Zhao et al. [246] presented FBLS, which integrates fuzzy rules with
neural networks for enhanced interpretability.

In vehicle networks, Zhou et al. [247] combined Kalman Variational Autoen-
coders with subspace extraction layers to model normal behavior and distinguish
anomalies using physical laws. For high-energy physics, Roche et al. [248] de-
veloped interpretable autoencoders based on decision trees for real-time anomaly
detection.

The enhancements to Isolation Forest include SHAP-based modifications by
Rachwal et al. [249], improving both interpretability and accuracy in fields such
as fraud detection. Attention mechanisms have also been applied, such as Yang et
al. [250] with MANet, which reduces noise that resembles outliers in seismic data
while providing interpretability.

For electricity consumption data, Gao et al. [251] introduced GRU-MACGAN,
generating synthetic anomalies and offering contrastive explanations to highlight
feature contributions, addressing class imbalance and data quality issues.

These advancements, which span autoencoders, rule-based systems, fuzzy
logic, post hoc explanations, and hybrid models, underscore ongoing efforts to make
unsupervised outlier detection more interpretable and trustworthy for practical ap-

plications.

4.1.2 Normalizing Flows for Unsupervised Outlier Detection

Normalizing flows have gained prominence in unsupervised outlier detection due
to their ability to transform simple base distributions into complex ones through
invertible transformations, enabling precise likelihood estimation for unseen data.
These methods have been applied across various domains, taking advantage of their
flexibility and expressiveness.

In time series anomaly detection, notable methods include Masked Autore-
gressive Flows (MAF) and FFJORD [252], OmniAnomaly Integration of GRU
and Planar Flows [253], and Graphical Normalizing Flows (GNF) for UAV flight
logs [254]. Advanced techniques like DDANF [255] combine autoencoders with

normalizing flows for multivariate anomaly detection.
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For trajectory data, methods such as GRADINGS [256] estimate complex
probability densities for segments and aggregate them into anomaly scores, effec-

tively handling high-dimensional, variable-length data.

In image data, FastFlow [257] integrates 2D normalizing flows with feature
extractors, and CFLOW-AD [258] uses conditional flows for the detection of patch-
level anomalies in real time. Advanced applications include 3D facial scans for

genetic syndromes [259] and medical imaging with AE-FLOW [260].

Video data applications include models such as STG-NF [261] for pose data
and DA-Flow [262], which improves anomaly detection in skeletal data using atten-
tion modules. AGC-NF [263] introduces adaptive graph convolutions to improve

anomaly detection in challenging scenarios.

For network traffic, GRAnD [264] combines VAEs and normalizing flows
to robustly reconstruct inlier data while corrupting outliers. Similarly, FAN-
FOLD [265] and other graph-based methods leverage flows for graph anomaly de-

tection.

Methods addressing out-of-distribution (OOD) challenges include Kumar
et al’s integration of Maximum Mean Discrepancy (MMD) attention mecha-
nisms [266], improving robustness by reducing overconfidence. Quantum Normal-
izing Flows [267] explore quantum architectures for bijective mappings, bypassing

the need for labeled data.

Despite these advances, interpretability remains underexplored in normalizing
flow-based models. Among 22 surveyed studies, only five explicitly address inter-
pretability [253, 259, 260, 263, 268]. This gap underscores the need for approaches
that not only detect anomalies, but also explain why data points are classified as
outliers. Table 4.1 summarizes key studies in this area, highlighting their models,

datasets, and interpretability features.
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Table 4.1: Comparison of Studies on Unsupervised Outlier Detection Using Normalizing
Flows, Including Datasets and Interpretability.

Reference Year #Models # Datasets Data Types Interpretability
[252] 2019 1 2 Time Series No
[253] 2019 5 3 Time Series Yes
[256] 2020 2 6 Time Series No
[269] 2021 2 1 Image No
[257] 2021 20 3 Image No
[266] 2021 5 6 Image No
[258] 2022 9 2 Image/Video No
[259] 2022 3 1 Image Yes
[270] 2022 6 4 Image No
[271] 2022 28 6 Video No
[264] 2022 6 2 Tabular No
[268] 2022 0 1 Tabular Yes
[254] 2023 5 1 Time Series No
[272] 2023 6 3 Image No
[260] 2023 5 5 Image Yes
[261] 2023 7 2 Video No
[273] 2023 5 4 Image/Video No
[255] 2024 12 3 Time Series No
[262] 2024 26 5 Video No
[263] 2024 10 3 Video Yes
[265] 2024 9 15 Graph No
[267] 2024 3 4 Tabular No

Proposed 2024 23 17 Tabular/Image Yes
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4.2 Proposed Methodology

4.2.1 Overview

This study introduces a methodology that uses the robust distribution modeling ca-
pabilities of normalizing flows for unsupervised outlier detection. To enhance in-
terpretability, decision trees are incorporated, providing clear, actionable insights
by providing transparent explanations for outlier classification. This focus on inter-

pretability addresses a significant challenge in unsupervised outlier detection.

Decision trees are particularly suitable for this purpose because of their inher-
ent transparency, as 'white-box’ models. In contrast to less interpretable models
such as Support Vector Machines (SVM), decision trees create easily understand-
able if-then rules. Furthermore, they can capture non-linear dependencies between
variables, a limitation in other interpretable models like logistic regression, which
assumes linearity. Their tree-diagram representations add an additional layer of
clarity, making them especially beneficial in applications where explainability is
paramount. Additionally, while real-time prediction is not the primary focus of
this work, decision trees enable much faster inference compared to models such as
K-Nearest Neighbors (KNN), which is advantageous for time-sensitive decisions.
This combination of interpretability, the ability to handle non-linear relationships,
and computational efficiency makes decision trees highly effective in practical ap-

plications that require rapid and comprehensible model outputs.

The proposed methodology is summarized in Figure 4.1, which illustrates key
steps such as data normalization, synthetic data generation, model training, evalua-

tion, and feature importance analysis.

The pseudocode in Algorithm 2 provides a detailed blueprint of the approach.
It outlines processes like training normalizing flows, generating synthetic data,
pseudo-labeling outliers, training a decision tree, and performing feature impor-
tance analysis. This step-by-step representation facilitates the seamless implemen-

tation and reproducibility of the methodology.
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Figure 4.1: Flowchart of the Proposed Unsupervised Outlier Detection Method

4.2.2 Normalizing Flows for Probability Distribution Learning

Normalizing flows [274] are a class of advanced deep generative models designed to
learn intricate data distributions through a series of invertible transformations. The
central principle of normalizing flows involves transforming a simple base distribu-
tion, such as a standard multivariate normal distribution, into a complex target dis-
tribution that reflects the data’s structure. This transformation is carried out through
a sequence of bijective, differentiable mappings that enable an efficient calculation

of the probability density function (PDF).

An illustrative example is presented in Figure 4.2.1, where a base distribu-
tion undergoes transformations, such as additive shifts and dimensional scaling, to
evolve into a target distribution. This capability of mapping simple distributions
to complex ones makes normalizing flows a powerful tool for unsupervised outlier

detection in this methodology.
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Algorithm 2 Algorithm for the Proposed Outlier Detection Method, including Normaliz-
ing Flow Training, Pseudo-Labeling, Decision Tree Training, and Interpretability Analysis

Step 1: Input

Dataset &

Predefined probability threshold T
Step 2: Data Preparation

Normalize ¥ to standardize input features.

Split Z into training dataset Zyain (70%) and testing dataset Zeg (30%).
Step 3: Train Normalizing Flow Model

Train a Normalizing Flow model on Z,ip.

Generate synthetic dataset Zgynehetic using the trained Normalizing Flow model.
Step 4: Assign pseudolabels

Assign pseudolabels t0 Dgynihetic based on the predefined probability threshold T'.
Step 5: Train Decision Tree Model

Train and tune a decision tree model using Zgynehetic With assigned pseudolabels.
Step 6: Test Model Predictions

Use the trained decision tree model to make predictions on Zeg;.
Step 7: Evaluate Performance

Compare predictions with ground truth in Zg to evaluate the model’s performance.
Step 8: Interpret Results

Compute feature importance from the decision tree model and interpret the results.
Step 9: Output

Evaluation metrics

Predictions for Zg, based on the probability threshold T

Feature importance bar chart

Decision rules diagram

Figure 4.2: Normalizing Flows transforming a simple base distribution into a complex tar-
get distribution through a sequence of invertible transformations. The first
transformation adds a constant vector to shift the distribution, and the second
transformation scales the dimensions differently.
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4.2.2.1 Mathematical Foundation

Given a dataset x € R”, the objective is to learn the probability distribution py(x).
Normalizing flows accomplish this by applying a sequence of reversible transfor-
mations fi, f2,..., fk to a simpler base distribution p.(z), where z € R”" originates
from a standard normal distribution .#"(0,I). This series of transformations maps

the base distribution to the desired distribution as follows:

X:fKOf[(_]O~~-Of1(Z) (41)

The probability density for x can then be calculated using the change-of-

variables formula:

oz\ |
)= peta) et (52 “2)
This can be further expressed using the chain rule as follows:
dfi > -
X) = p.(z det (4.3)
) = i T o (57
In this formulation, |det ( a?{f 1) ‘ represents the absolute value of the deter-

minant of the Jacobian matrix for the transformation f;. The invertibility of the

transformations ensures that the determinant can be computed efficiently.

In practical applications, computations are simplified by working with the log-
arithm of the probability density. This approach converts the product of the deter-
minants into a sum, making the calculations more feasible. For multivariate data,

the logarithmic form of the probability density is expressed as follows:

-1
log px(x) = log po( £~ (x)) + log detdf—(")] (4.4)

X

Here, f~!(x) denotes the inverse of the series of transformations applied to x,

—1
and %X(X) is the Jacobian of the inverse transformation.
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4.2.2.2 Model Architecture

This section outlines the main components of the proposed architecture, which is
built around Masked Autoregressive Flows (MAF) [275]. MAF was chosen for its
ability to model complex data distributions while maintaining computational effi-

ciency and interpretability.

1. Base Distribution
The architecture starts with a simple multivariate normal distribution p,(z), charac-
terized by a zero-mean vector and a diagonal covariance matrix. This base distribu-

tion acts as the foundation for subsequent flow-based transformations:

p:(z) = A (z;0,1) (4.5)

This choice simplifies initial probability computations and ensures that trans-
formations progressively refine the base distribution into the desired target distribu-
tion px(x).

2. Bijectors and Masked Autoregressive Flows

A key element of the architecture is the use of Masked Autoregressive Flows, where
each layer applies an autoregressive transformation conditioned on preceding di-
mensions. This structure guarantees invertibility and efficient computation of the

Jacobian determinant. The transformation applied by a single MAF layer is:

fe(z) =2+m(z) ©5(z) (4.6)

Here, m(z) and s(z) are neural network-based functions with an autoregres-
sive structure, and © denotes the element-wise product (Hadamard). The Jacobian

determinant for the transformation is computed as

log

dfi(z)| _ ¢
det#‘ = ; si(z) 4.7)

This design enables sequential transformations for each dimension, capturing

dependencies within the data while maintaining invertibility. Figure 4.3 illustrates
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the working of an MAF layer.

Figure 4.3: Illustration of a Masked Autoregressive Flow (MAF) layer. Dimensions are
transformed sequentially based on preceding dimensions. The neural network
functions are defined as m(z) = 0.5*z and s(z) = log(1 +exp(z)).

3. Permutation Bijectors

To enhance the flexibility of the flow model, permutation bijectors are introduced
between MAF layers. These operations reorder dimensions, allowing the MAF lay-
ers to capture interactions between variables on different dimensions. A commonly

used permutation is the reverse order:

7 =Pz (4.8)

Here, P is a permutation matrix that reverses the order of the elements in z.

4. Chain Bijector

The sequence of transformations, including MAF layers and permutation bijectors,
is combined into a single chain. This chain forms a bijective mapping from the base
distribution to the target distribution, transforming the simple Gaussian into a more

complex data distribution:

Sehain = fkoPx_10 fg—10---0P1ofi 4.9)

5. Transformed Distribution

The chain bijector maps the base distribution to the transformed distribution px(x).
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This transformation enables the computation of the log-probability for each data

point, which is essential for training the model and performing outlier detection:

d fchain (X) -

o (4.10)

pX(X) - pz(fCIlfllin<X)) ‘det

4.2.2.3 Forward and Backward Pass

This section details the forward and backward passes in the normalizing flow archi-
tecture, focusing on the Masked Autoregressive Flow (MAF) layers and permuta-

tion operations within the chain bijector.

Forward Pass

For a given input vector X = [x1,x7,...,x,|, the forward pass proceeds as follows:

1. First MAF Layer:

¢ For the first dimension:

21 :xl-exp(—s1)+m1 4.11)

* For subsequent dimensions (conditioned on prior dimensions):

22 = (% —ma(x1)) - exp(—s2(x1)) (4.12)
73 = (x3 —m3(x1,x2)) - exp(—s3(x1,x2)) (4.13)
(4.14)

Zn = (Xp —my(x1,x2, ..., Xp—1)) - exp(—sn(X1,X2,- - -, Xy—1))  (4.15)

2. First Permutation Layer:

* Apply a permutation to the transformed variables to introduce depen-

dencies across dimensions:

Z/ _= PIZ (416)
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* For example, if P reverses the order, the result is:

Z/ = [Zrnzn—lv"' ;Zl]

3. Second MAF Layer:

e For the first dimension of z:

1 =2 -exp(—s3) +m3

¢ For the other dimensions:

2 = (2 —ma(21)) - exp(—s4(z1))

y3 = (25 —ms(2],25)) - exp(—s5(2},25))

Y = (2 = Mpy2(2, 20520 1)) - €XP(—Sns2(215 20, - 12 1))

4. Second Permutation Layer:

* Apply another permutation:

y =Py

e For instance, if P, reverses the order:

y/ = [)’ny)’n—la- . 7y1]

5. Final Qutput:

* The final output in the latent space is:

z :yl = [)’n:)’n—la-~ '7)’1]
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4.17)

(4.18)

(4.19)

(4.20)

(4.21)

(4.22)

(4.23)

(4.24)

(4.25)
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Backward Pass

The backward pass reverses the transformations in the forward pass:

1. Second Permutation Layer:
y=Ply (4.26)
If P, is a reverse permutation:

Y= [)’17)’2:---’)%] (427)

2. Second MAF Layer:

* For the first dimension of y:

71 = (y1 —m3) -exp(s3) (4.28)

¢ For the other dimensions:

25 = (y2—ma(2})) -exp(sa(z})) (4.29)
25 = (y3 —ms(2},25)) - exp(ss(2],25)) (4.30)
(4.31)

in = (yn _mn+2(zll 7Z/27 s ’Z:’l—l)) ’ exp(sn+2(z’1 7Z/27 s ’Z:’l—l)) (432)

3. First Permutation Layer:

z=P;'7 (4.33)

If Py is a reverse permutation:

Z=1[21,22,---,2n) (4.34)

4. First MAF Layer:
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¢ For the first dimension:

x1 = (z1 —my) -exp(sy) (4.35)

* For the remaining dimensions:

X = (Z2 — mz(X1>) . exp(sz(xl)) (4.36)
x3 = (23 —m3(x1,x2)) -exp(s3(x1,x2)) (4.37)
(4.38)

Xn = (20 —mp(x1,%2, ..., Xn—1)) - exp(sp (X1, %2, . .., Xn—1)) (4.39)

5. Final Output:

* The recovered input vector is:

X = [X],X2,...,Xn] (4.40)

4.2.2.4 Training Process Overview

In this model, the input is the feature vector x, and the output is the log-probability
derived from the transformed distribution. The model parameters are initialized
using the Glorot Normal initializer [276], which ensures stability during training.
Optimization is performed with the Adam algorithm, using an exponentially de-
creasing learning rate to achieve better convergence. The training process consists

of the following steps:

1. Initialization:

- Set up the initial parameters of the network.

2. Forward Pass:
- For each input data point x in the dataset, pass it through the series of trans-
formations to derive the corresponding latent representation z. - Calculate the

log-likelihood of x using the base distribution and the Jacobian determinants
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of the transformations.

3. Loss Computation:
- The training objective is to minimize the negative log-likelihood of the

dataset:

1Y ;
L= —Ni;log px(x?) (4.41)

4. Backward Pass:
- Calculate the gradients of the loss function with respect to the parameters of
the transformations using backpropagation. - Update the model parameters

using a suitable optimization algorithm.

5. Repeat:
- Continue iterating through the dataset, performing forward and backward

passes until the model achieves satisfactory performance.

The proposed architecture balances simplicity and effectiveness, making it
suitable for modeling intricate data distributions while remaining computationally
efficient for training and inference. A comprehensive visualization of the archi-
tecture, which incorporates Masked Autoregressive Flows (MAF) and permutation

layers, is provided in Figure 4.4.

4.2.3 Synthetic Dataset Generation

The goal of this process is to generate a synthetic dataset that mimics the charac-
teristics of the original dataset using the normalizing flow model. This synthetic
dataset is used to assign pseudolabels for outlier detection. The size of the gener-
ated dataset can be adjusted according to the needs of the application. For example,
it can be smaller than or larger than the original dataset. In our experiments, we gen-
erated a synthetic dataset twice the size of the original dataset, since this approach
provides a better representation of the minority class by increasing the number of
available examples. The procedure for generating the synthetic dataset is described

below:
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Figure 4.4: Overview of the Normalizing Flow architecture with Masked Autoregressive
Flows (MAF) and Permutation Layers.

1. Sampling from the Base Distribution
Data points are sampled from the base distribution modeled by the normalizing

flow:

z~ N/ (0,1) (4.42)

2. Applying the Inverse Transformations
The sampled points, represented as z, are mapped back to the original data space
by applying the inverse of the bijective transformations learned by the normalizing

flow model.

Xynthetic = fopain (Z) (4.43)

where fc}lém represents the inverse of the sequence of transformations defined

by the normalizing flow.
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3. Generating the Synthetic Dataset
By iterating through the sampling and transformation steps, a synthetic dataset is

constructed that reflects the probability distribution of the original dataset.

N
Xsynthetic = {Xsynthetic,i}i:] (4.44)

4. Data Clipping
Finally, the values in the synthetic dataset are clipped to align with the range of
the original dataset, ensuring that all values remain realistic while still capturing

potential outliers.

4.2.4 Pseudo-label Generation

After the synthetic dataset is generated, pseudolabels are assigned using the prob-
ability densities computed by the normalizing flow model. These pseudolabels are
critical for detecting outliers in an unsupervised manner and are subsequently used

to train a decision tree for interpretability. The process involves the following steps:

1. Compute Probability Densities

For each data point Xgynthetic,; In the synthetic dataset, its probability density is cal-
culated under the learned distribution. This is achieved by mapping Xsynthetic,i back
through the sequence of invertible transformations in the normalizing flow to obtain

z;, and then evaluating the density of z; under the base distribution:

afil (Xsynthetic,i)

(4.45)
) Xsynthetic,i

log Px (Xsynthetic.,i) = log Dz (f_l (Xsynthetic,i)) + log det

Here:
o f1 represents the inverse transformations applied to Xgynehetic, i»

* log p, is the log-probability under the base distribution,

f71 (Xsymhetic,i)

. . d .
* The Jacobian determinant det accounts for the change in volume

d Xsynthetic,i

during the transformations.

2. Thresholding for Outliers

To classify synthetic data points as inliers or outliers, a threshold is defined based
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on their probability densities. Following the approach used in PyOD [79], a well-
known library and benchmark for outlier detection, a specified percentage of data
points (e.g. 2%) are identified as outliers. Data points are ranked by their probabil-
ity densities, with those below the threshold labeled as outliers and those above it
labeled as inliers. This method ensures consistency across models in benchmarks,

including the proposed approach, enabling fair and unbiased comparisons.

* Inliers: Data points with high probability densities (above the threshold).

* Qutliers: Data points with low probability densities (below the threshold).

The threshold can be expressed as:

Threshold = percentile({log px(xsynthetic,i)}i'vzl , Oc) (4.46)

where o represents the percentage of points that should be classified as out-

liers.

Figure 4.5: Two dimensions of the 33-dimensional Ionosphere dataset used to train a nor-
malizing flow (left) and the synthetic dataset generated by the trained model
(right). Applying an outlier percentage o = 0.36 to the synthetic dataset, 64%
of the points with the highest probability density are labeled as inliers (blue),
and 36% with the lowest probability density are labeled as outliers (yellow).

By assigning pseudolabels, a labeled dataset is constructed, with outliers iden-
tified based on their likelihoods under the learned distribution. This labeled dataset
can then be used to train a decision tree, allowing interpretability of the outlier de-

tection process and identifying the features that contribute to each classification.
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4.2.5 Decision Tree Training

The goal of this step is to use the pseudolabels generated by the normalizing flow
model to train a decision tree. Decision trees are inherently interpretable, providing
insight into the decision-making process by analyzing the structure of the tree and
the importance of the features. Training a decision tree on the pseudo-labeled data
creates a model capable of classifying the original dataset into inliers and outliers

while offering clear explanations for its classifications.

1. Preparing the Training Data
To train the decision tree, the original dataset is paired with the pseudolabels from
the previous step. The features of the dataset act as inputs to the decision tree, while

the pseudolabels serve as the target output.

Training Data = (Xgynthetic,¥) (4.47)

Here, Xgynthetic represents the synthetic dataset, and y denotes the pseudolabels.

2. Training the Decision Tree
The decision tree classifier is trained on the prepared dataset, learning to classify
data points based on the relationships between features and the pseudolabels. Stan-
dard training procedures for decision trees include:

* Identifying the best split points using the Gini impurity criterion.

* Pruning the tree to avoid overfitting and improve generalization.

* Evaluating the model performance using 5-fold cross-validation with the F1

Score as the evaluation metric.

4.2.6 Decision Tree Scoring

After training the decision tree, it is applied to the original dataset to classify each
data point as an inlier or an outlier. The decision tree also provides interpretability
by identifying the features that contribute the most significantly to the classifica-

tions.

9; = DecisionTreeClassifier(x;) (4.48)



4.3. Data and Experiments 110

In the equation, ¥; represents the predicted label (inlier or outlier) for the data

point Xx; in the original dataset.

4.2.7 Extracting Feature Contributions and Rules

During both the training and scoring phases, the feature importances can be ex-
tracted to determine which features have the greatest influence on the classification
of inliers and outliers. The feature importance is calculated on the basis of the

reduction in impurity achieved by a feature at each split point in the decision tree.

Feature Importance = Z Almpurity (¢, feature)
reSplits

Here, Almpurity(z, feature) represents the reduction in impurity attributed to
the feature at split 7.

Due to the transparent nature of decision trees, feature contributions can be
analyzed both globally (across the entire training or scoring dataset) and locally (for
individual data points). In addition, decision rules are derived to further enhance the

interpretability of the proposed method.

4.3 Data and Experiments

This section provides an overview of the datasets and experiments conducted to val-
idate the proposed methodology. It describes the datasets, including their sources,
characteristics, and preprocessing steps, followed by a description of the experi-

mental setup, training process, evaluation metrics, and parameters used.

4.3.1 Datasets

The proposed approach was evaluated using 17 benchmark datasets from the stan-
dardized collection provided by the PyOD library (Python Outlier Detection) [79],
a well-established resource in outlier detection research. These datasets provide a
consistent and unbiased benchmark, enabling fair model comparisons. All datasets
are publicly accessible through the PyOD GitHub repository.

To ensure fairness, identical datasets and evaluation metrics were used across

all models, ensuring that the results accurately reflect each model’s inherent capa-
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bilities without external biases. Table 4.2 summarizes the datasets used, including

the number of samples, dimensions, and the percentage of outliers.

Table 4.2: Summary of datasets used in the experiments, detailing sample size, dimension-
ality, outlier percentage, application domain, and data type.

Dataset  #Samples #Dimensions % Outliers Domain Data Type
arrhythmia 452 274 14.60 Healthcare Tabular
cardio 1831 21 9.61 Healthcare Tabular
glass 214 9 4.21 Forensics Tabular
ionosphere 351 33 35.90 Space Physics Tabular
letter 1600 32 6.25 Computer Vision Tabular
lympho 148 18 4.05 Healthcare Tabular

mnist 7603 100 9.21 Computer Vision Image

musk 3062 166 3.17 Chemistry Tabular
optdigits 5216 64 2.88 Computer Vision Tabular
pendigits 6870 16 227 Computer Vision Tabular
pima 768 8 34.90 Healthcare Tabular
satellite 6435 36 31.64 Remote Sensing Tabular
satimage-2 5803 36 1.22 Remote Sensing Tabular
shuttle 49097 9 7.15 Aerospace Tabular
vertebral 240 6 12.50 Healthcare Tabular
vowels 1456 12 343 Linguistics Tabular
wbc 378 30 5.56 Healthcare Tabular

4.3.1.1 Preprocessing Steps

Before training and evaluation, all datasets were normalized, with features stan-
dardized to have zero mean and unit variance. This step ensured the normalizing
flow model learned a well-behaved probability distribution. The dataset was then

divided into 70% for training and 30% for evaluation.

4.3.2 Experimental Setup

This subsection details the experimental setup, including the training process, eval-

uation metrics, and parameters used.
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4.3.2.1 Training Process

The training process of the proposed methodology comprises the following steps:

1. Training the Normalizing Flow Model: The normalizing flow model was

trained on the training data to learn the underlying data distribution.

2. Generating Synthetic Data: Synthetic data were generated by sampling the

base distribution and applying the learned transformations.

3. Pseudo-label Generation: The probability densities for the synthetic data
points were calculated and pseudolabels were assigned based on a predefined

threshold (for example, the bottom 2% labeled as outliers).

4. Training the Decision Tree: A decision tree classifier was trained on the

pseudolabeled synthetic dataset to distinguish between inliers and outliers.

5. Application to the Original Dataset: The trained decision tree was applied
to the original dataset to classify data points and extract feature contributions

and decision rules for interpretability.

4.3.2.2 Parameters Used

The key hyperparameter choices are summarized below. These were selected to
balance simplicity and performance, ensuring effective results without unnecessary
complexity. Details on additional parameters are available in the accompanying
code repository.
* Normalizing Flow Model Architecture:
— Number of layers: 2
— Hidden units: [128, 128]
— Activation function: tanh
This configuration reduces overfitting while capturing key data distribution
patterns.
* Normalizing Flow Model Training:

— Optimizer: Adam
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— Learning rate: 0.001 with exponential decay
— Parameter initializer: Glorot Normal
— Number of epochs: 300
These values were chosen on the basis of initial experiments and were found
sufficient for convergence while maintaining computational efficiency.
* Decision Tree Tuning:
— 5-fold cross-validation with the F1 score was used as the evaluation met-

ric to select the best hyperparameters.

4.3.2.3 Evaluation Metrics

To comprehensively evaluate the proposed approach, we used multiple metrics that
capture different aspects of performance, especially important in the detection of

outliers due to class imbalance.

Precision
Precision measures the proportion of correctly identified outliers (true positives)
among all predicted outliers:

TP

Precision = ——— (4.49)
TP+FP

This metric is critical in scenarios where false positives are costly, such as

fraud detection or medical diagnosis, as it reduces unnecessary actions.

Recall

Recall quantifies the proportion of true positives among all actual outliers:

TP
Recall = —— (4.50)
TP+FN

High recall ensures that most outliers are detected, which is essential in high-

stakes contexts like identifying fraud or diseases.

F1 Score
The F1 score, the harmonic mean of Precision and Recall, balances the trade-off

between false positives and false negatives.
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Precision - Recall

F1 Score =2 4.51)

" Precision + Recall

F1 is particularly useful for imbalanced datasets but does not account for true
negatives, making it less suitable for applications requiring inlier classification ac-

curacy.

Matthews Correlation Coefficient (MCC)
MCC evaluates overall performance by incorporating all elements of the confusion
matrix.

TP-TN—FP-FN

MCC = (4.52)
\/(TP+FP)(TP+FN)(TN+FP)(TN +FN)

MCC is well-suited for imbalanced datasets, providing a holistic view of the
model’s ability to handle both outliers and inliers, making it more comprehensive

than the F1 score.

Combining the F1 score and MCC provides a thorough evaluation: The F1 score
ensures effective outlier detection by balancing Precision and Recall, while MCC
assesses overall accuracy, including inlier classification. Together, these metrics
enable a nuanced understanding of the model’s strengths and weaknesses, tailored

to application-specific needs.

4.3.2.4 Model Comparison

The proposed method was evaluated against 23 established models selected from
the PyOD library (Python Outlier Detection) [79], a widely recognized benchmark
for outlier detection research. These models encompass various approaches, in-
cluding statistical, proximity-based, probabilistic, and machine learning techniques,
providing a comprehensive comparison. Ensemble methods, such as Feature Bag-
ging, were excluded to ensure a fair comparison since the proposed method is not
ensemble-based. The models also include recent advances, such as the Deep Isola-
tion Forest based on deep learning [277].

Below is an overview of the competing algorithms.
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1. Angle-Based Outlier Detection (ABOD) [27] detects outliers by assessing
the variance in weighted cosine scores between an observation and its neighbors.

Higher variance indicates a higher likelihood of being an outlier.

2. Cluster-Based Local Outlier Factor (CBLOF) [65] assigns outlier scores
based on the size of the cluster to which a point belongs and its distance from larger

clusters.

3. Histogram-Based Outlier Score (HBOS) [23] estimates data distributions us-

ing feature histograms, assuming feature independence.

4. Isolation Forest (IForest) [72] isolates outliers by recursively partitioning data

using randomly selected features and values.

5. Deep Isolation Forest (Deep IForest) [277] extends [Forest with deep learning-

based representations for non-linear isolation.

6. K-Nearest Neighbors (KNN) [26] detects outliers by measuring the distance to

the k-th nearest neighbor.

7. Average K-Nearest Neighbors (Average KNN) calculates the average distance

to the k-nearest neighbors.

8. Median K-Nearest Neighbors (Median KNN) uses the median distance to the

k-nearest neighbors, making it less sensitive to outliers.

9. Local Outlier Factor (LOF) [22] measures the density deviation of a point

compared to its neighbors, identifying points with lower density as outliers.

10. Minimum Covariance Determinant (MCD) [69] identifies outliers using the

Mahalanobis distance, assuming Gaussian data distributions.

11. One-Class SVM (OCSVM) [68] maps data into a higher-dimensional space

and separates normal and anomalous points using a hyperplane.

12. Principal Component Analysis (PCA) [70] projects data on principal compo-

nents to detect deviations as outliers.

13. Kernel PCA (KPCA) [278] applies kernel functions to perform non-linear

dimensionality reduction for anomaly detection.
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14. Empirical Cumulative Distribution (ECOD) [58] uses empirical cumulative
distribution functions to estimate tail probabilities and detect outliers.

15. Gaussian Mixture Model (GMM) [279] fits data using a mixture of Gaussian

distributions and identifies outliers based on low-probability points.

16. Isolation Using Nearest Neighbors Ensemble (INNE) [280] employs ensem-

bles of nearest-neighbor distances to isolate outliers.

17. Copula-Based Outlier Detection (COPOD) [281] uses copulas to model de-
pendencies between variables and calculates tail probabilities to detect anomalies.
18. One-Time Sampling [282] randomly samples a subset of data and measures
the minimum distance from each point to the sampled subset.

19. Local Unsupervised Outlier Detection Using Robust Statistics (LUNAR)
[283] leverages graph neural networks to model nearest-neighbor relationships for
outlier detection.

20. Kernel Density Estimation (KDE) [284] estimates local densities using vari-
able kernels and flags points with low densities as outliers.

21. Locally Mahalanobis Distance Detection (LMDD) [285] detects anomalies

based on the dissimilarities measured by the Mahalanobis distance.

22. Autoencoder [286] identifies outliers based on a high reconstruction error from

a compressed representation.

23. Deep Support Vector Data Description (DeepSVDD) [287] minimizes the
volume of a hypersphere enclosing normal data in a latent space, classifying distant
points as outliers.

This comprehensive comparison ensures a thorough evaluation of the proposed
method against a wide range of state-of-the-art techniques, highlighting its effec-

tiveness in diverse scenarios.

4.3.2.5 Statistical Analysis: Friedman Test and Post-Hoc Holm Pro-

cedure

To evaluate the statistical significance of performance differences among outlier

detection models, we employed the Friedman test, followed by the post-hoc Holm
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procedure. This robust framework ensures that observed differences are meaningful
and not due to random variation or multiple comparisons. Widely used in machine
learning, the Friedman test identifies overall performance differences across algo-
rithms, while the Holm procedure pinpoints specific pairwise differences, control-
ling for Type I errors. Together, they provide a rigorous and interpretable evaluation
of model rankings across datasets, critical for confirming algorithm superiority in

diverse real-world applications.

Friedman Test: Detecting Overall Differences
The Friedman test ranks algorithms for each dataset and evaluates whether their
rank differences are statistically significant. For k algorithms evaluated on N

datasets, the average rank R; for algorithm i is:
1 N
N =
where r;; is the rank of algorithm i on dataset j. The test statistic x]% is:
2N [ & k(k + 1)?
2 R _
A= klk+ 1) (Z

with x2 following a chi-squared distribution with k — 1 degrees of freedom.

Post-Hoc Holm Procedure: Pinpointing Significant Comparisons
If the Friedman test reveals significant differences, the Holm procedure determines
which algorithm pairs differ meaningfully. The p-values for pairwise comparisons

are ordered as pp, pa, ..., pm, and adjusted significance levels ¢; are calculated as:

(04

o = ———
" m—i+1

where « is the overall significance level (e.g., 0.05). Null hypotheses for compar-

isons are rejected iteratively if p; < o.

This combined approach is invaluable for benchmarking machine learning

models, ensuring robust conclusions about algorithm performance while avoiding
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misleading results due to chance. It is particularly critical in fields like outlier de-
tection, where class imbalance and dataset diversity can obscure true performance

differences.

4.3.2.6 Further Implementation Details
Comprehensive implementation details are available in a publicly accessible repos-
itory, ensuring reproducibility and facilitating further research. The experiments

extensively used the PyOD library [79] for the detection of outliers.

4.4 Results and Discussion

This section presents the experimental results, including comparisons with baseline
models, and discusses the advantages and limitations of the proposed approach. In-
sights derived from the feature importance analysis are also included. The proposed
method was evaluated on 17 datasets and compared with 23 baseline models using
metrics such as the F1 score, the Matthews correlation coefficient (MCC), preci-
sion, and recall. Statistical analysis using the Friedman test and post hoc analysis
showed no significant performance differences between our method and the base-
line models. However, the proposed method demonstrated a significantly higher

level of interpretability compared to competing models.

4.4.1 Training Losses

The training loss curves (Figure 4.6) in the 17 datasets demonstrate the ability of
the normalizing flow model to learn data distributions effectively. For datasets such
as arrhythmia.mat, cardio.mat, and satellite.mat, the loss smoothly decreased, indi-
cating efficient learning of the properties of the data.

Some datasets, including mnist.mat and shuttle.mat, exhibited initial fluctua-
tions in loss values, which stabilized as training progressed, reflecting the model’s
eventual success in learning the distributions. However, datasets like lympho.mat
and vertebral.mat showed persistent fluctuations throughout training, suggesting
challenges in consistently capturing their underlying distributions.

Overall, while the normalizing flow model performed well for most datasets,

its stability varied, particularly for more complex or irregular distributions.



Figure 4.6: Training losses (negative log-likelihood) for all 17 datasets using the normalizing flow model over 300 epochs. The negative log-likelihood
measures how well the model fits the data distribution during training.
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4.4.2 Execution Times

When assessing the computational efficiency of outlier detection models, it is im-
portant to distinguish between training time and scoring time. Training is typically
performed offline and can afford to be more time-intensive unless frequent retrain-
ing is required. In contrast, test time directly impacts real-time performance, mak-
ing it a critical metric for practical applications. The execution times for the pro-
posed method and 23 baseline models were measured in 17 datasets, as summarized

in Tables 4.3 and 4 .4.

4.4.2.1 Training Time

The training time results, detailed in Table 4.3, reveal that the proposed method has
significantly longer training times compared to most baseline models. For example,
on the mnist dataset, the proposed method required 312.61 seconds, while simpler
models such as HBOS and ECOD completed the training in just 0.04 and 0.09
seconds, respectively. Similarly, on the shuttle dataset, the training time for the
proposed method was 1839.48 seconds, compared to only 0.03 seconds for HBOS
and 0.08 seconds for COPOD.

The longer training times are attributed to the computational demands of nor-
malizing flows, which involve multiple transformation stages to accurately model
the data distribution. Despite these longer training times, the impact on real-time
performance is minimal in most applications, as training typically occurs offline.

However, in scenarios that require frequent model retraining, the extended
training time could pose challenges. In such cases, strategies such as model op-
timization or the adoption of faster alternative methods may need to be explored to

mitigate this limitation.

4.4.2.2 Scoring Time

As shown in Table 4.4, the proposed method demonstrated consistently fast scor-
ing times in all datasets. For example, on the cardio dataset, the scoring time for
the proposed method was only 0.0002 seconds, significantly outperforming models

such as IForest and DeepSVDD, which required 0.0519 and 0.0724 seconds, re-
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Table 4.3: Training time (in seconds) for each dataset and model

Model / Dataset arrhythmia cardio glass  ionosphere letter lympho  mnist musk  optdigits pendigits pima satellite satimage-2  shuttle  vertebral vowels whe

ABOD 1.3870 0.2860  0.0250 0.0709 0.2613  0.0276 1.0323 0.4549 0.1646 0.3213 0.0901 0.8312 0.7587 8.4604 0.0276 0.1745  0.0768

AutoEncoder 7.3929 10.0020  4.4648 5.2891 9.6240 44244 354750 34.8139  5.0485 149577  6.4066  27.8738 24.6798 174.6256  4.4241 8.8937  5.0592

Average KNN 0.0067 0.0078  0.0016 0.0029 0.0076  0.0025  0.0971 0.0364 0.0083 0.0123 0.0047  0.0485 0.0336 3.1134 0.0015 0.0147  0.0030

CBLOF 1.1793 0.1023  0.0360 0.0426 0.0911  0.0398  0.3140 0.1373 0.0909 0.0759  0.0608  0.1776 0.1886 0.2029 0.0388 0.0667  0.0559
COPOD 0.1294 0.0065  0.0017 0.0027 0.0069  0.0017  0.0976 0.0982 0.0123 0.0124  0.0023  0.0302 0.0272 0.0784 0.0016 0.0044  0.0026
Deep IForest 1.6592 3.1760  1.0359 1.2609 2.8553 09554  13.6051 7.3897 5.6608 6.8260 1.6762  10.7388 9.1211 84.2851 1.0921 2.5427  1.2359
DeepSVDD 4.0572 7.0480  3.5825 3.5276 6.5088 3.0132 21.4746 18.6316  5.1124 55522 4.6178  18.2599 16.7890 120.2405 3.2616 6.2256  5.4860
ECOD 0.0115 0.0058  0.0016 0.0025 0.0068  0.0016  0.0864 0.0787 0.0103 0.0107 0.0022  0.0277 0.0250 0.0612 0.0017 0.0046  0.0026
GMM 0.0234 0.0069  0.0046 0.0051 0.0071  0.0051 0.0391 0.0326 0.0086 0.0459  0.0048  0.0149 0.0141 0.1987 0.0058 0.0056  0.0049
HBOS 2.6218 0.0060  0.0024 0.0101 0.0089  0.0043  0.0449 0.1485 0.0135 0.0459  0.0024  0.0160 0.0148 0.0253 0.0018 0.0043  0.0070
IForest 0.3243 03431 0.2027 0.3093 03384  0.2885  0.6086 1.2616 0.2769 0.3297 02195 04777 0.4556 1.3143 0.2086 0.2473 02973
INNE 0.1930 02029 0.1429 0.1526 0.2007  0.1425  0.5268 0.9040 0.2826 0.3161 0.1758  0.3964 0.3497 1.4753 0.1444 0.2009  0.1490
KDE 0.0623 0.1753  0.0025 0.0101 0.1886  0.0017  7.3730 3.6825 0.0135 0.0506  0.0239  3.3609 2.9227 112.0954  0.0028 0.1088  0.0110
KNN 0.0089 0.0070  0.0016 0.0032 0.0125  0.0028  0.0912 0.0454 0.0066 0.0108 0.0048  0.0572 0.0445 3.6489 0.0017 0.0141  0.0058
KPCA 0.1165 0.6233  0.0435 0.0758 0.4992  0.0301  21.5747  0.7303 0.0854 02144 0.1609  12.9962 9.8443 6178.2920  0.0461 0.4060  0.0808
LMDD 3.8029 52418 0.2272 0.4900 52984  0.1868 4425049 52.1393  3.0060 6.3325 0.7654  95.7511 75.5936 15733373 0.2361 22637  0.5350
LOF 0.0074 0.0192  0.0025 0.0045 0.0130  0.0030  0.1038 0.0532 0.0071 0.0126  0.0075  0.0608 0.0451 5.6946 0.0025 0.0245  0.0085
LUNAR 2.9595 3.8569  1.5468 2.1222 3.5872 14558 19.4320  8.9196 4.1677 3.8432 21818  15.7355 13.7962 154.0852 1.5121 3.2885  1.8835
MCD 0.7244 05182  0.0346 0.0789 1.2788  0.0392  2.7357 0.2971 0.6234 0.4355 05134  2.9004 2.4955 15.5612 0.0679 0.7790  0.0628
Median KNN 0.0071 0.0081  0.0017 0.0032 0.0083  0.0023  0.0950 0.0449 0.0082 0.0117 0.0065  0.0490 0.0375 3.1561 0.0017 0.0145  0.0034
OCSVM 0.0210 02362 0.0052 0.0156 02026  0.0046  4.6631 1.3762 0.0370 0.0445 0.0472  3.1077 2.1939 169.0055 0.0066 0.1666  0.0142
PCA 0.0445 0.0041  0.0016 0.0032 0.0052  0.0015  0.0756 0.0659 0.0123 0.0145 0.0016  0.0171 0.0134 0.0247 0.0027 0.0021  0.0022
Proposed 45.7236 59.5267 157126 223013 55.4959 15.1045 312.6061 580.3967 43.9125 60.8559 27.3973 288.5200 243.6259  1839.4829 16.5825 45.6393 21.1687
Sampling 0.0039 0.0011  0.0006 0.0008 0.0013  0.0007  0.0098 0.0083 0.0017 0.0020  0.0010  0.0033 0.0029 0.0200 0.0007 0.0011  0.0009

spectively. Across all datasets, the proposed method consistently achieved one of

the lowest scoring times, frequently below 0.0002 seconds.

This exceptional efficiency during testing makes the proposed approach well
suited for real-time applications requiring low-latency anomaly detection. Scenar-
i0s such as fraud detection and network security, where immediate responses to
anomalies are critical, particularly benefit from the rapid testing capabilities of our

method.

4.4.3 F1 Results

This section evaluates the performance of the proposed method using the F1 score
in various datasets. Key analyses include the correlation of the characteristics of the
dataset with the performance of F1, the raw F1 scores for each dataset and model
(Table 4.5), the Friedman ranking (Table 4.6) and post hoc comparisons with the
Holm adjustment (Table 4.6).
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Table 4.4: Scoring time (in seconds) for each dataset and model

Model / Dataset arrhythmia cardio glass ionosphere letter lympho mnist musk optdigits pendigits pima satellite satimage-2 shuttle vertebral vowels wbc
ABOD 0.0344 0.1068 0.0106 0.0294 0.0951 0.0114 1.6072 0.4795 0.1636 0.1979  0.0374 0.4731 0.4349 4.0354 0.0115  0.0725 0.0316
AutoEncoder 0.0506 0.0661 0.0454 0.0497 0.0547 0.0445 0.1289 0.1306  0.1296 0.1330  0.0520 0.1151 0.1060 0.5683 0.0440  0.0598 0.0481
Average KNN 0.0356 0.1077  0.0073 0.0194 0.0967 0.0078 1.3054 0.4183 0.1414 0.1754  0.0242  0.4190 0.3887 2.9981 0.0085  0.0502 0.0197
CBLOF 0.0031 0.0022 0.0014 0.0014 0.0021  0.0015 0.0075 0.0049  0.0020 0.0018  0.0015  0.0035 0.0033 0.0065 0.0016  0.0015 0.0018
COPOD 0.0178 0.0102 0.0014 0.0030 0.0121  0.0013  0.1414 0.1279  0.0120 0.0124  0.0028  0.0443 0.0408 0.0937 0.0013  0.0063 0.0031
Deep IForest 0.4119 1.0706 0.2807 0.3419 09631 02511 4.1522 4.0614  1.6530 22549 05189 3.1614 2.8998 283132  0.2841  0.8474 0.3816
DeepSVDD 0.0517 0.0724 0.0473 0.0500 0.0573 0.0458  0.1335 0.1310 0.1354 0.1386  0.0523  0.2288 0.1113 0.5862 0.0495  0.0644 0.0502
ECOD 0.0156 0.0072  0.0013 0.0027 0.0080 0.0013  0.1286 0.1221  0.0125 0.0125  0.0021  0.0403 0.0352 0.0908 0.0013  0.0043 0.0027
GMM 0.0012 0.0008  0.0004 0.0004 0.0009  0.0004 0.0035 0.0038  0.0008 0.0039  0.0004 0.0013 0.0010 0.0030 0.0004  0.0008 0.0004
HBOS 0.0010 0.0004  0.0002 0.0042 0.0006  0.0002  0.0049 0.0049  0.0044 0.0039  0.0002  0.0022 0.0020 0.0034 0.0002  0.0006 0.0002
IForest 0.0493 0.0519 0.0395 0.0412 0.0517 0.0413  0.1253 0.1703  0.0442 0.0518  0.0435 0.0850 0.0808 0.2767 0.0397  0.0490 0.0406
INNE 0.0645 0.0695 0.0444 0.0497 0.0729 0.0454 0.1988 0.3342  0.1159 0.1236  0.0520 0.6558 0.1536 0.6086 0.0515  0.0694 0.0477
KDE 0.0250 0.0743  0.0010 0.0042 0.0783  0.0006 3.2238 1.8549  0.0044 0.0236  0.0103  1.4418 1.2522 47.7514  0.0010  0.0429 0.0050
KNN 0.0253 0.0789 0.0049 0.0130 0.0754 0.0048  1.1985 0.4637  0.0901 0.1375  0.0172  0.3560 0.3300 2.5416 0.0054  0.0358 0.0142
KPCA 0.0314 0.1470  0.0201 0.0324 0.1309 0.0142 24104 0.1240  0.0291 0.0461  0.0470 1.6414 1.1387 52.1661 0.0144  0.1037 0.0286
LMDD 0.8588 1.1969  0.0523 0.1283 1.1771  0.0435 76.6542 9.7246  0.6045 1.2623  0.2222 17.2383  14.1535  249.4734  0.0589  0.6146 0.1365
LOF 0.0030 0.0055 0.0011 0.0024 0.0052 0.0014  0.0458 0.0224  0.0030 0.0049  0.0092  0.0281 0.0188 2.4441 0.0009  0.0088 0.0032
LUNAR 0.0110 0.0108 0.0016 0.0045 0.0096 0.0034 0.0832 0.0489  0.0064 0.0088  0.0042 0.0434 0.0392 0.4592 0.0014  0.0107 0.0041
MCD 0.0107 0.0007  0.0004 0.0005 0.0009 0.0004 0.0185 0.0038  0.0010 0.0010  0.0003  0.0022 0.0025 0.0013 0.0007  0.0004 0.0004
Median KNN 0.0461 0.1439  0.0095 0.0257 0.1254  0.0102  1.3722 0.5684  0.1547 0.2027  0.0334  0.4797 0.4450 3.5556 0.0098  0.0655 0.0254
OCSVM 0.0047 0.0406 0.0015 0.0048 0.0328 0.0010 1.3763 0.4682  0.0111 0.0135  0.0140 0.8773 0.7336 24.0047  0.0018  0.0339 0.0040
PCA 0.0124 0.0008 0.0002 0.0004 0.0012 0.0002 0.0142 0.0129  0.0027 0.0025  0.0002 0.0038 0.0036 0.0049 0.0002  0.0003 0.0003
Proposed 0.0002 0.0002  0.0001 0.0001 0.0002  0.0001  0.0023 0.0019  0.0002 0.0002  0.0001  0.0006 0.0005 0.0019 0.0001  0.0002 0.0001
Sampling 0.0009 0.0004  0.0002 0.0003 0.0005  0.0002  0.0039 0.0035  0.0007 0.0008  0.0003  0.0015 0.0014 0.0037 0.0002  0.0003 0.0003

4.4.3.1 Correlation of Dataset Characteristics with F1 Performance

The correlation analysis (Figure 4.7) highlights how the characteristics of the spe-
cific dataset affect the F1 performance of the proposed method. The most influential
factors include the number of outliers (correlation: 0.36) and the number of samples
(correlation: 0.34), indicating improved performance in datasets with more outliers
and larger sample sizes. The percentage of outliers shows a moderate correlation
(0.26), while the dimensionality has a weaker impact (0.13).

These findings suggest that the proposed method is particularly effective for
larger datasets with a higher prevalence of outliers, as demonstrated by its strong

performance on datasets like musk, shuttle, and satimage-2 (Table 4.5).

4.4.3.2 Raw F1 Results and Dataset-Specific Insights

A detailed examination of the raw F1 scores (Table 4.5) reveals the following pat-

terns:

* High Performers: The method achieves its best F1 scores in datasets such
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Figure 4.7: Correlations between the F1 score and different dataset characteristics.

as musk (F1: 0.8333), shuttle (F1: 0.7811), and satimage-2 (F1: 0.7119).
These datasets are characterized by large sample sizes and a substantial num-
ber of outliers. For example, the shuttle dataset contains 49,097 samples with
3,510 outliers, providing ample data for the model to learn outlier patterns
effectively.

* Low Performers: Performance is lower on datasets such as mnist (F1:
0.0103), and particularly poor on lympho (F1: 0.0) and vertebral (F1: 0.0).
The mnist dataset, containing image data, presents challenges due to the in-
stability of the model during training, as evidenced by spiky loss curves (Fig-
ure 4.6). Meanwhile, the small sample sizes of lympho and vertebral limit the

model’s ability to generalize effectively.

4.4.3.3 Friedman Ranking and Holm’s post hoc analysis

The Friedman ranking (Table 4.6) places the proposed method 4th among 24 mod-
els, demonstrating its consistent performance across diverse datasets. In particular,
the method outperforms well-established models such as PCA, KNN, and HBOS,
highlighting its robustness and reliability. However, IForest and OCSVM achieve
higher rankings, indicating that while the proposed method is among the best per-

formers, there is potential for further optimization.

The results also emphasize the versatility of the proposed approach, which ef-
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Table 4.5: F1 Score: Raw results per dataset and model

Model / Dataset arrhythmia cardio glass ionosphere letter lympho mnist musk optdigits pendigits pima satellite satimage-2 shuttle vertebral vowels wbc
ABOD 0.2941 0.1923  0.1667 0.2105 0.4416  0.3333  0.3485 0.0189  0.0459 0.0467  0.2991 0.2174 0.1798 0.1904  0.0000  0.3509 0.5000
AutoEncoder 0.3478 0.3885 0.0000  0.7143 0.3019 0.2857 0.3736  0.0000  0.5152 0.2000  0.4691 0.4564 0.4286 0.9034  0.1333  0.4800 0.3529
Average KNN 0.3000 0.2927 0.1250  0.3846 0.4471 0.6667 0.4009 0.1986  0.0087 0.0813  0.2752 0.3363 0.1471 0.2214  0.1053  0.4359 0.4444
CBLOF 0.3636 0.4545  0.1667 0.2105 0.2472  0.3077 0.4193 0.5124  0.0263 0.0892  0.3158 0.3503 0.2341 0.2917  0.0000  0.2909 0.5217
COPOD 0.4103 0.4828 0.1667 0.3396 0.0732  0.7273  0.2207 0.4561  0.0211 0.1781  0.3571 0.3914 0.1921 0.8378 ~ 0.0000  0.0333 0.4706
Deep IForest 0.2941 0.3636  0.0000  0.2128 0.1250  0.6000 0.4273 0.5000  0.0480 0.2687  0.0426  0.0066 0.3619 0.0678  0.0000  0.0000 0.0000
DeepSVDD 0.3636 0.4786 0.0000  0.5833 0.1034 0.5714 0.2654 0.0562  0.5538 02576 0.5542  0.5679 0.8108 0.5817  0.0000  0.0690 0.1538
ECOD 0.4390 0.4576  0.1429 0.3774 0.0988 0.7273  0.1822 0.4865  0.0296 0.2267  0.2500 0.3744 0.1702 0.8306  0.2727  0.1333 0.4706
GMM 0.2621 0.4228 0.1333 0.6000 0.3038 0.4000 0.3919 0.3367  0.0090 0.1039  0.3509 0.3206 0.1919 0.7981  0.1000  0.3659 0.5000
HBOS 0.5455 0.4318 0.1333 0.0370 0.1750  0.3077 0.0786 0.4247  0.2749 0.2462  0.3966 0.4520 0.2892 0.8683  0.0000  0.1250 0.4800
IForest 0.5455 0.4842  0.1667 0.2000 0.1149  0.4000 0.2648 0.5299  0.0263 0.2619  0.3793  0.4567 0.2667 0.8315  0.0000  0.1852 0.5455
INNE 0.2449 0.4000 0.1176  0.4444 0.2785 0.6667 0.3581 0.4583  0.0088 0.2101  0.2909 0.3282 0.1929 0.8345  0.0952  0.3429 0.4000
Median KNN 0.3000 0.2787 0.1333 0.3529 0.4186 0.6154 0.4194 0.2628  0.0263 0.0741  0.2617  0.3295 0.1493 0.2144  0.1053  0.4250 0.4211
KDE 0.2564 0.2534  0.2609 0.8172 0.1283 0.1633 0.1576 0.0571  0.0577 0.1511  0.3667 0.3647 0.1514 0.8376  0.0909  0.3400 0.1277
KNN 0.3636 0.2626 0.1818 0.1622 0.3562  0.4000 0.4051 0.2435 0.0274 0.1118  0.3761  0.3657 0.2162 0.2130  0.0000  0.3830 0.5217
KPCA 0.2564 0.1803 0.1429 0.5676 0.1069 0.1633 0.1575 0.0693  0.0547 0.0437  0.5426 0.4747 0.0216 04210  0.1772  0.0706 0.1000
LMDD 0.1739 0.1905 0.0000  0.0000 0.0000 0.8889 0.2609 0.9296  0.0000 0.2157  0.0000  0.0000 0.0000 0.5167  0.0000  0.0606 0.4444
LOF 0.3636 0.0561 0.2222 0.2564 0.3333  0.4000 0.3241 0.1500 0.0543 0.0873  0.2500 0.2509 0.0821 0.1307  0.0000  0.3200 0.5455
LUNAR 0.3478 0.2231 0.1333 0.3529 0.4314 0.8889 0.3054 0.1552  0.0571 0.0769  0.3103  0.1567 0.1416 0.1847  0.0690  0.5789 0.3750
MCD 0.4211 0.4330 0.0000 0.1111 0.1519 0.3333 0.2171 0.5487  0.0000 0.1040  0.2523  0.4730 0.2553 0.8157  0.0000 0.0500 0.3810
OCSVM 0.3636 0.4632 0.1818 0.2564 0.1839 0.4000 0.4116 0.4960  0.0089 0.2480 0.3186 0.4747 0.2697 0.8241  0.0000  0.1695 0.5000
PCA 0.3636 0.5895 0.1818 0.1053 0.0930 0.4444 0.3981 0.4769  0.0000 0.2335  0.3448 0.4581 0.2759 0.8174  0.0000  0.1429 0.5455
Proposed 0.3871 0.3939 0.3333 0.5946 0.2264  0.0000 0.0103 0.8333  0.0000 0.0566  0.5614 0.5111 0.7119 0.7811  0.0000  0.2727 0.5556
Sampling 0.2927 0.4186 0.1176 0.5000 0.3684 0.6154 0.3491 0.3594  0.0000 0.2385  0.3214 0.3017 0.1257 0.6247  0.0000 0.3188 0.4444

fectively handles datasets with varying characteristics. Its particularly strong perfor-
mance on larger datasets with a high prevalence of outliers reinforces its suitability

for real-world outlier detection scenarios.

Post hoc analysis using Holm adjustment (Table 4.6) highlights the superior-
ity of the proposed method over several lower ranking models, such as LMDD,
KPCA, and ABOD, which consistently perform poorly on datasets where the pro-

posed method excels.

However, the analysis also does not show statistically significant differences
between the proposed method and higher-ranking models like IForest, OCSVM,
and Autoencoder. This indicates that these models are closely matched in terms
of F1 performance, underscoring the competitive position of the proposed method

among state-of-the-art approaches.
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Table 4.6: F1 Score: Ranks and post hoc analysis of different outlier detection models

Ranking using the Friedman test

Post hoc analysis using Holm’s adjustment

Model Ranking
IForest 9.35294
OCSVM 9.67647
AutoEncoder  9.91176
Proposed 10.47059
PCA 10.79412
ECOD 10.94118
DeepSVDD  11.02941
HBOS 11.20588
KNN 11.52941
GMM 11.55882
COPOD 11.67647
CBLOF 11.79412
INNE 12.23529
Average KNN  12.73529
Median KNN  12.79412
KDE 13.05882
Sampling 13.35294
LUNAR 13.47059
LOF 14.44118
MCD 14.55882
Deep IForest  14.79412
ABOD 15.05882
KPCA 15.58824
LMDD 17.97059

Comparison adj. p-value p-value z-value
Proposed vs LMDD 0.00000 0.00000  7.50000
Proposed vs KPCA 0.00001 0.00000 5.11765
Proposed vs ABOD 0.00009 0.00000 4.58824

Proposed vs Deep IForest 0.00031 0.00002 4.32353
Proposed vs MCD 0.00106 0.00006 4.02941
Proposed vs LOF 0.00165 0.00009 3.91176

Proposed vs DeepSVDD 0.02804 0.00165 3.14706

Proposed vs LUNAR 0.05231 0.00327 2.94118
Proposed vs Sampling 0.05921 0.00395 2.88235
Proposed vs KDE 0.15996 0.01143  2.52941
Proposed vs Median KNN 0.30590 0.02353  2.26471
Proposed vs Average KNN 0.32871 0.02739  2.20588
Proposed vs INNE 0.96833 0.08803 1.70588
Proposed vs CBLOF 1.00000 0.22786  1.20588
Proposed vs IForest 1.00000 0.26372  1.11765
Proposed vs COPOD 1.00000 0.27649 1.08824
Proposed vs GMM 1.00000 0.30329 1.02941
Proposed vs KNN 1.00000 0.31731  1.00000
Proposed vs OCSVM 1.00000 0.39369 0.85294
Proposed vs HBOS 1.00000 0.49874  0.67647
Proposed vs AutoEncoder 1.00000 0.53681 0.61765
Proposed vs ECOD 1.00000 0.68051 0.41176
Proposed vs PCA 1.00000 0.74629 0.32353
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4.44 MCC Results

This section evaluates the performance of the proposed method using the Matthews
Correlation Coefficient (MCC) across various datasets. The analysis includes corre-
lations between the characteristics of the dataset and the performance of the MCC,
the raw MCC scores for each dataset and model (Table 4.7), the Friedman ranking

(Table 4.8) and post hoc comparisons using Holm adjustment (Table 4.8).

44.4.1 Correlation of Dataset Characteristics with MCC Perfor-

mance

The correlation analysis (Figure 4.8) highlights how the characteristics of the
dataset influence the performance of the MCC. Similarly to the analysis of the F1
score, the number of samples exhibits the strongest positive correlation with MCC
(0.4), indicating that the method performs better on larger datasets, such as musk
and shuttle. The number of outliers also shows a positive correlation (0.34), which
further supports the method’s ability to handle datasets with a high prevalence of
outliers.

Dimensionality demonstrates a moderate correlation (0.2), suggesting that al-
though higher-dimensional datasets present challenges, the method still performs
reasonably well. Interestingly, the outlier percentage has a near-zero correlation (-
0.02), indicating that the proportion of outliers in a dataset has minimal impact on
the performance of the MCC.

In general, trends confirm that the proposed method is particularly suited to
datasets with larger sample sizes and a higher number of outliers, aligning with its

strong MCC performance on datasets like musk and shuttle (Table 4.7).

4.4.42 Raw MCC Results and Dataset-Specific Insights
A detailed analysis of the raw MCC results (Table 4.7) highlights the strengths and

limitations of the proposed method.
» Strong Performers: The method achieves its highest MCC scores in datasets
such as musk (MCC: 0.8354), shuttle (MCC: 0.7669), and satimage-2 (MCC:

0.7201). These datasets are characterized by large sample sizes and a sub-
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Figure 4.8: Correlations between the MCC score and different dataset characteristics.

stantial number of outliers, enabling the model to effectively learn and differ-
entiate patterns for outlier detection. The strong MCC performance in these
datasets aligns with the observed correlation trends, where the number of
samples and outliers positively influences the performance.

* Weak Performers: The method underperforms on datasets such as lympho
(MCC: -0.0325), vertebral (MCC: -0.1705), and optdigits (MCC: -0.0226).
These datasets often feature small sample sizes or complex distributions that
are challenging to model. For instance, lympho, with only 148 samples, high-
lights the difficulty of generalizing from limited data, as evidenced by its low

MCC score.

4.4.4.3 Friedman Ranking and Holm’s post hoc analysis

The Friedman ranking (Table 4.8) positions the proposed method 6th among 24
models, reflecting its competitive performance across diverse datasets. Although
models such as IForest and OCSVM outperform it, the proposed method surpasses
others like PCA and HBOS, showcasing its robustness and adaptability to varying
dataset characteristics. This ranking highlights the method’s general applicability
and reliability in outlier detection tasks. Post hoc analysis using Holm adjustment
(Table 4.8) reinforces the competitive standing of the proposed method. Signif-

icant performance differences were observed between the proposed method and
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Table 4.7: MCC: Raw results per dataset and model

Model / Dataset arrhythmia cardio glass ionosphere letter lympho mnist musk optdigits pendigits pima satellite satimage-2 shuttle vertebral vowels whce

ABOD 0.2009 0.1128  0.0989 0.2882 0.4110 03116  0.2867 -0.0337  -0.0007 0.0101  0.2417  0.1029 0.2407 0.1189  -0.1501  0.4408 0.4653

Average KNN 0.1793 0.2071  0.0237 0.3984 0.4366  0.6717 0.3410 0.1838  -0.0544 0.0614  0.1925  0.2704 0.2329 0.1531  -0.0210  0.4861 0.4114

AutoEncoder 0.2304 0.3057 -0.0563 0.5741 02612 0.2669 0.3069 -0.0271  0.5171 0.1444  0.1907  0.1793 0.4236 0.8962  0.0331 0.4685  0.3082

COPOD 0.3118 0.4234  0.0860 0.2936 -0.0027  0.7277 0.1404 0.4764  -0.0320 0.1939  0.2924  0.3644 0.2940 0.8350  -0.1540 -0.0285 0.4374
CBLOF 0.2887 0.4073  0.0989 0.2882 0.1950 0.3792 0.3624 0.5671  -0.0277 0.0698  0.1986  0.3046 0.3471 02312 -0.1803  0.3510  0.5026
Deep IForest 0.2009 0.3584  0.0000 0.2747 0.1531  0.5666  0.3699 0.4932  0.0100 0.2790  -0.0479  0.0479 0.4608 0.1661  -0.0555  0.0000 -0.0241
DeepSVYDD 0.2516 0.4168 -0.0456 0.3714 0.0462  0.6100 0.1912 -0.0503  0.4622 02221 0.3097  0.3668 0.8091 0.5500  -0.1077  0.0402  0.1033
ECOD 0.3397 0.3948 0.0514 0.3568 0.0275 0.7277  0.0971  0.5078  -0.0237 0.2603  0.2104  0.3482 0.2643 0.8275  0.1780  0.0887 0.4374
GMM 0.0470 0.3547  0.0369 0.5583 02640 0.4205 0.3304 0.4156 -0.0530 0.0904  0.2627  0.2600 0.3103 0.7918  -0.0322  0.4027 0.4830
HBOS 0.5005 0.3826  0.0552 -0.2797 0.1112  0.3792 -0.0219 0.4940  0.2975 02835  0.3053  0.4512 0.3967 0.8622  -0.1030  0.1285  0.4634
IForest 0.5005 0.4383  0.0989 0.1815 0.0401  0.4638 0.1910 0.5815 -0.0277 03011 0.2790  0.4513 0.3769 0.8288  -0.1501  0.2031  0.5250
INNE 0.0880 0.3286 0.0114 0.4411 02349  0.6717 0.2935 0.5207 -0.0539 0.2415  0.2073  0.2865 0.3113 0.8310  -0.0428  0.3506  0.3903
KDE 0.0000 0.1542  0.2084 0.6868 0.1141  0.0000  0.0091 -0.4200 -0.1350 0.1644  0.2361  0.2902 0.2679 0.8345  -0.0529  0.4018 0.0565
KNN 0.2887 0.1931  0.1176 0.2484 03134  0.4638 0.3488 0.2335 -0.0252 0.1058  0.2657 0.3214 0.3024 0.1436  -0.1803  0.4482  0.5026
KPCA 0.0000 0.0316  0.0000 0.0000 0.0158  0.0000  0.0000 0.0000 -0.3652 0.0000  0.0000  0.0000 0.0000 0.3839  0.0000 -0.3271 -0.3678
LMDD 0.2203 0.2464 -0.0361 0.0000 0.0000 0.8835 0.2263 0.9293  -0.0282 0.1970  0.0000  0.0000 0.0000 0.5663  -0.0389  0.0242  0.5225
LOF 0.2887 -0.0423  0.1663 0.3238 0.2900 0.4638 0.2558 0.1222  0.0103 0.0675  0.1136  0.1465 0.0934 0.0499  -0.1394  0.3760  0.5250
LUNAR 0.2205 0.1103  0.0369 0.3760 0.4004 0.8835 0.2564 0.1228  0.0074 0.0519  0.1820  0.1427 0.1706 0.1098  -0.1159  0.5607 0.3316
MCD 0.3280 0.3819  0.0000 0.2018 0.0853  0.3116  0.1369  0.5969  -0.0607 0.0883  0.1259  0.4782 0.3666 0.8108  -0.1605  0.0190 0.3336
Median KNN 0.1793 0.1916  0.0369 0.3760 0.4043  0.6247 0.3613 0.2634  -0.0315 0.0514  0.1926  0.2697 0.2352 0.1452  -0.0210  0.4767 0.3885
OCSVM 0.2887 0.4151  0.1176 0.3238 0.1206  0.4638 0.3541 0.5535 -0.0504 02815  0.2117 0.4851 0.3795 0.8204  -0.1501  0.1881  0.4822
PCA 0.2887 0.5540 0.1176 0.0760 0.0150 0.5025 0.3392  0.5377 -0.0617 0.2649  0.2263  0.4507 0.3850 0.8130  -0.1160  0.1470  0.5250
Proposed 0.3337 0.3790  0.3251 0.3823 0.1825 -0.0325 0.0687 0.8354 -0.0226 0.0319  0.3037 03112 0.7201 0.7669  -0.1705  0.2552  0.5218
Sampling 0.1673 0.3496  0.0114 0.4815 0.3358  0.6247 0.2839 0.3763  -0.0670 02824  0.2358 0.2141 0.1876 0.5985 -0.1240  0.3192 04114

lower-ranking models such as KPCA and LMDD. However, no statistically signif-
icant differences emerged in comparisons with top-ranking models like IForest and
OCSVM, indicating comparable MCC performance and positioning the proposed

method among the best-performing models.

4.4.5 Precision Results

This section evaluates the Precision performance of the proposed method in various
datasets, including an analysis of correlations with the characteristics of the dataset,
the raw Precision scores (Table 4.9), the Friedman ranking (Table 4.10), and post

hoc comparisons using Holm adjustment (Table 4.10).

4.4.5.1 Correlation of Dataset Characteristics with Precision Perfor-

mance

Figure 4.9 illustrates the correlations between precision and key characteristics of
the dataset. The number of outliers exhibits the strongest correlation (0.43), fol-

lowed by the number of samples (0.37). Dimensionality (0.30) and the percent-
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Table 4.8: MCC: Ranks and post hoc analysis of different outlier detection models

Ranking using the Friedman test o )
Post hoc analysis using Holm’s adjustment

Model Ranking
Comparison adj. p-values p-values z-values

IForest 9.02941
Proposed vs KPCA 0.00000 0.00000  10.70588

OCSVM 9.35294
Proposed vs LMDD 0.00020 0.00001  4.44118

HBOS 9.94118
Proposed vs MCD 0.00071 0.00003  4.14706

PCA 10.17647
Proposed vs ABOD 0.00087 0.00004  4.08824

ECOD 10.41176
Proposed vs KDE 0.00197 0.00010  3.88235

Proposed 10.47059
Proposed vs LOF 0.00935 0.00052  3.47059

AutoEncoder  11.47059
Proposed vs LUNAR 0.00935 0.00052  3.47059

GMM 11.47059
Proposed vs Deep [Forest 0.02639 0.00165  3.14706

INNE 11.47059
Proposed vs Sampling 0.21959 0.01464 244118

CBLOF 11.50000
Proposed vs Median KNN 0.30497 0.02178  2.29412

KNN 11.67647

Proposed vs Average KNN 0.38376 0.02952  2.17647

COPOD 11.76471

Proposed vs [Forest 1.00000 0.14953  1.44118

DeepSVDD  11.82353
Proposed vs DeepSVDD 1.00000 0.17607  1.35294

Average KNN  12.64706
Proposed vs COPOD 1.00000 0.19562  1.29412

Median KNN  12.76471
Proposed vs KNN 1.00000 0.22786  1.20588

Sampling 1291176
Proposed vs OCSVM 1.00000 0.26372  1.11765

Deep IForest  13.61765
Proposed vs CBLOF 1.00000 0.30329  1.02941

LOF 13.94118
Proposed vs AutoEncoder 1.00000 0.31731  1.00000

LUNAR 13.94118
Proposed vs GMM 1.00000 0.31731  1.00000

KDE 14.35294
Proposed vs INNE 1.00000 0.31731  1.00000

ABOD 14.55882
Proposed vs HBOS 1.00000 0.59652  0.52941

MCD 14.61765
Proposed vs PCA 1.00000 0.76867  0.29412

LMDD 14.91176
Proposed vs ECOD 1.00000 0.95309  0.05882

KPCA 21.17647
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age of outliers (0.22) also show positive correlations, indicating that the proposed
method generally performs better in datasets with more outliers and larger sample
sizes. Although dimensionality shows a moderate impact, some higher-dimensional

datasets may still pose challenges.

Figure 4.9: Correlations between Precision and various dataset characteristics, including
outlier percentage, number of outliers, dimensionality, and number of samples.

These results suggest that the proposed method is well suited for datasets with
a substantial number of outliers and larger sample sizes, demonstrating consistent

adaptability to datasets with varying dimensions.

4.4.5.2 Raw Precision Results and Dataset-Specific Insights

An analysis of raw precision scores across datasets (Table 4.9) highlights both the
strengths and limitations of the proposed method:
» Strong Performers: The proposed method achieves high Precision scores
on datasets such as musk (Precision: 0.7317), shuttle (Precision: 0.8312),
and satimage-2 (Precision: 0.6000). These datasets, characterized by larger
sample sizes and substantial outlier counts, enable the model to effectively
learn and detect patterns indicative of outliers.
* Weak Performers: The method struggles on datasets such as vertebral
(Precision: 0.0000), pendigits (Precision: 0.0526) and lympho (Precision:

0.0000). These datasets typically feature small sample sizes and lower outlier
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counts, limiting the model’s ability to generalize effectively.

Table 4.9: Precision: Raw results per dataset and model

Model / Dataset arrhythmia cardio glass ionosphere letter lympho mnist musk optdigits pendigits pima satellite satimage-2 shuttle vertebral vowels wbc

ABOD 0.3571 0.1639  0.1250 1.0000 0.3542  0.2500 0.3416 0.0133  0.0291 0.0279  0.7273  0.4574 0.1039 0.1644  0.0000  0.2128 0.4167
AutoEncoder 0.2857 0.3418 0.0000 0.6944 0.3077 0.2000 0.3796 0.0000  0.6190 0.2414  0.5278 0.4415 0.3913 0.9025  0.1250  0.4286 0.3000
Average KNN 0.3000 0.2609  0.0909 1.0000 0.3276  0.5000 0.3675 0.1296  0.0056 0.0500  0.6522  0.6837 0.0811 0.1880  0.0833  0.2833 0.3636

CBLOF 0.4615 0.4444 0.1250 1.0000 0.1833 0.1818 0.3937 0.3444  0.0165 0.0545  0.6207 0.7459 0.1326 0.2539  0.0000  0.1778 0.4000

COPOD 0.4211 0.4516 0.1429 0.8182 0.0545 0.5714 0.2000 0.3210  0.0144 0.1095  0.7692  0.8280 0.1076 0.7270  0.0000  0.0238 0.4000
Deep IForest 0.3571 0.6087 0.0000 1.0000 0.4000 0.5000 0.3837 0.6087  0.0405 0.4286  0.2500  1.0000 0.2209 0.8605  0.0000  0.0000 0.0000
DeepSVDD 0.3077 0.4912  0.0000 0.5526 0.0968 0.4000 0.2814 0.0423  0.5517 0.2759  0.6053  0.5836 0.8333 0.5729  0.0000  0.0556 0.1667

ECOD 0.4286 0.4219 0.1111 0.9091 0.0741 05714 0.1639 0.3462  0.0197 0.1393  0.7222  0.8156 0.0947 0.7182  0.2000  0.0952 0.4000

GMM 0.1520 0.3768  0.1000 1.0000 0.2308 0.2500 0.3494 0.2025  0.0058 0.0649  0.7143  0.6811 0.1061 0.6888  0.0769  0.2344 0.3846

HBOS 0.6923 0.4222  0.0909 0.0500 0.1373  0.1818 0.0682 0.2696  0.1758 0.1517  0.7419  0.9471 0.1690 0.7893  0.0000  0.0741 0.3529

IForest 0.6923 0.4423  0.1250 0.6667 0.0862 0.2500 0.2445 0.3605  0.0165 0.1626  0.7097  0.9381 0.1538 0.7175  0.0000  0.1136 0.4286

INNE 0.2069 0.3521 0.0833 1.0000 0.2115 0.5000 0.3277 0.2973  0.0057 0.1280  0.6667  0.7341 0.1067 0.7257  0.0714  0.2308 0.2778

KDE 0.1471 0.1677 0.1667 0.7451 0.0685 0.0889 0.0856 0.0296  0.0298 0.0905  0.6471  0.6898 0.0819 0.7277  0.0667  0.2073 0.0690
KNN 0.4615 0.2321 0.1429 1.0000 0.2955 0.2500 0.3980 0.1667  0.0173 0.0667  0.6875 0.7632 0.1242 0.1826  0.0000  0.2432 0.4000
KPCA 0.1471 0.0991 0.0769 0.3962 0.0565 0.0889 0.0855 0.0359  0.0282 0.0223 03723 03112 0.0109 03231  0.0972  0.0368 0.0531
LMDD 0.6667 0.6667 0.0000 0.0000 0.0000 0.8000 0.3750 0.8684  0.0000 0.1964  0.0000  0.0000 0.0000 0.9562  0.0000  0.0667 1.0000
LOF 0.4615 0.0469  0.2000 1.0000 0.2653  0.2500 0.2941 0.1011  0.0343 0.0531 05185 0.5155 0.0468 0.1087  0.0000  0.2000 0.4286
LUNAR 0.3077 0.1421 0.1000 1.0000 0.4583 0.8000 0.3669 0.1084  0.0361 0.0595  0.6000 0.6136 0.0851 0.1141  0.0455  0.5500 0.3333

MCD 0.4444 0.3889  0.0000 1.0000 0.1200  0.2500 0.1967 0.3780  0.0000 0.0647  0.5385 0.9792 0.1463 0.7059  0.0000  0.0333 0.3077

Median KNN 0.3000 0.2500 0.1000 1.0000 0.3051 0.4444 03808 0.1731  0.0169 0.0457  0.6667 0.6915 0.0824 0.1813  0.0833  0.2742 0.3333

OCSVM 0.4615 0.4231  0.1429 1.0000 0.1379  0.2500 0.3881 0.3298  0.0056 0.1542  0.6429 0.9947 0.1558 0.7119 ~ 0.0000  0.1020 0.3750

PCA 0.4615 0.5385 0.1429 0.5000 0.0702 0.2857 0.3761 0.3131  0.0000 0.1442  0.6452  0.9337 0.1600 0.7059  0.0000  0.0870 0.4000
Proposed 0.5455 0.5652  0.5000 0.5500 0.2500 0.0000 1.0000 0.7317  0.0000 0.0526  0.5581 0.5473 0.6000 0.8312  0.0000  0.2500 0.5000
Sampling 0.2857 0.3600 0.0833 1.0000 0.2857 0.4444 03231 0.2421  0.0000 0.1449  0.6923  0.6020 0.0698 0.5487  0.0000  0.2157 0.3636

4.4.5.3 Friedman Ranking and Holm’s post hoc analysis

According to Friedman’s ranking (Table 4.10), the proposed method is third among
24 models in terms of precision. This result highlights its strong competitive edge,
outperforming established models such as HBOS, PCA, and AutoEncoder. The
method’s superior performance on datasets with larger sample sizes and higher out-
lier counts underscores its effectiveness and positions it as one of the leading models
for precision-focused outlier detection tasks. The post hoc analysis conducted using
the Holm adjustment method (Table 4.10) confirms the strong performance of the
proposed method. In particular, significant differences were identified between the
proposed method and lower-performing models such as KPCA, KDE, and MCD. In
contrast, no significant differences emerged when comparing the proposed method
with high-ranking models such as Deep IForest and OCSVM, indicating that these

models perform similarly in terms of precision.
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Table 4.10: Precision: Ranks and post hoc analysis of different outlier detection models

Ranking using the Friedman test o )
Post hoc analysis using Holm’s adjustment

Model Ranking
Comparison adj. p-values p-values z-values

Deep IForest ~ 9.50000
Proposed vs KPCA 0.00000 0.00000  9.82353

OCSVM 10.11765
Proposed vs KDE 0.00001 0.00000  5.11765

Proposed 10.23529
Proposed vs MCD 0.00071 0.00003  4.14706

IForest 10.29412
Proposed vs LOF 0.00077 0.00004  4.11765

ECOD 10.52941
Proposed vs DeepSVDD 0.00356 0.00019  3.73529

KNN 10.76471
Proposed vs Sampling 0.00935 0.00052  3.47059

PCA 11.35294
Proposed vs ABOD 0.01863 0.00110  3.26471

COPOD 11.50000
Proposed vs LMDD 0.08327 0.00520 2.79412

CBLOF 11.55882
Proposed vs Average KNN 0.13281 0.00885  2.61765

HBOS 11.61765
Proposed vs LUNAR 0.44504 0.03179  2.14706

AutoEncoder  11.97059
Proposed vs Median KNN 0.44504 0.03179  2.14706

INNE 12.23529
Proposed vs GMM 0.44504 0.03420  2.11765

GMM 12.35294
Proposed vs INNE 0.50050 0.04550  2.00000

LUNAR 12.38235
Proposed vs AutoEncoder 0.82689 0.08269  1.73529

Median KNN  12.38235
Proposed vs HBOS 1.00000 0.16686  1.38235

Average KNN  12.85294
Proposed vs CBLOF 1.00000 0.18566  1.32353

LMDD 13.02941
Proposed vs COPOD 1.00000 0.20598  1.26471

ABOD 13.50000
Proposed vs PCA 1.00000 0.26372  1.11765

Sampling 13.70588
Proposed vs Deep [Forest 1.00000 0.46216  0.73529

DeepSVDD  13.97059
Proposed vs KNN 1.00000 0.59652  0.52941

LOF 14.35294
Proposed vs ECOD 1.00000 0.76867  0.29412

MCD 14.38235
Proposed vs OCSVM 1.00000 0.90635  0.11765

KDE 15.35294
Proposed vs IForest 1.00000 0.95309  0.05882

KPCA 20.05882
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4.4.6 Recall Results

This section examines the performance of the proposed method in terms of recall
in various datasets. Although the method performed exceptionally well in terms of
precision, the inherent trade-off between precision and recall leads to some limita-
tions in recall. The analysis includes correlations between the characteristics of the
dataset and the recall, raw recall scores for each dataset and model (Table 4.11),
Friedman’s ranking (Table 4.12) and post hoc comparisons using Holm’s adjust-

ment (Table 4.12).

4.4.6.1 Correlation of Dataset Characteristics with Recall Perfor-

mance

Figure 4.10 shows the correlation between the recall and key characteristics of the
dataset. The strongest correlations are with the number of outliers and the number
of samples (both at 0.27), followed by the outlier percentage (0.20). The weakest
correlation is with dimensionality (0.11), indicating a minimal impact of the number

of features on the recall.

Figure 4.10: Correlations between Recall and dataset characteristics.

This analysis highlights the strength of the method in datasets with larger sam-
ple sizes and more outliers, but also underscores the challenges in balancing high

Precision with Recall.
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4.4.6.2 Raw Recall Results and Dataset-Specific Insights

The raw recall results (Table 4.11) demonstrate the trade-off between the high pre-
cision of the method and its recall performance:

» Strong Performers: High Recall is achieved on datasets such as musk
(0.9677), shuttle (0.7367), and satimage-2 (0.8750). These datasets have
larger sample sizes and a larger number of outliers, allowing the model to
generalize effectively.

* Weak Performers: The method struggles with datasets like mnist (0.0052),
vertebral (0.0000), and pendigits (0.0612), likely due to small sample sizes
and the precision optimized nature of the model, which makes it less effective

in capturing all relevant outliers.

Table 4.11: Recall: Raw results per dataset and model

Model / Dataset arrhythmia cardio glass ionosphere letter lympho mnist musk optdigits pendigits pima satellite satimage-2 shuttle vertebral vowels wbc
ABOD 0.2500 0.2326  0.2500 0.1176 0.5862 0.5000 0.3557 0.0323  0.1087 0.1429  0.1882 0.1426 0.6667 0.2263  0.0000  1.0000 0.6250
AutoEncoder 0.4444 0.4500 0.0000 0.7353 0.2963  0.5000 0.3677 0.0000 0.4444 0.1724 04222 04723 0.4737 0.9043  0.1429  0.5455 0.4286
Average KNN 0.3000 0.3333  0.2000 0.2381 0.7037 1.0000 0.4410 0.4242 0.0196 0.2174  0.1744  0.2230 0.7895 0.2691  0.1429  0.9444 0.5714
CBLOF 0.3000 0.4651 0.2500 0.1176 0.3793  1.0000 0.4485 1.0000  0.0652 0.2449  0.2118 0.2289 1.0000 0.3428  0.0000  0.8000 0.7500
COPOD 0.4000 0.5185 0.2000 0.2143 0.1111  1.0000 0.2462 0.7879  0.0392 0.4783  0.2326  0.2562 0.8947 0.9885  0.0000  0.0556 0.5714
Deep IForest 0.2500 0.2593  0.0000 0.1190 0.0741 0.7500 0.4821 0.4242 0.0588 0.1957  0.0233  0.0033 1.0000 0.0353  0.0000  0.0000 0.0000
DeepSVDD 0.4444 0.4667  0.0000 0.6176 0.1111  1.0000 0.2511 0.0847  0.5556 0.2414  0.5111  0.5531 0.7895 0.5908  0.0000  0.0909 0.1429
ECOD 0.4500 0.5000 0.2000 0.2381 0.1481 1.0000 0.2051 0.8182  0.0588 0.6087  0.1512  0.2429 0.8421 0.9847 04286  0.2222 0.5714
GMM 0.9500 0.4815  0.2000 0.4286 0.4444  1.0000 0.4462 1.0000 0.0196 0.2609  0.2326  0.2097 1.0000 0.9485  0.1429  0.8333 0.7143
HBOS 0.4500 0.4419  0.2500 0.0294 0.2414  1.0000 0.0928 1.0000  0.6304 0.6531  0.2706  0.2968 1.0000 0.9650  0.0000  0.4000 0.7500
IForest 0.4500 0.5349  0.2500 0.1176 0.1724  1.0000 0.2887 1.0000  0.0652 0.6735  0.2588 0.3018 1.0000 0.9886  0.0000  0.5000 0.7500
INNE 0.3000 0.4630 0.2000 0.2857 0.4074  1.0000 0.3949 1.0000 0.0196 0.5870  0.1860 0.2113 1.0000 0.9819  0.1429  0.6667 0.7143
KDE 1.0000 0.5185  0.6000 0.9048 1.0000 1.0000 1.0000 0.8182  0.9020 0.4565  0.2558  0.2479 1.0000 0.9866  0.1429  0.9444 0.8571
KNN 0.3000 0.3023  0.2500 0.0882 0.4483 1.0000 0.4124 0.4516 0.0652 0.3469  0.2588  0.2405 0.8333 0.2557  0.0000  0.9000 0.7500
KPCA 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000  0.8627 1.0000  1.0000 1.0000 1.0000 0.6040  1.0000  0.8889 0.8571
LMDD 0.1000 0.1111  0.0000 0.0000 0.0000  1.0000 0.2000 1.0000  0.0000 0.2391  0.0000 0.0000 0.0000 0.3540  0.0000  0.0556 0.2857
LOF 0.3000 0.0698  0.2500 0.1471 0.4483  1.0000 0.3608 0.2903  0.1304 0.2449  0.1647 0.1658 0.3333 0.1638  0.0000  0.8000 0.7500
LUNAR 0.4000 0.5185 0.2000 0.2143 0.4074 1.0000 0.2615 0.2727 0.1373 0.1087  0.2093  0.0899 0.4211 0.4838  0.1429  0.6111 0.4286
MCD 0.4000 0.4884  0.0000 0.0588 0.2069 0.5000 0.2423 1.0000  0.0000 0.2653  0.1647 0.3118 1.0000 0.9659  0.0000  0.1000 0.5000
Median KNN 0.3000 0.3148  0.2000 0.2143 0.6667 1.0000 0.4667 0.5455  0.0588 0.1957  0.1628 0.2163 0.7895 0.2624  0.1429 09444 0.5714
OCSVM 0.3000 0.5116  0.2500 0.1471 0.2759  1.0000 0.4381 1.0000 0.0217 0.6327  0.2118 0.3118 1.0000 0.9782  0.0000  0.5000 0.7500
PCA 0.3000 0.6512  0.2500 0.0588 0.1379  1.0000 0.4227 1.0000  0.0000 0.6122  0.2353  0.3035 1.0000 0.9706  0.0000  0.4000 0.7500
Proposed 0.3000 0.3023  0.2500 0.6471 0.2069 0.0000 0.0052 0.9677  0.0000 0.0612  0.5647 0.4793 0.8750 0.7367  0.0000  0.3000 0.6250
Sampling 0.3000 0.5000 0.2000 0.3333 0.5185 1.0000 0.3795 0.6970  0.0000 0.6739  0.2093  0.2013 0.6316 0.7252  0.0000 0.6111 0.5714

4.4.6.3 Friedman Ranking and Holm’s post hoc analysis
According to Friedman rank (Table 4.12), the proposed method ranks 19th out of 24

models in terms of recall. This outcome reflects the inherent tradeoff between Pre-
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cision and Recall, with the method’s focus on optimizing Precision leading to lower
performance in Recall. Models such as KPCA and KDE achieve higher Recall
but often struggle with Precision, highlighting the difficulty of balancing these two
metrics effectively. Post hoc analysis using Holm’s adjustment method (Table 4.12)
highlights significant differences between the proposed method and Recall-focused
models like KPCA and KDE. In contrast, the differences with models such as
ECOD and KNN are less pronounced, indicating that the proposed method remains

competitive in scenarios where both Precision and Recall must be balanced.

4.4.7 Discussion

This section provides an interpretation of the results and a detailed discussion of the

strengths and limitations of the proposed method.

4.4.7.1 Overview

The proposed method demonstrates competitive performance on various outlier de-
tection metrics, excelling particularly in precision. Its ability to accurately identify
true positives while minimizing false positives makes it ideal for applications where
reducing false alarms is critical. Although it does not achieve the top ranking on the
F1 score or the MCC, its performance is consistent and comparable to leading mod-
els like [Forest and OCSVM, with no statistically significant differences observed.
This reliability across datasets highlights the robustness of the approach.

A key strength of the method is its interpretability. Using decision trees pro-
duces clear and comprehensible decision rules, enabling practitioners to understand
the factors that influence outlier detection. Additionally, the invertibility of the nor-
malizing flow model provides additional insight into data transformations, enhanc-
ing transparency. These features make the method particularly valuable in domains
where decision-making processes must be transparent and justifiable.

However, the method faces challenges with Recall, which struggle to capture
all relevant outliers in some datasets. This tradeoff between Precision and Recall is
most evident in scenarios where minimizing false positives takes precedence, poten-

tially at the expense of missing some outliers. Future work focusing on optimization
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Table 4.12: Recall: Ranks and post hoc analysis of different outlier detection models

Ranking using the Friedman test

Post hoc analysis using Holm’s adjustment

Model Ranking
KPCA 3.32353
KDE 5.02941
IForest 9.08824
GMM 9.70588
OCSVM 10.05882
HBOS 10.58824
PCA 11.05882
INNE 11.08824
CBLOF 11.38235
ECOD 12.35294
KNN 12.47059
COPOD 13.00000
AutoEncoder  13.23529
Sampling 13.26471
Average KNN  13.35294
Median KNN  13.38235
DeepSVDD  13.88235
LUNAR 14.26471
Proposed 14.47059
LOF 14.82353
MCD 15.08824
ABOD 16.05882
Deep IForest  18.79412
LMDD 20.23529

Comparison adj. p-values p-values z-values
Decision Tree vs KDE 0.00000 0.00000  9.44118
Decision Tree vs KPCA 0.00000 0.00000 11.14706
Decision Tree vs LMDD 0.00000 0.00000  5.76471
Decision Tree vs IForest 0.00000 0.00000  5.38235
Decision Tree vs GMM 0.00004 0.00000  4.76471
Decision Tree vs OCSVM 0.00018 0.00001  4.41176
Decision Tree vs Deep [Forest 0.00026 0.00002  4.32353
Decision Tree vs HBOS 0.00166 0.00010  3.88235
Decision Tree vs PCA 0.00968 0.00065  3.41176
Decision Tree vs INNE 0.01006 0.00072  3.38235
Decision Tree vs CBLOF 0.02618 0.00201  3.08824
Decision Tree vs ECOD 0.41046 0.03420  2.11765
Decision Tree vs KNN 0.50050 0.04550  2.00000
Decision Tree vs ABOD 1.00000 0.11223  1.58824
Decision Tree vs COPOD 1.00000 0.14140  1.47059
Decision Tree vs AutoEncoder 1.00000 0.21672  1.23529
Decision Tree vs Sampling 1.00000 0.22786  1.20588
Decision Tree vs Average KNN 1.00000 0.26372  1.11765
Decision Tree vs Median KNN 1.00000 0.27649  1.08824
Decision Tree vs MCD 1.00000 0.53681  0.61765
Decision Tree vs DeepSVDD 1.00000 0.55637  0.58824
Decision Tree vs LOF 1.00000 0.72413  0.35294
Decision Tree vs LUNAR 1.00000 0.83688  0.20588
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or fine-tuning could improve the balance between these metrics, allowing the model
to better detect outliers without compromising precision.

In terms of computational efficiency, the method excels in fast inference, mak-
ing it well-suited for real-time applications. However, computational complexity
during training, particularly for large datasets, presents a limitation. Moreover, the
current evaluation is restricted to tabular and image data, leaving its applicability to
other data types, such as time series or graph data, unexplored.

In summary, the proposed method offers a robust and interpretable solution for
outlier detection. Its strong performance in key metrics, rapid inference, and clear
decision-making processes make it a competitive choice for applications requiring
precision and interpretability. Although improvements in recall and expanded test-
ing across diverse data types would enhance its applicability, the method is well

suited for datasets with larger sample sizes and significant outlier proportions.

4.477.2 Strengths of the Proposed Method

The proposed method offers several distinct advantages:

» Adaptability: Using normalizing flows, the method effectively models di-
verse data distributions, enabling accurate outlier detection across datasets
with varying complexities and characteristics.

* Transparency: The integration of decision trees provides interpretable deci-
sion rules, allowing practitioners to understand the factors driving the classi-
fication of inliers and outliers. This enhances trust and usability in real-world
applications.

* Robust Performance: The method achieves competitive results across criti-
cal metrics such as Precision, Recall, F1, and MCC. Post hoc analyzes con-
firm that no competing models significantly outperform it, highlighting its
reliability and robustness.

* Efficiency: With the fastest scoring times among all models evaluated, the
method is well suited for applications requiring rapid or real-time anomaly
detection.

* Synthetic Data Generation: The ability to generate synthetic datasets from



4.4. Results and Discussion 138

the learned distribution adds scalability. This feature is particularly useful in
unbalanced datasets, enabling the model to improve detection performance

by increasing the representation of minority classes.

4.4.77.3 Limitations

Although the proposed method demonstrates numerous strengths, it also has some

limitations:

* Challenges with Small Datasets: The model struggles to generalize effec-
tively on datasets with limited samples, such as Lympho and Vertebral. This
leads to suboptimal results, highlighting the dependence of the model on suf-
ficient data for robust learning.

* Precision-Recall Tradeoff: The method prioritizes precision at the expense
of recall, which is evident in datasets with fewer outliers or significant
class imbalance. Although this focus minimizes false positives, it limits the
model’s ability to capture all relevant outliers in certain scenarios.

* High Computational Demand: The training process for normalizing flows
is computationally intensive, particularly on large datasets. This could be
a concern in resource-limited environments or applications that require fre-
quent model retraining.

* Dependence on Synthetic Data Quality: The performance of the decision
tree is heavily influenced by the quality of the synthetic data generated by
the normalizing flow. Although the method performed well on 17 datasets,
datasets with lower-quality synthetic data may pose challenges.

* Limited Testing Scope: The approach has been evaluated only on tabular and
image datasets. Other data types, such as time series or graph-structured data,
remain untested, potentially limiting its applicability and generalizability to

these domains.
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4474 Balancing Interpretability, Performance, and Real-World
Applicability

Machine learning models often face a trade-off between interpretability and per-

formance. Simple, interpretable models can sacrifice predictive accuracy, while

complex, high-performing models can lack transparency. This balance is especially

important in real-world applications, where the prioritization of specific metrics de-

pends on the use case.

For our model, the primary consideration is its trade-off between interpretabil-
ity and performance, particularly its 19th-place ranking in recall. Although this
may be a limitation in certain contexts, the strong results of the model in precision,
F1 score, and MCC demonstrate its overall robustness. Importantly, the statistical
significance tests (p = 0.05) showed that the model did not perform worse than
competing methods on any metric while significantly outperforming several base-
line models. This suggests that despite lower recall, the model excels in applications
where precision is critical, effectively minimizing false positives.

In domains like medical diagnostics, where false positives can lead to unnec-
essary treatments or fraud detection, where overflagging incurs financial and oper-
ational costs, precision and interpretability are essential. Here, our model’s ability
to reduce false positives and provide clear, explainable decision-making makes it a
strong choice. Precision ensures fewer incorrect positive predictions, while inter-
pretability helps domain experts understand and trust the model output.

In contrast, in scenarios such as monitoring disease outbreaks or search-and-
rescue operations, where missing a positive event has severe consequences, recall
becomes the priority. In these contexts, models designed to capture as many pos-
itives as possible, even at the cost of more false positives, may be preferable. Al-
though our method excels in precision and interpretability, it may not be ideal for
such recall-centric applications unless transparency is a higher priority than recall.

This Precision-Recall trade-off is not unique to our approach, but is observed
across many machine learning models. For example, DeeplForest achieves top Pre-

cision rankings but struggles with Recall, whereas KDE and KPCA, which perform
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poorly in Precision, lead in Recall rankings. These trends underscore that no single
model excels in all metrics; the optimal choice depends on the specific needs and
objectives of the application.

In summary, while our model’s recall ranking is lower, its strengths in preci-
sion, F1 score, MCC, and interpretability make it highly suitable for applications
where minimizing false positives and decision transparency are priorities. For tasks

where recall is critical, alternative models may be better suited.

4.477.5 Dataset-Specific Performance Analysis

This section examines the datasets where the proposed model underper-
formed—specifically lympho, vertebral, and optdigits—and contrasts them with
datasets that share similar characteristics but yielded better results. Across these
three datasets, both precision and recall were 0, indicating that the model did not
detect any outliers.

Lympho

The lympho dataset presents significant challenges due to its small sample size
(148) and low outlier percentage (4.05%). The 18 features of the dataset probably
exacerbate the problem by introducing complexity that increases the risk of overfit-
ting given the limited number of instances. In contrast, the glass dataset, which has
a similar sample size (214) and an outlier percentage (4. 21%) but fewer features
(9), performs better. This suggests that a smaller feature set can help avoid overfit-
ting in small datasets, enabling the model to better distinguish between normal and

outlier instances.

Vertebral

The vertebral dataset also performed poorly, despite having a larger sample size
(240) and a higher outlier percentage (12.5%). Its low dimensionality (6 features)
probably limits the model’s ability to capture meaningful patterns, resulting in both
precision and recall scores of 0. Interestingly, this dataset posed challenges for
most models, with several other algorithms, including HBOS, IForest, and PCA,
also failing to detect outliers. By comparison, the glass dataset, with slightly higher

dimensionality (9 features), performed better, reinforcing the idea that datasets with
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very few features may not provide enough variability for effective outlier detection.

Optdigits

The optdigits dataset, with 5216 samples and 64 features, offers a richer feature
space but suffers from an extremely low outlier percentage (2.88%). This class im-
balance, combined with the high dimensionality, probably explains why the model
failed to detect any outliers (precision and recall of 0). Other algorithms, such as
MCD and PCA, also struggled on this dataset, indicating that its structure poses
challenges for many outlier detection methods. By contrast, the pendigits dataset,
with more samples (6870), fewer features (16), and a similarly low outlier percent-
age (2.27%), yielded much better results. This suggests that lower dimensionality

allows the model to focus on relevant features, improving detection performance.

Key Insights from Comparison

The analysis reveals three critical factors affecting performance across datasets:

* Class Imbalance: Low outlier percentages, as seen in lympho and optdig-
its, create significant challenges to class imbalance. In contrast, datasets with
higher outlier percentages, such as satellites, offer more balanced opportuni-
ties for learning and better performance.

» Sample Size: Larger sample sizes generally improve model performance, but
the interplay between sample size and dimensionality is crucial. Datasets like
pendigits and satellite, with balanced sample sizes and feature counts, enable
better generalization without overfitting.

* Dimensionality: Very low dimensionality, as in vertebral, fails to provide
sufficient variability for the model, while excessive dimensionality, as in opt-
digits, can introduce noise and hinder performance. Striking a balance in

feature count is essential for effective learning.

The underperformance of the proposed model on datasets like lympho, verte-
bral, and optdigits reflects a combination of class imbalance, limited sample sizes,
and the interaction between dimensionality and data distribution. These insights
highlight the importance of considering the characteristics of the dataset when ap-

plying the model in practical scenarios, particularly for datasets with extreme im-
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balances or challenging feature distributions.

4.47.6 Sensitivity Analysis of Threshold Choices

This section evaluates the impact of threshold selection on model performance us-
ing ROC curves for 17 datasets, including Arrhythmia, Cardio, Glass, Ionosphere,
Letter, Lympho, MNIST, Musk, Optdigits, Pendigits, Pima, Satellite, Satimage-
2, Shuttle, Vertebral, Vowels, and WBC. ROC curves illustrate the trade-off be-
tween True Positive Rate (TPR) and False Positive Rate (FPR) at various thresh-
olds, helping to identify optimal thresholds for balancing sensitivity and specificity.
Figure 4.11 presents the ROC curves, highlighting dataset-specific behaviors and

performance trends.



Figure 4.11: ROC Curves for 17 datasets, illustrating the trade-off between TPR and FPR. The diagonal line represents random classification. Curves
closer to the top-left corner indicate better performance, while variations in curve shapes reflect dataset-specific sensitivities to threshold
adjustments.
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Dataset-Specific Observations
The analysis reveals three distinct patterns of sensitivity to threshold choices across

the datasets:

* Highly Sensitive Datasets: - Datasets like Cardio, Ionosphere, Lympho,
Satellite, and Vowels exhibit steep initial increases in their ROC curves. Small
threshold changes at lower FPR lead to significant improvements in TPR, in-
dicating high sensitivity to threshold adjustments. For these datasets, careful
adjustment of thresholds is critical to balance detection accuracy and false
positives.

» Stable Datasets: - Datasets such as Musk, Optdigits, Satimage-2, and Shut-
tle achieve near-perfect ROC curves with TPRs approaching 1 at very low
FPRs. These datasets show minimal sensitivity to threshold changes, allow-
ing greater flexibility in threshold selection without sacrificing performance.

* Moderately Sensitive Datasets: - Datasets including Arrhythmia, Glass,
MNIST, Pima, Pendigits, Vertebral, and WBC display more linear ROC
curves. Threshold adjustments result in proportional changes in TPR and

FPR, making performance predictable and tuning thresholds less critical.

Ilustrative Examples

Cardio and Ionosphere: These datasets show sharp performance improvements at
low thresholds, emphasizing the importance of precise tuning for optimal results.
Musk and Optdigits: With nearly perfect ROC curves, these datasets demonstrate
robust performance across all thresholds, making threshold selection less conse-
quential.

Lympho and Vertebral: The steep early rises in these datasets indicate high sensi-
tivity to threshold adjustments, but performance gains plateau quickly with further

increases.

Overall Trends
The sensitivity analysis highlights the diverse behaviors of the datasets in response
to threshold adjustments. Although highly sensitive datasets benefit significantly

from precise threshold selection, stable datasets provide flexibility in tuning with-
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out substantial performance degradation. This underscores the importance of tai-
loring threshold selection to dataset-specific characteristics for optimal detection
performance.

In conclusion, datasets with steep ROC curves at low FPRs, such as Cardio and
Satellite, require careful tuning, while datasets like Musk and Shuttle offer robust
performance across thresholds. For most datasets, consistent performance trends

simplify threshold optimization, ensuring reliable application in diverse scenarios.

4477 Global Interpretability from Feature Importances

The feature importance derived from the decision tree model provides critical in-
sight into the factors driving classification decisions. By identifying the most in-
fluential features, practitioners can better understand the patterns in the data that

differentiate inliers from outliers.

Figure 4.12 illustrates the relative importance of the five main features of the
Vowels dataset. The x-axis represents the importance scores, indicating the propor-
tional influence of each feature on the predictions of the model, while the y-axis

lists the feature identifiers.

Figure 4.12: Relative importance of the top 5 features in the Vowels dataset as assessed by
the decision tree model.
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The analysis highlights feature_1 as the most critical factor, contributing ap-
proximately 17.5% to the model’s decisions, suggesting its significant role in distin-
guishing outliers from inliers. Following this, feature_8 and feature_2 show notable
contributions, with importance scores of 12.5% and 10%, respectively. These fea-
tures play a substantial role in the decision-making process. Rounding out the top
five are feature_3 and feature_9, with contributions of 9% and 7.5%, respectively,

indicating their moderate, but meaningful influence on classification.

This analysis underscores the utility of feature importance scores in interpret-
ing model outputs, enhancing transparency and trust in the model’s decision-making

process.

Practical Applications of Feature Importances

Analyzing the feature importance enables practitioners to identify the most impact-
ful features, particularly in high-dimensional datasets, where many features may
contribute little to the predictive power of the model. Features with negligible im-
portance scores can be candidates for removal during feature selection, simplifying
the model, reducing computational demands, and potentially improving its perfor-

mance.

In domains such as healthcare or finance, where interpretability is essential,
understanding the feature importance allows practitioners to explain the predictions
of the model to stakeholders more effectively. If a decision tree highlights a feature
as particularly influential, domain experts can investigate whether its importance
aligns with established knowledge or if further analysis is needed to confirm its

predictive validity and rule out potential artifacts.

For the Vowels dataset, highly important features like feature_1 and feature_8
warrant closer examination to understand their significant influence on classification
outcomes. Investigating these features might reveal whether they represent unique
acoustic characteristics or other distinctive attributes of vowel sounds. Such insights
can guide better data collection strategies, improve feature engineering, or even

contribute to domain-specific discoveries.

This approach underscores the dual value of feature importance analysis: Not
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only does it improve model interpretability and trust, it also fosters opportunities to

refine models and uncover meaningful patterns within the data.

Comparing Feature Importances with SHAP Explanations

To assess the quality of the feature importance rankings produced by our decision
tree, we compared them with those derived from SHapley Additive exPlanations
(SHAP) [288] applied to an XGBoost model [87]. XGBoost, a gradient-boosted
decision tree ensemble, is renowned for its predictive performance but often sacri-
fices interpretability. SHAP provides a post hoc explanation framework that assigns
feature importance scores by analyzing the marginal contributions of each feature
across various combinations.

We trained an XGBoost model on the Vowels dataset and applied SHAP to
identify the top 5 features (Figure 4.13). There was an 80% overlap between the
top features identified by the decision tree and those ranked by SHAP, with features
such as feature_1, feature_2, feature_3, and feature_8 appearing in both lists. This
substantial overlap demonstrates the reliability of the decision tree’s feature impor-
tance rankings, as they align closely with those derived from a more complex and
widely used model.

The overlap highlights the decision tree’s capability to capture the primary fac-
tors influencing predictions, even without the computational complexity of SHAP.
While SHAP provides a global view of feature contributions by considering all pos-
sible feature interactions, the decision tree determines importance directly from its
structure, based on metrics like split frequency and impurity reduction. Despite
these methodological differences, the consistency between the two approaches val-
idates the decision tree’s ability to identify key features effectively and reinforces

its utility as a transparent and interpretable model.

4.4.77.8 Local Interpretability through Decision Tree Visualization

Figure 4.14 visualizes the full decision tree used to classify data points as outliers
or non-outliers in the lympho dataset, providing insights into both global and local
interpretability. By following the path of a specific data point through the tree,

from the root to its corresponding leaf node, we can understand the contributions of
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Figure 4.13: Top 5 features identified using SHapley Additive exPlanations (SHAP) on an
XGBoost model trained on the Vowels dataset. SHAP values indicate the
average contribution of each feature to the model’s output, offering a post hoc
explanation of feature importances in a complex model.

various features to the final classification decision.

At the root node, the tree is split according to the condition feature_18 < 1.798,
predominantly classifying samples as non-outliers if this condition is met. If the
condition is not satisfied, the model evaluates subsequent features such as fea-
ture_14, feature_12, feature_1, feature_6, and feature_8, applying specific thresh-
olds at each decision point. Each node in the tree displays the entropy value (indi-
cating the purity of the split) and the count of samples in each category, offering a

detailed view of the global logic of the model.

For local interpretability, the decision tree allows practitioners to track the ex-
act path taken by any individual data point. This path outlines the sequence of
feature-based decisions that led to its classification, providing a transparent expla-
nation of the decision-making process. By examining these feature conditions and
thresholds, users can identify the key factors influencing specific classifications,
gaining valuable insights into both the overall behavior of the model and the rea-

sons behind particular outcomes.
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Figure 4.14: Decision tree used for outlier detection in the lympho dataset. Each node
provides entropy values and sample counts, illustrating the model’s global
decision framework and its local interpretability for individual data points.

4.4.7.9 Decision Tree Rules

The rules extracted from the decision tree for the lympho dataset, illustrated in
Figure 4.15, provide a streamlined and interpretable representation of the decision-
making process of the model. These rules focus specifically on the conditions that
lead to outlier classification, providing a clear and concise view of the criteria the

model uses to identify outliers.

By isolating only the paths relevant to outlier classification, this representa-

tion minimizes clutter, making it easier for practitioners to debug and interpret the
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Rule 1: If feature_18 > 1.799, proceed as follows:
Rule 1.1: If feature 14 < -1.28:

Rule 1.1.1: If feature_12 < 0.31, classify
as outlier (class: 1.0).
Rule 1.1.2: If feature_12 > 0.31 and fea-

ture_1 < -0.01, classify as
outlier (class: 1.0).

Rule 1.2: If feature_14 > -1.28, feature_12 < 0.29, and
feature_6 < -0.39, classify as outlier (class:
1.0).

Note: Data points that do not meet any of these conditions are
classified as non-outliers (class: 0.0).

Figure 4.15: Rules for identifying outliers in the lympho dataset, derived from the decision
tree. Each rule specifies a sequence of feature-based conditions that lead to
outlier classification.

model’s decisions. This is particularly beneficial in environments where rapid and
accurate decision-making is essential, as the rules highlight the most critical thresh-

olds and feature interactions in the dataset.

4.5 Summary and Implications

This chapter presented a novel framework for interpretable unsupervised outlier
detection, addressing the dual challenges of achieving high detection performance
and ensuring model interpretability. By integrating normalizing flows with decision
trees, the method combines the generative modeling capabilities of deep learning
with the transparency of interpretable models, offering a robust solution for high-
stakes domains such as fraud detection and healthcare, where accuracy and trust are
critical.

Extensive evaluation across 17 datasets against 23 state-of-the-art methods
demonstrated that the framework achieves competitive or superior performance
across metrics such as precision, F1 score, and the Matthews correlation coeffi-
cient. In particular, the method excels at minimizing false positives, a crucial factor

in sensitive applications. Decision trees provide both local and global interpretabil-
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ity, allowing clear explanations for individual outlier detections as well as broader
decision patterns. This transparency improves trust and facilitates practical adop-
tion in real-world settings.

The framework bridges the gap between unsupervised and supervised learning
by taking advantage of the explainability inherent in decision tree structures within
an unsupervised context. This integration not only maintains strong performance,
but also significantly enhances interpretability, enabling more responsible and trust-
worthy decision-making.

By addressing critical gaps in interpretability for unsupervised outlier detec-
tion, this work contributes to the broader objectives of explainable Al. The method
offers a practical pathway for deploying interpretable unsupervised learning sys-
tems with confidence in high-stakes applications. These insights, together with the
contributions of previous chapters, set the stage for the final chapter, which syn-
thesizes the main findings of the thesis, acknowledges limitations, and explores

directions for future research.



Chapter 5

Conclusion

This thesis has contributed to the field of unsupervised outlier detection by address-

ing challenges related to model selection and interpretability.

In Chapter 2, a meta-learning algorithm was introduced that leverages ensem-
ble techniques and the selection of unsupervised spectral features to enhance outlier
detection. This approach advances beyond simple aggregation of detector outputs
by critically evaluating and selecting the most effective detectors for a given dataset.
This selective process improves both the accuracy and efficiency of outlier detection
systems, leading to a more robust model selection process, a crucial advancement in
accuracy-critical environments. The effectiveness of this meta-learning algorithm
was demonstrated on a variety of tabular datasets, showcasing its potential to im-
prove the performance and reliability of unsupervised outlier detection in practical

applications.

Chapter 3 presented a comprehensive taxonomy of machine learning inter-
pretability methods. This taxonomy provides a structured framework for categoriz-
ing interpretability approaches based on key dimensions such as local versus global
interpretability, model-agnostic versus model-specific techniques, and data type ap-
plicability. By highlighting the trade-offs among different methods, the taxonomy
offers practical guidance for researchers and practitioners to select interpretability
strategies tailored to their specific goals and constraints. This framework aims to fa-
cilitate the effective integration of interpretability into machine learning workflows,

particularly in fields where transparency and accountability are paramount.
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Chapter 4 introduced a novel approach to outlier detection that integrates nor-
malizing flows with decision trees. This method effectively balances interpretabil-
ity and detection accuracy by providing clear, human-understandable decision rules
while maintaining strong outlier identification performance. This approach is par-
ticularly valuable in industries where transparent decision-making is crucial for
building trust and ensuring reliability, as it allows for both accurate outlier detec-
tion and clear explanations of the underlying reasons for the classification. The
effectiveness of this method was demonstrated on both tabular and image datasets,
showcasing its potential to enhance interpretability with minimal impact on detec-

tion accuracy.

Future Directions

Although this thesis has addressed key challenges in unsupervised outlier detection,

many open questions and opportunities for further investigation remain.

Building upon the meta-learning algorithm proposed in Chapter 2, future work
could investigate its scalability to high-dimensional datasets and real-time appli-
cations to ensure its effectiveness in large-scale or time-sensitive settings. More-
over, adapting the framework to handle non-tabular data, such as time series, graph
structures, or text, would necessitate incorporating mechanisms to account for the
inherent temporal dependencies or structural relationships in such data. Finally,
addressing concept drift, where data distributions change over time, could signifi-
cantly improve the algorithm’s adaptability and long-term performance in dynamic

environments.

The taxonomy of interpretability methods developed in Chapter 3 could be
further enhanced by addressing the specific interpretability challenges posed by un-
supervised learning and multimodal data scenarios. Expanding the taxonomy to
encompass these areas would better align it with the evolving needs of researchers
and practitioners working with increasingly complex datasets and models. Incor-
porating guidance and best practices tailored to these challenges would further en-

hance the taxonomy’s practical value and contribute to the development of more
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interpretable and trustworthy machine learning systems across diverse domains.
The outlier detection method introduced in Chapter 4, which integrates nor-
malizing flows with decision trees, could be further refined by addressing the
observed trade-off between precision and recall. Improving the method’s ability to
detect all relevant outliers, particularly in datasets where recall is critical, could be
achieved through adjustments to the normalizing flow architecture or by exploring
alternative density estimation techniques. Another challenge lies in the computa-
tional complexity of training the normalizing flow model, which can be demanding
for large-scale datasets. Simplifying the architecture or investigating alternative
training methods could improve efficiency and scalability. Furthermore, extending
the method’s applicability to other data types, such as time series or graph data,
and exploring its ability to address concept drift would broaden its utility in a wider

range of real-world scenarios.

In summary, this thesis presented methods to address specific challenges in unsu-
pervised outlier detection and interpretability. Future work should focus on scaling
these methods to handle very high-dimensional and diverse data types, including
time series, graph, and multimodal datasets, while improving computational effi-
ciency to support large-scale and real-time applications. Addressing evolving data
distributions through mechanisms such as concept drift adaptation and improving
the balance between precision and recall could further refine these approaches. By
integrating these advances, the methods developed in this thesis can be extended
to broader contexts, fostering more robust, transparent, and adaptable machine

learning systems.
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Supplementary Data and Tables

Table A.1: Repository Links For Machine Learning Interpretability Tools.

Tool Repository Link
accessorize-to-a-crime https://github.com/mahmoods0l/accessorize-to-a-crime
adversarial-squad https://github.com/robinjia/adversarial-squad
adversarial_text https://github.com/aonotas/adversarial_text
adversarial_training https://github.com/WangJiuniu/adversarial_training
adversarial_training_methods https://github.com/enryl2/adversarial_training_methods
aequitas https://github.com/dssg/aequitas
AIX360 https://github.com/Trusted-AI/AIX360
alibi https://github.com/SeldonIO/alibi
AnalysisBySynthesis https://github.com/bethgelab/AnalysisBySynthesis
Anchor https://github.com/marcotcr/anchor
boundary-attack https://github.com/greentfrapp/boundary—-attack
CAM https://github.com/zhoubolei/CAM
cleverhans https://github.com/tensorflow/cleverhans
debiaswe https://github.com/tolga-b/debiaswe
Deep Visualization Toolbox https://github.com/yosinski/deep-visualization-toolbox
DeepExplain https://github.com/marcoancona/DeepExplain
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Table A.1 — continued from previous page

Tool Repository Link
DeepLift https://github.com/kundajelab/deeplift
DLIME https://github.com/rehmanzafar/dlime_experiments
Eli5 https://github.com/TeamHG-Memex/eli5

equalized_odds_and_calibration

https://github.com/gpleiss/equalized_odds_and_calibration

fair-classification

https://github.com/mbilalzafar/fair-classification

fairlearn https://github.com/fairlearn/fairlearn
FairMachineLearning https://github.com/jtcho/FairMachinelLearning

fairml https://github.com/adebayoj/fairml

fairness https://github.com/dodger487/fairness

fairness-comparison

https://github.com/algofairness/fairness—-comparison

fairness-in-ml

https://github.com/equialgo/fairness-in-ml

foolbox

https://github.com/bethgelab/foolbox

GerryFair

https://github.com/algowatchpenn/GerryFair

gnn-meta-attack

https://github.com/danielzuegner/gnn-meta—-attack

Grad-CAM

https://github.com/ramprs/grad-cam

Grad-CAM ++

https://github.com/adityac94/Grad_CAM plus_plus

graph_adversarial_attack

https://github.com/Hanjun-Dai/graph_adversarial_attack

HSJA

https://github.com/Jianbo-Lab/HSJA

influence-release

https://github.com/kohpangwei/influence-release

iNNvestigate

https://github.com/albermax/innvestigate

Integrated Gradients

https://github.com/ankurtaly/Integrated-Gradients

InterpretML https://github.com/interpretml/interpret
L2X https://github.com/Jianbo-Lab/L2X
lime https://github.com/marcotcr/lime

ML-fairness-gym

https://github.com/google/ml-fairness—gym
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Table A.1 — continued from previous page

Tool Repository Link
Nattack https://github.com/gaussian-attack/Nattack
nettack

https://github.com/danielzuegner/nettack

nlp_adversarial_examples

https://github.com/nesl/nlp_adversarial_examples

nn_robust_attacks

https://github.com/carlini/nn_robust_attacks

one-pixel-attack-keras

https://github.com/Hyperparticle/one-pixel—-attack-keras

PDPbox

https://github.com/SauceCat/PDPbox

procedurally_fair_learning

https://github.com/nina-gh/procedurally_fair_ learning

pyBreakDown

https://github.com/MI2DatalLab/pyBreakDown

PyCEbox

https://github.com/AustinRochford/PyCEbox

rationale

https://github.com/taolei87/rcnn/tree/master/code/rationale

RISE

https://github.com/eclique/RISE

scpn

https://github.com/miyyer/scpn

SALib

https://github.com/SALib/SALib

shap

https://github.com/slundberg/shap

Skater

https://github.com/oracle/Skater

Slim

https://github.com/ustunb/slim-python

stAdv

https://github.com/rakutentech/stAdv

tcav

https://github.com/tensorflow/tcav

TextAttack

https://github.com/QData/TextAttack

TextFooler

https://github.com/jindll/TextFooler

tf-explain

https://github.com/sicara/tf-explain

The LRP Toolbox

https://github.com/sebastian—lapuschkin/lrp_toolbox

themis-ml

https://github.com/cosmicBboy/themis-ml

transferability-advdnn-pub

https://github.com/sunblaze-ucb/transferability—-advdnn-pub

UAN

https://github.com/jhayesl4/UAN
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Table A.1 — continued from previous page

Tool Repository Link
universal https://github.com/LTS4/universal
WordAdver https://github.com/AnyiRao/WordAdver

Z00O-Attack https://github.com/huanzhangl2/Z00-Attack



https://github.com/LTS4/universal
https://github.com/AnyiRao/WordAdver
https://github.com/huanzhang12/ZOO-Attack

Appendix B

Thesis Summary in Greek (IIepiindn
e AwateBhe ota Exanvixd)

Tithoc
Aviyvevon Avouoiioy Xwelc EniBhedn: Néeg Ilpooeyyioeic yio Ioyupéc Opddeg

To&wvountodv xon Egunvevoipotnro.

20vodn

H aviyveuon avouciioy xatéyel xalpla V€on o€ TOAOUE TOUELS, OTWS 1) ovary Vee-
o7 ATNG, 1 ACPIAELL DIXTOWY Xou 1) aTEWr| OLdyvwor. dotdco, 1 dadixacio
EMAOY TG LOVTEAOU XL 1) EQUNVEUCUIOTNTA TWV ATOTEAEOUATOY ATOTENOVY OTUALV-
Tixég mpoxhfoelg, Wing o mepddArovTa un emPAenduevng pdinong, omou
anouctdlouv etixetonoinuéva dedopéva. H napoloo St emdudxer vo 8¢oeL
AmAVTAOELS O QUTEC TIC TROXAHOELS, ToEOUCIAloVTAS XUVOTOUES UEVOBOAOY(ES
YLOL TNV OMOTEAECUATIXOTERY) ETAOYT| LOVTEAOU OE opddec Todtvountéy (ensem-
bles) xou yior TNV eVioYUON TNE EPUNVELCUOTNTOC.

Ye mpoTN @dor, elodyeTa Wiot LEV0BOC UETO-UGUNONS Yo TNV ETLAOYY| LOV-
TENWY G 0pddeS TadvounTaY aveuolwy. H mpocéyyion auth allomolel Tic mpof-
Aéderg mou TopdyovTon and TOAATAOUS EMHEPOUS TAEVOUNTES, VEWEMVTIS TEC WS
€val VEO GUOVOLO YUpoXTNELO TIXY. XT1) GUVEYELD, EQUPUOLEL TEYVIXEC ETIAOYTC
YU TR TGV Ywelc eniBAedn oe auTd Tor ueTa-yopaxTnELoTIXd, UE OToYO Vo

evToTioeL TOUG TAEVOUNTES TOU ATOBEVUOVTAL IO CUVOPELC UE TNV EYYEVY Bour
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TOU EXACTOTE GUVOAOL OedoUEVLY. O emheyuévol Tadvountée cuvdudlovTal
TEAMXS péow pog otpatnyiis Pngogopiag, alomolkdviag £Tol T GUALOY X TOUG

YVOOT Yo TNV TEAXY aviyveuon.

Ye 0evTepO ETinedO, TopouctdleTon Ptar AeTToUERC Ta&voula Twv Sladéotuwy
uedodwy epunvevolotntog. H tadvoula auth xotnyoplomolel Tic undpyouoeS
Teyvixéc pe Bdom xputhplo 0TS To eVpog TG epunvelag (Tomxh Yyl UEUOV-
ouévee TpoBiédeic N xadohxr yoo oAOXANEo To povTéNo), N eEdpTnon amd To
CUYXEXPWEVO UOVTENO (avsidptmeg 1) €WXES Yo Evay TOTO povré)\ou) oL O
YeoOvoc equpuoyhc: eite xotd v exmoidevon (eyyeveic pédodol) elte yetd v
exmotdevon (uédodot ex twv votépwy). Emmiéov, n talvouio AowBdver unddn
TNV EQUOUOCLOTNTO TWV PEYODBWY GE BLdPopou TUTOUE BEBOUEVLY, OTIKC THVUXES,

*eUEVO, EOVES XAl DEDOUEVAL YOUPTUETLY.

Téhog, mpotetveton piar véa pédodog aviyveuons avwuohloy ywelc emiBiedn
TOU GUYOUALEL Tl TAEOVEXTAHTA TWV POWY XAVOVIXOTOMONE GTNY EXTUNCT NG
TUXVOTNTAS TWV DEBOUEVWY XL TNV EQUNVEUCLUOTNTA TV OEVIPWY ATOPICEMY.
H pédodog ypenowonolel poég xavovixonolnong yio T Onuovpyio evog cuv-
YeTnol GUVOAOU BEBOUEVWY UE (PEUBO-ETIXETES, OL OTOLEC LTOBEVVOUY ToVES
avouaiiec. X1 ouvéyela, oauté To cUVOho Bedouévmv olloToleiton Yyl TV
exnafdevorn evog deEvipou amogaons. H mpooéyyion auty| mupeyel cagpr pla
Tovounone mou Boactlovion o8 xAVOVES, BIEUXOADVOVTOC TNV XOTAVONGCT| TGV

HELTNPLWY UE TU OTIOLX EVTOT[LZOVTO(L ol O(VOJHO()\LEQ.

Yuvolxd, n mapoloa datel3Y) cUPBIAAEL GTNY TEOOD0 TV Un EMBAETO-
UEVGY CUCTNHATWY aviyVELoTS aveUolmy Uécw tne Pehtiwong tne dtadwactiog
eMAOYNC UOVTEAOU YLl THO LOYURES OUGOEC TOEVOUNT®Y, TNG eVIoyuong Tng
EQUNVEUCWOTNTAS TWY AMOTEAEOUATWY Xou TNG TapoyNg wag mo Zexddopng
xatavonone tne dadaotiog AMng anogpdoewy. Me autdv tov TpdTO, eVicyleTo
1 €LEUTERT XAl TLO OELOTUG TN YPHON VTV TWY CUCTNUATWY O %ploWous TOUELS

e xadnuepVOTNTOC.
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Ewcaywy

H oviyveuorn avopaiiov ebvar 1 dladxaoior evIoTogo) Tapatneioewy e Eva
o0OvVoLO BEBOPEVKY TOL LePelyYOUY AoUNTA OO TA AVOUEVOUEVA TEOTUTAL 1) TNV
XAVOVIXT| CUUTERLPORE. AUTEC Ol AVOUIAES TURATNEYOELS, TOU GLY VA opeihovTal
o€ OLdpopeg LUToXElUEVES aitieg, cuvAdnC amoteholy Ay6TeERo amd TO 5% TV de-
Souévev [1]. Av xou dev undpyet €vag LOVaBIXGS, Ty XOOUINS ATOBEXTOS 0PLOPOS
YLoL TLS oVepoheg [2], 1) avory vodplor) Toug eivon VeUEADBNE Yo THY OTOTEREGUOTIXT
avdAuoT SedouEveY. Mog emitpénel vo evIoTlooudE xat, oy YEELCTEL, Vo aponpé-
OOUUE QUTEC TIC TORATNENCELS Tou Vol UTopolcoy Vo ETNEEGCOUY apVNTIXd 1) Vo
00N YN oOLY GE haVUUCUEVI CUUTEQUOUATOL.

H aviyveuorn avouahiov etvan udiotng onuaciog os mollolg Toyel, dmou
1 EUPAVIOT) Toug pmopel vor onuatodoTel onuavTid 1 emlAua yeyovota. T
TOEABELYHO, CTOV YENUATOTUCTWTIXG Topgd, Bondd otnv avaxdiudrn doAwy
ouvadhayodv [3, 4], evd oty vyetovoux tepilahdn, cuuBdiher ot didyv-
©OT ACVEVELDY, OTWE 0 XAUpXIVOC, UEoW 1oTpXGY amewovicewy [5, 6]. Avtio-
TOLY O, OTIC TNAETXOWVWVIES YENOWOTOLELTOL Yiot TNV AmoxdALT amdtng, xaL oTa
Brounyavixd cuoTidoTa yior TV TeoBAedn Profdy e€oTAMopoD, YELOVOVTUS €TOL
TOV damavnEd Yeovo dlaxoTrg Asttoupyiog [2]. Ahhec EQOPUOYES TEPLAOUPBVOUY
o ouotrpoto Internet of Things (IoT) [7], tnv topaxoholinon tng oxepadTnTAC
XoTooXeLGY (8] xar TV aviyveuon eloBoldy o BixTud, OTOL GUYVE OVTIIETE-
miCovtan TpoxhNoelg OTwe 1) emelepyacio UEYEAOU OYXOU BEBOUEVLY LPNAGY BL-
a0 TdoEWY Tou petadidovton ouveyde [9, 10].

And T oxomd TN EMOTAUNG TWV OEGOUEVMY, 1) ATOTEAEGUOTIXY Oloyelp-
LO1) TWV OVWUOAMGY SLoc@okilel TNV a€lomo Tlar TwV LOVTEAWY Unyovixnc udinone
X0 TWV CTUTIOTIXWY AVIAICEWY, ETUTEETOVTAS GTOUS ahyoplduoug vo avory vwpl-
Couv ye PeyarbTepn axplfeta Tic uTtoxelueveg TAoELC oL Vo EEAYOUY OUCLIG TIXES
TAnpogopiec [11, 12]. Topbdho mou o1 aveuahies UTopoly Vo TopamAavAcoLY Ta
HOVTEAQ, TOUTOYPOVA UTOROUV VAl ATOTEAEGOUY TOAUTIIN CHUNTA, ATOXUAITTOV-
TOC AMEOPBAETTES 1| XUVOTOUEC CUUTEQLPORES EVOS GUC TAUATOG [13]. Autdéc o

OLTAOC PONOC TEQLTAEXEL TNV AVl VEUGY| TOUC: XATOIEC VWUAALES TIEETEL VoL OTtO-
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woxpuVdolY Yo vor dtatnenlel 1 ToldTNTO TwV OEBOPEVWY, EVEK) JAAES OmAUTOUY
AETTOUERT) AVEIAUGT) YLOL VO XOTAVOHOOUNE TIC autieg Toug. e Topelc omou 1
ac@dheta etvan xplown, 6w 1 avlyveuon amdtng 1) 1 mopoxohovinon tng Aet-
ToLEYIOC CUCTNUATWY, 1) BLEXEIOT UETAUED UTWY TWY 500 TOTWY OVWUUALGY lvor
amapodtnTn [14, 15].

Hapd tn yeydhn tne onuaocio, 1 oaviyveuon aveouoloy efoxohovdel vo
omotehel War oNUAVTIX EEELYNTXY TEOXANOT), WLlTEPA OTAY T CUVOAXL Ot-
douévwy etvar LYNAGY BlaoTdoewy, TEpEyouy YopuBo xar oAAdlouv UE TNV
Tdpodo Tou yeovou. H avdmtuin toyve®y uedodoloylny etvor amapoltnTn yio
NV axELBT| VoY VORLOT) X0 XOTOVONOY) TWY OVWUOALOY, (OOTE VoL UTOPOLUY Vo €&~
oy 9ol yerowee TAnpogoplec xou vo BeATindel 1 amdd0oon TV HOVTEAGY.

To mhaiotor pnyovinic pdinong Tou YeNCULOTOLOUVTOL YL TNV VY VEUGCT) V-
OUOAGY UTopoUY Vo xaTnyoplotoindoly o€ EMBAETOUEVES, NU-ETBAETOUEVES XAl
un-emBAenoueveg pedoooug, xadeuio and T onoleg Exel To Od TNG TASOVEXTY-
uatar xou petovextipote [2, 16]. H emhoyn tng xotddining peddédou e€aptdron
OLYVE omd T OLIECULOTNTA ETLXETOTOUNUEVWY DEDOUEVEIV XOL TOL Y AEOXTNOLO TIXE
TOU GUYXEXPWEVOU GUVOROU DEDOUEVMV.

H aviyvevon avepohiov etvar éva xplowo (ATnua oty avdAucT dedouévemy,
ewxd oTay eV uTdpyouv dladéotua eTixeTononuEve dedoueva. Tlapd tnv avdm-
TUEN TOAGOY U1 ETUPAETOUEVGLY UEVOBWY, UTEOYOUY OEXETEC TEOXANOEC TOU
duoyEEalvOUY TNV EUPElNl TEAXTIXY| TOUS EPUPUOYT| Xt ATOTEAODY %ivnTeo Yo
mepoutépw €peuva.  H mopoloa datpdr) mapouctdlel Tpelg X0PIEG CUVELCPORES
OTOV TOUEN TNG U1 EMPBAETOUEVNG oV VEUOTG VOUUALLY, xodeplo amd Tig omoleg
OTOYEVEL OTNV AVTIETOTLON TV TEPLOPLOUMY TOU avapépinxay Topamdve xou

EYEL ONUOCIEUTEL GE EMOTNHOVIXS TEPLOOIXA.

1. 'Eva mhaioo peto-udidnong yio v emAoyr UOVTEA®Y OE OUddEC Toll-
vountev: Auto To mhaloto alloToLEl TNV ETAOYT YARUXTNELOTIXDY YLl VA
VALY VOPRIOEL T HOVTENDL VI VEUOTC AVWUXALO)Y TIOU THEEYOLY TNV TEPLO-
o6tepn TANPoQopla, BEATIOVOVTAS TNV ovieXTIXOTNTA Xou TNV oxp(Beta u€ow

TOU GUVOUNOUOU QUTOV TWV ETUAEYUEVODY UOVTEAWY.
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2. M taivopio et ddmy epunvevoyldTnTog pnyovixnic udinong: Aut n tag-
vopio xatnyoptomotel Tig TEYVIXEG EpUNVELCWOTNTAS e [3doT To elpog, TNV
eCdpTNom omd TO UOVTENO, TOV YPOVO EQPUPUOYHS Xal TOV TUTO BEBOUEVLY,

Bondwvtag 6Ny eMAOYH XATIAANAGY UEVOBOV.

3. Mo epunvetown pédodoc aviyveuone oavouohiov:  Auty 1 uédodoc
oLVOUALEL pOEc xavovixomolnong yio exTiUnoTn TUXVOTNTUC WE OEVTPU
ATOPACEWY Yo EpUNVELOWOTNTA Tou PBaoiletar oE xavoveg, TapéyovTog

1600 axElPT| aviyveuon 660 xou cageic Sldacie AMPNS amoPdoEwy.

[oyveec Opddec Talwvountadyv: Mo Médodoc Meta-
Mdidnone yia Emhoyry Movtéhwy Xwplc EniBiedn

Auto To xe@dhano mpaypateleTon o€ Bddoc To TEOBANUL TNG ETAOYHC LOVTEAOU
oTNY aviyVELoT) avwUoAGY ywelg eniBiedn. H emhoyn poviéhou etvon o xplowun
TTUYT OTNV OVATTUET IOYURMY GUCTNUAT®DVY oviYVEUONC AVOUIALDY, xoddS N
am6d00T) UTopel Vo BLopEPEL ONUAVTIXG AvEAOYO UE TOV ETUAEYUEVO ahyopLiuo
X0l TIC WOLUTEPOTNTES TOU EXACTOTE GUVOROU OEBOUEVLVY. Tor var avTieTwmio Tel
aUTH 1 TEOXANGCT, TapouctdleTal €va TEONYUEVO Thalotlo YeTa-udinong, ewuxd
OYEBLIOUEVO Yior VoL eVIoyUoEL TNV aviexTixdTnTa xon TNy axeifBeto Twv ouddwy
TOUEVOUNTWY TOU YENCHLOTOLOUYTOL YLl TNV 0VIY VEUGT] AVEUOALDY.

To mpotewduevo mhaiclo yenoldomolel TNV ETAOYT YAQUXTNPIO TIXWDY Y WEIG
eniBhedn (unsupervised feature selection) we évory EEUTVO UNYAVIOHO YL TNV oVOY-
VOPLOT) XL LEQOYNOT TWV UELOVWUEVLY UOVTEA®Y aviyveuone avwpohiody. Me
QUTOV TOV TEOTO, EVTOTILOVTOL Tol LOVTEAN TOU TIOREYOUV TIC TEPLOGOTERES TTANPO-
popleg oyeTWd Ye TNV uToxeluevn dour| evog cuvdrou dedopévewy. H iavotnta
OLdxplong UETAED TV ahyopliuwy tou elvor mo cupPatol ue Tn dour Tou exdo-
TOTE GUVOAOU DEDOUEVY X0l oUTWY Tou elvon Alyotepo altomicTol efvan {wTinic
onuaotag yio T dnuovpyior evog Woyvpol cuvolou Talvountey. Emiéyovtug
OTEUTNYWXE To THO XATIAANASL HOVTEAXL YLl TO EXUGTOTE GUVORO BEBOUEVWYV, TO
TACLO UELOVEL ATOTEAEOUATIXG. TNV ETOPAOT) TV UOVTEAWY TOL umopel va €l-

vou evadoinTo otov Y6puBO0 1 aXATIAANAL Y10 CUYHEXQPUIEVA YAUEUXTNELO TIXE TOU
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oLVOOUL BeBOPEVLY. AuTY 1) Bladwacio 0dnyel ot dnutovpyia Vo To TEocoE-
UOGLUOU XUl ATOTEAECUATIXOU GUG TAUNTOS YL TNV AVEYVEUCT] AVWOUOAMY CE £V
gUPY PAOUA CUVOALY BEDOUEVWY, TO XAVEVA UE TIC OIXES TOU HOVADBIXEC GTUTIO-

TIXEC IWOLOTNTES XL TPOXAHOELS.

H Baowr pedodoroyla tou mhaciou Eexwvd pe TNy exnaideuct) evog GUVOROU
TOMATAGY focix®y YovTEAWY aviyveuong avepohov.  Kdde éva and autd
avarhOeL Tor Bedopévar aveldpTtnta xou mapdyel Baduoroyiec eumiotoolvng 1 oxop
avouaiiog. AuTtd T ox0p YENOHIELOUY W TocoToTnolnon Tou Paduod oTov
omolo xdde mopathpnoT Vewpeltal <UVOUOANY» On6 TO CUYXEXEWEVO UOVTEAO.
Y ouvvéyela, autég ol Baduoroyieg avtipetwniovial W YoEAXTNEIoTIXG Yid

war emaxdAoud dladixaota ETAOYHG YAQUXTNELO TIXMV.

LUYEXPWEVD, YL TNV ETWAOYT YoEoXTNEIoTXWY, To Thaiclo alomolel
™ Pacpatix Emhoyh Xopoaxtptotixdv (SPEC). H pébodoc SPEC eivar pia
TEY VXY ETAOYTC YUPUXTNEIOTIXWY ToU O TNEIlETon OTIC 0PYES TNG PUCUUTIXNC
Yewplag yoapnudtwy. H Boaowr wéa niow and to SPEC etvor va a&tohoyrioet
T6G0 Toupdlel To dtdvuoya Poduoloyiag Tou Tapdyel xdde LOVTEND UE TNV EYYEVN
Soun Tou exdoToTE GUVOLOU dedopévey [66]. Autd emtuyydveton xortaoxeudlov-
TAG VAL YRAPNUA, OTIOL OL XOUBOL AVTITPOCWTEVOLY TIC TUPATNPNOELS X0 OL OXHUES
exQEACOUV TNV OUOLOTNTE TOUC. LT GUVEYELYL, avohDOVTAL OL LOLOTWES XL ToL LBLo-
oavuopota Tou miivaxo Laplace autol Tou Ypa@AuaTog, HOTE Vo TPOGOLOPIG TOUY
oL Y oeaXTNELO TG (0T Tepintwon wag, ot Boduohoyieg Twv HovTEA®mY) Tou elvar
O GUPBATY UE TN SoUT| TwV OEBOPEVLY. AuTH 1) Bladacia 0d1Yel GTNY ovary vee-
LOT) %ol OLOTHENOT TWV HOVTEAWY TOU avTAVAXAOUY XOAUTERA TIC OYECELC HETOLY
TWYV TUPATNENOEMY, UEWWVOVTIS TAUTOYEOVA TNV ETLEEON TWY AMYOTEQO OYETIXWY
1 YopuPwdwy poviélwy. 'Etol, Behtwvetan n aviextixdtnta tng ouddag todl-

VOUNT®Y TOU TPOXUTTEL, 13lt¢ 08 GOVORA DEBOUEVLY UPNAGDY BlHCTAGEWY.

H podnuatued) depehionon e @oouatinic EMAOYNAG YoQUXTNEIOTIXMY OTO
Thadolo Ut TEPLAIUPBAVEL 0Py XS TNV XATACKEUT) EVOS YORUPYUUTOS OUOLOTNTAS
W e R™" 6mou n eivar o aprdudc twv mopatneroewy. H opoldtnta yetalld 0o

TEAUTNENOEWY §; XAl S TOCOTIXOTIOLELTAL Y OTNOWOTIOLWVTAUC TY) CUVAQTYOY) TURT VA
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Radial Basis Function (RBF):

s — 55|
Wij=exp| ——%=>— |- (B.1)

2072

6mou |s; —sj|2 QVTITEOCMTEVEL TNV TETEAYWVIXY| EUXAEIDEL AMOG TOOT) UETAUED TWV
TORUTNENOEWY XU O €VOIL Lo TUPGUETEOC XALUAXAG TTOU EAEYYEL TNV EUPBERELX TNG
oLVEETNONG TUENVAL.  XTN GUVEYEL, UTOAOYILETAL O U1 XAVOVIXOTIOINUEVOS Tii-
voxog Laplace L =D —W, énou D eivan o Sory@viog mivoxag Poducv Tou yeapy-
wotog, e D =Y jWij. Axohovlei 1 eniluon Tou yevixeuuévou TEOPBARUNTOS

WOOTYWOV Yo ToV xavovixorolnuévo mivaxo Laplace Lyorm = D 12Lp-1/2.
Luyormv = AV, (B.2)

6mou A elvon ot WoTéS xon v Tor avtioToryo Wtodtaviopata.  2To TAolo TNg
emAoyrc yoapoxtnelotixwy Ye to SPEC vy k = 2 cuumhéypata, to 6eUTEQO
uxpdTepo Wodidvuoya (to diévuopa Fiedler vo) nailer xadopiotind pdro. Ta
oTotyela auTOV TOL BLVOOUATOS YETCLOTOLOVUVTOL YIo TNY XATATAUET TOV 0Oy XMV
YoEaXTNELO TV (SNAodr TV Baduoloyldy Twy HOVTEA®Y), xat EMAéyovTaL To
YUEAUXTNELO TS TTOL AVTIG TOLY 00V OTIC HEYUAVTEQESG AMOAUTES TWES GTO DLEVUGUX
Fiedler, xado¢ autd Yewpolvton 6Tl elvar To O GUVETH UE TOV DL WELOUS TOV

0e80UEVOY GE BU0 GUUTAEYHOTA (XUVOVIXES TUPUTNEHOELS XAl OVWUOALES).

Y1 ouvéyeta, ol Baduohoylec Twv HovTEAmY Tou emhEyInxay Y€ow Tng Ot
aduactag SPEC cuvdudlovtan yio vor maporydel par tehixr eviodor Bordporoyior orv-
ouoAlag Yo xdde napathenon. o Tov cuvduooud autdy Ty Baduoloyuoy, To
mhodoto yenowonotel Tn otpatnyxy| Average of Maximum (AOM) [13]. H Boowr
W0€a Tlow amd TN otpatnyy AOM elvon vor ywpeloel T0 GUVOAO TV ETAEYUEVLY
UovTéhwy oc g umoouddes. T xde mopatrenon, vnohoyiletar 1 uéyotn Po-
Yuohoyia avopoiiag mou €yel anodovel and omolodhrote poviéro evidg xdie
umoouddac. Télog, n tehuxr Baduoroyia aveuoiiag Yo TNy v AGY® TapaTAENO

TEOXUTTEL ATO TOV PECO HPO AUTAOY TV g UEYLOTOY Baduoroyioy. Modnuotixd,
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N Bordporoyla aveuaiioc Saom (xi) yia po mapothienon x; unohoyiletoan we:

Saom(xi) = max Sy (x;) (B.3)
O i Z dEG d i

6mou G ovamopLleTd T0 GUVOAO TV LOVTEAWY GTNV j-00TH uTtooudda xat Sq(x;)
etvan 1) Borduoroyla aveuahiog Tou anodideTol OTNY TUEATARENON X; A6 TO UOVTEAOD

d.

H ouyxexpuévn auty| Teoceyylon cuvduaouo) ETBLOXEL Vo ECLOOPEOTY-
OEL TNV ETEQEOY| TV UXEUWY ONUATLY UVWOUOANS TOU UTOPEl Vo TEOERYOVTAL
OO PEUOVWUEVA MOVTENX PE TNV EVOWUITWOT TG Touuhouoppiog twv Bo-
LOAOYLOY TOU TOREYOVTAL OO OlopopeTind wovTéda.  AuTh 1 oTpatnywr| €&-
ac@aiilel peyahitepn aviextixdtnia otov VopuBo xon oTic movée BlouUdy-
OEIC OTNV XOTAVOUT TV OEDOUEVKDY, xadng 1 Telnr| TpeoBiedn dev Baociletan
uepPBohxd 0TV amodoo evog wévo doviéhou. Emmiéov, 1 yeron tng moe-
orayic Fixed SPEC, 1 omolo xdver tnv undldeon 6tL ta dedopéva Umopoly v
SLarywplo oy oe BV0 xUpla cuuTAéyUata (k= 2), TOL AVTIOTOLOUY GE XAVOV-
IXEC TORUTNENOELS XOU AVOUUALEG, CUUBAAAEL GTNV ATOTEASOUATIXY HElWOY) TOU
YopUfou xotd 1 Bladixacio emhoyhc HOVTEAWY, E0TIEALOVTAC TNV TEOCOY Y| OTA
LoVTEAQ oL TPy oLV TIC To oELOTIOTEG EVOE(EELS Yiot QUTOV TOV Bl WELOUO.
H otpatnyw| cuvdvaouol Poduoroyiwy AOM, ucow Tou uTOAOYLOHOU TNg
ueytotng Paduohoylag oe xdie uTOOUAdN XL GTN) CUVEYELL TOU UEGOU GEOU
QUTOV TV PEYIOTWY TV, ETTUYYAVEL Wi looppoTia YeTald TN euonoinoiog
OTOL oY VR OTLATOL AVOUOALNS Xt TN CUVOAMXAC OTdEpOTNTOS TNG OudduS TodL-
VOUNTOY, PELOVOVTIS TOV xEVBUVO Peudic YETIXMY AMOTEAEOUATMY X0l OELOTOL)V-
TUC AMOTEAECUATIXG TNV TOLUAOUOPPIN TWV UTOXEIUEVWY HOVTEAWY, EVIGYDOVTAS
étol Ny oflomo tiol Tou GUVOAOL GE BLaPoEa xou TAVKS UETAUBUAAOUEVOL TEQUSGA-

AOVTOL DEQOUEVWV.

LUVOTTING, OUTO TO XUUVOTOUO TAAOL0 UETO-UddnoNne avTiueTwnilel anote-
AEOUATIXG. TIC ONUAVTIXES TTROXANOELS TTOU GYETICOVTOL UE TNV VY VEUCT| OVWUIA-

v ywelic emifiedn péow pag diadixactaug emhoyhg poviéhwy mou Baoctletan
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0TI PUCUATIXT AVIAUGT) X0 EVOS «EEUTVOUY GUVBUAGHUOD TV ETLAEYUEVWY UOV-
Téhov. O melpopotinée allohoynoelg €0etlay 6Tl TO TEOTEWVOUEVO TANIGLO ETiL-
OEVUEL BEATIOUEVT AmOBOGCT) GTNV OvlY VEUGT) AVOUOAMY OE GOYXELOT) UE TUTIXES
XL EUPEWS YENOLOTOOVUEVES TeYVIXEC. 20T600, elvon onuavTixd va avoryv-
WEWOTEL OTL Ol TEAYUATIXES EQUPUOYES oUY VA VETOUY AUENUEVEC AMOUTHCELS Yot
UEYUADTERT) OLOPAVELXL X0 EQUNVEUCHIOTNTA TWV CUC TNUATOY AVEY VEUGTC OVWUIA-
wv. H eyyeviic mohumhoxdtnta Tou mpoTevouevou mhaciou ueto-udinong, ov
X0l EVEQYETIXN YLOL TNV AMOOOOT), UTOPEL EVOEYOUEVS VO GUGKOTIOEL T1) AETTOUERT
OLadLxacta AMPNG amo@dcenmy, xooTMVTIG BUOXOAT TNV TANET XATAVONOT) TGV
ANOYWV Tow amd Wior ouyxexpWévn TeoBhedn avwuaiiag.  Auth 1 éAAeupn O
apdvetag pmopel va ebvon wiaitepar TpoBAnuaTiXY| ot xplotES EQUPUOYES OTOU T
OWOBOUNCT) EUTIGTOGUVNG XAl 1) CUUUORPWOT HE pUUIUG TXE xou Ndxd TepdTUTA
etvan Llotng onuaciog.

LUVETWE, TO XEPIANO ONOXATPWVETOL PE Lot QUOIXT| UETAPBaoT oTo Xplotuo
Vépo tne epunvevodtTntos (interpretability) otny unyavixy| udinon. Xto end-
uevo pépog, Yo TopouctaoTel uior ovaAuTixr Tadivouio Slapdpwy UEVOBMY EpUN-
VEUGLUOTNTUG, Ol OTIOIEG PUTOPOVY VOl EPUEUOC TOVY Yia T BEATION TNG SLapdvetag
OTOL UG THUOTOL UMY oViX |G HEINoNG, CUUTEQLAAUBOVOUEVLY XL QUTEY TTOU YENOL-
HOTOLOUYTOL Ylat TNV aviyveuor aveuoiiey. H emdlwin upniic anddoone ota
LovTéAa Unyavixrc udinong ouyvd épyetan oe avtideon ue Ty e€loou onuavTixy
avary X Yo ETEENYNOWOTNTA XAl XATAVOTNOT) TV AmoPaoemy Toug. O andTtepog
OTOYOG TNG €QEUVIC OTNV EQUNVEVCOTNTO VoL YOI YEPUEWOEL OUTO TO YAoUQ,
dlacpoiilovTag €Tol TIc NUIKEC AmaTHOEIC TOU Elvol amapalTnTES Yo TNV gupeia

%ot UTELYLYN LIOYETNOT| TOUC GTOV TPEAYUATIXG XOOUO.

Mio  tolvoulor yelddmV  EQUNVEUCIUOTNTUC  UNYOVIXAC

/
udinone
Kadde tor povtéda yivovtan mo oOvideta, 1 xoatavonorn tne Swdwaciog Afdne
amo@doewy Toug amoxtd xpiown onuacta. Eve cbvieta povtéha, 6mng ta Boathd

vevpwvixd dixtua (deep neural networks) xou ot ouddec ToEvounTOY, EMTUYY G-
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VoL LYNAA ambdooT), cLY VA AetToupYoUV WS «Uadpo xouTttdy (black box) [85-87].
Avtideta, amholotepa povtého «heuxol xoutoly (White box), 6mwe 1 yeouuxh
Tohvdpounon  [88] xou tor dévtpa anopdoewy [89], npoopépouy Supdvetor oA
EVOEYETAL VO UOTEPOLUY O TEOY VKo TixY xavotnta. H elicoppdmnon tng amd-
000™C UE TNV EQUNVELCSLOTNTA amoTEAEL TAéOV Pooint| amaftnon yio To CUC TAUATA
Al 1diwe oe xpiowec egopuoyéc. H Ene&nyfowun Teyvnth Nonuooivn (Explain-
able Artificial Intelligence - XAI) avtyetoniler autd 1o {ATNU eVioybovTag T
OLOUPAVELY TWV UOVTEAWY, YEQPUEMVOVTOISC TO YAOoUo UETOEY AmdOOoNEC Kol EQUN-

vevowédtnrog [90].

AVTamoxpvoUevo Ge aUTH TNV avdyxn), TO ToEOY XEPAAILO TUEOUCLALEL Uia
Tagvopior Twv YEVOBMY EPUNVEVCIUOTNTAS UNYAVIXTS UEUNoNS, TEOCPECOVTIC [Ld
SOUNUEVT ETOXOTNOT) AUTOV TOU TUYEMS AVATTUOGOUEVOL Topéa. Ol xUpleg cuve-
lo@opéc mephaufBdvouy: (1) war véa tagvoior TV HeYddwY EQUNVEUCHIOTNTAC,
XOTNYOPLOTIONUEVT] V8, AELTOURYIXT TROGEYYION XU TOUEN EQapUoYNc, (2) hem-
TOUERT| AVAAUGT] TWV UTUEY OV TEYVIXGDY, TOU TERLY OAPEL TOL TAEOVEXTLATOL XAl
T UELOVEXTAUATS TOUS, (3) ouyXELTiXh avBALGT TOU TaEEYEL TEUXTIXES 0ONYiEC
yior T Sadixacia emAOYAC HovTéLou Ue mapodelyuata, xou (4) uTtepoLVBECUOUS
OE TPOYPUUUATIO TIXEC UAOTIOLOELS Yo ETULTAEOV TTOPOUC YLl TNV UTOC THRLIEN TNG
EVOWUATOONG TOUG O poéc epyasiag. Xuvdéovtog T Yewpntixt Tpdodo UE TIg
TEOXTIXEG YPNOEIS, TO XEQPHAo auTé GTOYEVEL Vo EMITREPEL O epeUVNTES Xou
emoryYEAUATIES Vo ovamTOE0UY EQUNVEVGUIA OVTEND Unyovixnc uddnone mou el-

Vol aCLOTUO TAL, OLOPOIVY| XAl ATOTEAECUOTLXAL.

Apyixd, 10 xepdhao BreuxEvilel TOUG GPOUG KEPUNVEUCULOTNTOY YOl KETEE-
nynowotntay (explainability). Iopdtt cuyvd yenowomolovvToL EVOAAAXTIX, O
epELVNTEC €y oLV TpooTadrioet Vo Toug droxpivouv [91-93]. Kat ot 800 otepolvton
axEBoV padnuotixdy optopmy [94]. H epunvevoiudtnto opileton we 1 ixavotnta
e&ynong 1 mapoucioong evog UOVTEAOU GE HEOUC XATAVONTOUS Yiol Evay dvie-
ono [92] xu o Podude otov omolo €va dropo Unopel vo xatavonoel Ty owtior
ULaG amoQooTg [95]. Me dhha hoya, 1 epunvevouéTNTa E0TIALEL 0TN) BtancOnTiny

XATAVONOT TV OYECEWV ELGOBOV-EEOB0V amd TOUC YENOTES [94], evdd 1 emed-
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nynowotnTa epfadivel oty cwtepint| Aettovpyla evog povtélou. ‘Evo yov-
Tého umopel va elvon gpunvelolpo ywelc vo etvor TAenC ETEENYHOWO, dhRd 1)
enednynowodtnta (explainability) cuyvd amoutel THY XoTaVONGT TWV ECHTEQIXOY
Slepyootdv tou povtéhou [93].  Etnv napoloa epyaoia, viodeteltar 1 drodn
OTL 1) EpUNVELCLUOTATA Elvol Lol EUPUTERY Evvola ToU TEPLAUUBAVEL TNV ETednyT-

owoétnta [92].

YN ouvéyew, To xe@diato e€eTAlel TNV 0LOAOYNOT TNG EQUNVEUCLUOTNTAC
unyavixic pdinong, meplyedgovtoag Teel x0pleg TPooeYYIloe: TNV a&lohdynon
Bdoel epapuoyhc (application-based evaluation), ™V a&loAdynon Bdoel avipnnou
(human-based evaluation) xat ™ Aettoupyd Vepehwuévn allohdynon (func-
tionally grounded evaluation) [92]. H oZlohbéynon Bdoet e@opuoyhc extydd tny
IXavOTNTaL Yo UEVOB0U EQUNVEUCIUOTNTAC Vo UTOGTNEILEL CUYXEXPWEVES Ep-
yaoleg Y Toug tehxols yerotes. H aiohdynon Bdoel aviphmou nepthopfdver
TN GUUUETOYT| XOWVMY YENOTWY GTNY A€LOAGYNON TNS XUTAVONOOTNTOS TV €&~
nynoewv. H Aertoupyind Yepehiwuévn allordynon yenowdomolel padnuatixois
optopo0¢ ywelc avipmmivn Soxuur, xahoTdVTaC TN Yerodn 6tay 1 avdpdmivh ofL-
ol&Y Mo etvon TeaxTind adlvoty. Kde npocéyyion e€etdler SlapopeTinég mTuyéc

TNG EQUNVEUCIUOTNTAS, ATAULTOVTIC TEOCUOUOCUEVES OTEATNYIXES alOAGYNOTS.

To xeqdhono eletdlel undpyouces epyaolec Tou TAEVOUOLY TIC TEYVIXES
eounvevowottag. O Gilpin et al. [93] mpdtewvoy o ta&voula yioo Ty epun-
VEUGLOTNTOL VEUPWYIXGDY dixTtOmv. Ot Adadi xou Berrada [94] Sie€riyayov yior ex-
TEVY| vaoXOTNOT), UTOG TNE{CovTag TNV avdyxn Yo HEYOAUTERT TUTOTOINGT OTNV
XAI O Guidotti et al. [96] ta&vounooy Tic TEYVIXES avdhoY UE Tat TEOBAAUATY
TOU AVTWETWTILOLY, EMONUAVOVTAS TNV EMEUPT) TUTIXWY UETEXOY 0ELOAOYNOTC.
OvMurdoch et al. [97] etofjyayov to mhaioto Hpoyvwotixd, Heprypopind, Xyetind
(Predictive, Descriptive, Relevant - PDR) yia tnv o&tohéynon. Ot Arrieta et al. [98]
OLExpvary PETaD Braporvedv xou post-hoc uedodwv, mpoteivovtag uio eEetdxeupévn

Tovopio Yo TV gpunveuctuotnTa Bardide pdinong.

‘Eneito, 0 xe@dhono €lodyel TNy TpoTevouevr Todvoplo Tou, Tovilovtag Ot

oL UEVODOL EQUNVEVCLUOTNTAS UTOPOUY VO XA TN YORLOTONUOUY AVIAOYH UE
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1. tov oxond touc: (1) e€fynon oUvieTwv UOVTEAWY <HodpOU XOUTIOLY,
(2) dnuovpyior Stapavedy LOVTEAWY «AeUx0U x0uTIOU», (3) Tpowinon g
duonooVvne (fairness) xou peivon twv Saxploswy, xou (4) avdhuorn g

svonovnotog

2. ™ oupPoatdTNTE TOUg UE Toug ahyopituouc: Edxéc Yo éva povtého (model-

specific) évavtt aveldotntov and o poviého (model-agnostic)
3. 7o elpog tne e&hynone: tomuxy| (local) évoavtt xadohxrc (global)

4. tov 1010 WV dedopévmv Tou yelpilovton: mivoxoeldy (tabular), exdva (im-
age), xcipevo (text), ypdgnuo (graph) (sensitivity) twv mpoBiédewy tou

MOVTEAOL.

Avuth) n) xatryoptonolnon ctoyelel GTNY ROy T VO TEAXTIXOU TAUGIOU Yol TNV
ETULAOYY| TEYVIXOY EPUNVEUCLUOTNTOG TOU Eivol XATIAANAES YO CUYXEXQUIEVOUG
OTOYOUC oL DEQOUEVAL.

e v e€iynon twv HOVTEA®Y «Uodpou XouToUy, culntd TEYVIXES OT-
Tixomoinong 6nwe to Grad-CAM [109] xou to amoouvehxtind dixtuo (deconvolu-
tional networks) [105] yio TV xoTovonom TV EVERYOTOWOEMY TWY VELROVIXEY
OtOwy. Emmiéov, xolimtel yedodoug aveldptnteg and T0 YovTélo, OTwS TO
LIME [119] xou to SHAP [123], xaddc xou amholotepa epyolela 6mwe ta dto-
Yeduuata peptxrc e€dptnong (partial dependency plots - PDP) [121].

‘Ocov agopd Tor Blapavyy HOVTERXL «AEUXO) XOUTIONY, TO XEQPIAALO ETLOT-
UOUVEL TNV EYYEVY| TOUC EQUNVEUGLUOTNTA, OAAS GUYVE TN YOUNAOTERT TEOY VK-
o) axpifela oe cuvieteg epyaoieg. Teyvineg 6w T YeEVIXELUEVY TPOCHETIXE
uovtéla (generalized additive models - GAMS) pe odniemdpdoeic Levyoy (pair-
wise interactions) (GA2Ms) [136], Bootopéva otnv epyacio twv Lou et al. [232],
AVAUPECOVTAL, UAAS EYOLY TEPLOPLOUEVT] EQUPUOYT] OF DLUPOPETIXOVS TUTOUC OE-
OOUEVWV.

Y10 mhadolo TNG SWOOCUYNG XL TNEG XATAMOAEUNONS TNG TEOXATIANNG,
10 xe@dhono Tovilel TNV aulavouevn onuacia Tou oe evaicVnTeC EQUOUOYES XAl

avopépel mhalotor 6mwe auté Twv Hardt et al. [162]. Qotéoo, emonuoiver 6t
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UEYGAO UEQOC AUTAC TNG EQEUVIC ETUXEVIPWVETUL GE TUVAXOELDT| DEQOUEVAL, UE TE-
PLOPLOUEVT TPO0BO GE GANOUS TUTIOUS BEBOUEVWLV.

oty avdiuon evarodnolag xon Ty aviextixdtnta oe aviimapadeTind
nopadelyyata (adversarial examples), to xe@dhowo unoypoppiler ™y Toryeio
avamTUEN OF AUTOV TOV TOUEN UETA TNV ovoXGALDYN TwV ovTimapadeTin®y ma-
cadetyudtwy [184], e avlovouevn épeuvar yior TNV uuva xon TNV avIexTixotnTa.

To xepdharo avahlel enlong Ti¢ TpoxAfoe otny vodetnon e XAl, onwg
1 aoLVETHC opohoyia, 1 EAAeu)n TUTOTIOINGTNC, 1) TEQLOPIOUEVT] YENOILOTNTO GTOV
TEUYUOTIXG XOGUO X0l TO Yoo UETAE) TNG EQEUVOC XAl TGV TROXTIXWDY OOy XOV.
IToAAEC UTdEYOVCES TEYVIXEG OEV AVTATOXEIVOVTAL OTIC ELOXES AMALTHOELS TNG
Brounyaviag 1 dev duayepiCovtar olvieta dedopéva. H avTiuetdnion autdv v
TeoxAfioEwY etvar {oTAC onuaciag Yo TNy euplTepn epappoyy| Tng XAL

YuvoliCovtag, T0 TopdY xeQIAMO TaPOLGIALEL Ul OAOXANPOUEVY Tadvouia
TV YEVODWY EQUNVEUCLUOTNTAS OTN) Uy ovixy| uddnor, meocpepovtag Evay doun-
UEVO TEOTO XUTOVONONG XUl CUYXELONG OLUPORETIXOY TEOCEYYioewY. AUt 1
Tagvopior avadeEXVOEL €VOL OTUAVTIXG XEVO OTNY EPUNVEUCLUOTNTA TWV UOVTEAWY
udinong ywelc eniBAedn, xou edixdTEPA OTNY AViYVEUST| AVOUIALOY YWl e3-
Aedm. Hopdtt 1 gpunvevoipdTTaL Yio petddoug pddnong ue emiBhedn €yel onued-
o€l TPO000, oL ur emPBAeTOUEVES UEVOBOL GUY VA GTEPOUVTOL DLAPAVELNS, EUTOD!-
Covtog TNV eumoToolvn xou TNy Aoyodooio. T tnv avtet®nion autol Tou
INTAUATOC, TO EMOUEVO XEQIANO Vo TOPOUGLICEL Wial VEa, punveoLun uédodo yia
™V aviyVeuon avouahloy yweic eniBhedn, e otdyo tnv adinom tng Slopdvelag

X0l TNG EUTLOTOCUYNG OE QUTOV TOV TOUEQ.

Eounvetowun Aviyveuon Avouaitoyv: Mo Mébdodog 2Zuvo-

vaouol Poov Kavovixoroinone xow Aévtpwy ATogdoewy
H epunvevowotnta ot pdinon yweic eniBiedn, wing oty aviyveuor aveuoi-
WOV, uotepel ouyvd oe alyxplon ue ty emPArendpevn (28] H éhhewm auty
duoyEepalvel TNV avdmTUN xaL TNV LIYETNOT TETOLWY YEVOBLY, 1Blwe ot xplotl-

Houg Touelg OTwg N Lyela xan 1) ao@AAELD, OTOL 1) EUTIOTOCUV XAl 1) ETECHYNOT
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TV anotelecudtwy evor Ohiotne onuactac [29].

Mo v avTet®mon autod Tou TEOPAAUNTOS, TaEOUCIAlETUL Yo TEMTO-
Tunn pedodoloyior yia epunvedolun aviyveuon avouahldy yweic enBiedm, n
omolor ouvbudlel TNV LPNAY anddoon pe T enednynowdtnta. H npotewoduevn
UEVOB0C EVOLUATWYEL pOEg xavovixoroinone (normalizing flows) xou dévtpa ané-
PooTG (decision trees), cuvdudlovtog TNV IOYVEN IXAVOTNTA YEVEGLOVEYOUS UOV-
Télomoinong e Padidc udinong ue tn drapdvela v 6EVTEnY amogacns. Ol poég
XAVOVIXOTIOINGNE YPNOYLOTOL0UVTOL Yiol TNV EXUEUNCT TNG UTOXEIUEVNS xoTorvour|C
THoVOTNTAC YT ETIXETOTOUUEVWY DEBOUEVMY Xal T ONutoupyior PeudoETIXETOY
Yoo TNV TaEWVOUNOY TV TOQUTNEACE®Y.  XTr CUVEYELN, Ta OEVTPN AmMOQUONC
£Qoip 6oLy TEYVIXEC EMPBAETOUEVNC Udinome Tdve oTiC PEUBOETIXETES, TAPEY OV-
TUC CUQE XAVOVEC AmOPUONS XoU LEQARYNOY YoeoxTNElo Tixwy. Me autdv Tov
16O, 1 U€V0B0g TEOCPEREL UCLOTOWOWES TANPOYPORIES YLl TOUC TUPAYOVTES
TIOL 00NYOLY GTNY AVlY VEUGT) AVGUOALDY XAl EVIOYVEL TNV EPUNVEUCLUOTNTA HECW

LoV EENYNOEWY.
O Baoixéc ouveloPopéc auTol Tou xe@ahalou elvar o axdrovdeg:

* Booywyr| pag véag petddou mou ouviudler poég XavovixoToinomg o dEv-
TEA AMOPUONG YLl BEATIWUEVY) EQUNVEUCHUOTNTA GTNY Vi) VEUTT] AVOUUALDY
ywelc emiBiedn.

e YOyxpon de 23 ahyoplduoug aviyveuong avwudhiov oe 17 cOvola Oe-
SoUEVWY, PE allohbyToT Bdoel Twy YeTe®V precision, recall, F1 score xou
Matthews correlation coefficient xou otatioTixr emixlpWoT UESK XUTATAENC
Friedman xou post hoc ehéyywv.

* IIpoodloptopdg twv cuvinxwy 6mou 1 PEY0BOE UmoBIBEL XUADTEQIL XAl TLV
TOUEWY oL ypeetdlovTan BeAtinon, ue Bdorn tny anddoon ce dLdpopa GUVOAa
OEDOUEVLV.

* Xpnon PeudocTixet®dv yioo TNV e@apuoyY| eTPBAETOUEVNS udinong oe éva
mhaloto yweic eniBhedn, napéyovtac capeic e&nyhoeic u€sw deVOPOEBWY Bi-
Y EAUUUETODV, XAVOVLY ATOPACTIS XU AVIAUCTIC CTIOUBOLOTNTIS Y AR TTELO-

TIXOV.
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Y1 ouvéyeta, avahbovton To Bacixd Y€ TS TEOTEVOUEVNS Hedodou, Eex-
VOVTAG omod Ta dEvTpa amogaong. To dEvTtpa amdpacng elvor WLadtepo xaTAANAN
YLt QUTOV TOV OXOTO AOY® TNG EYYEVOUS OLUPAVELAS TOUG, WE HOVTENX «AEUXOU
xouTloLy. Ye avtideon pe Atydtepo epunvelola poviéha o6mwe o SVM, ta 6év-
TEA ATOPACTS ONULOUEYOUV E0XONN XAUTAUVONTOUS XAVOVEC «av-TOTEY. EmmAcoy,
uToeolV va xataryedhouy un yeauuixés eCopTAoEIC UETAED TKV HETABANTOY, €vag
TEPLOPLOUOE OV LUTIHPYEL OE AN EQUNVEUCLUA LOVTEAN, OTIWE 1) AOYLO TLXY) TIOALY-
dpounom, n omofo umolétel ypopuuxotTTa. Ol AVITOPUC TICEL TOUG OE OEV-
OPOELDT| OLoryPaUMTA TEOCVETOUY €val ETTAEOY ETUNEDD CUPHVELNS, XUOTWV-
TOG TOL LOLUTEQO WPEAIIN OF EQUPUOYES OToU 1 eMeEnynooTnTa ebvon LioTng
onuaoctac.  Emnpocdeta, eved n npoliedn oc mpaypatind ypdvo Sev eivon o
TEWTAPYIXOG OTOYOC AUTHE TNE EPYAOLAC, Ta DEVTOU ATOPAUOTG EMLTEETOLY TOAD
Tay UTERET ouunepaouatoloyia o olyxplon pe povteha omwe to KNN, xdtt mou
elval TAEOVEXTIXO Yol AMOPAOELS EVACUNTES GTOV YpOVO. AUTOC O GUVBLICUOS
EQUNVELUCIOTNTOC, 1) IXOVOTNTOL DLy ElploNg U1 YEUUUIXWDY CYECEWY XOL 1) UTOA-
oYL T amOB00T NG TOOY To BEVTEA ATOPUCTIS WOLETEPX ATOTEAECUAUTIXG O

TEOXTIXES EQPUPUOYES TIOU amaToUV YPTYORES oL XAUTOVONTES E£OBOUC LOVTEROU.

‘Eva dhho xployo xouudtt g mpoTtevouevng uedddou etval ol pogg xavov-
womoinone. Ot poéc xavovixonolnorng [274] eivou Lol Xty oplol TEONYHEVWY YEV-
€0L0VEYOV POVTEAWY Pothide udidnone mou €youv oyedoTel yio va podoaivouy
TEQIMAOXES XATAVOUES BEBOPEVOY UECW LG OELRAS VTIO TREPYIWY UETOOY NHUO-
Tiopov.  H xevipm apyr) tov podv xavovixornolnone nepthoufBdver tn peToT-
eOTH plag amhAg Bactnng XATAVOURG, OTWS Utal TUTLXY] TOAUUETOBANTY Xovovixy)
xotavour), ot Wiot GUVIETY XATAVOUY| 0TOYOL Tou avTiXaTonTellel TN Sour| TV
oedopévewy.  Auth 1 yetatpony| mpaypotomolelton péow Wwag axohouvdiog oupl-
LOVOGTUOVTGY, OLUPORICIIWY ATEXOVICENDY TTOU ETUTEETOUY EVAY ATOTEAECUATING

UTOAOYIOUO TNG CLVEETNONG TUXVOTNTOG THovOTNTOG (PDF).

Ye eninedo padnuaterc Yepeiiwong, yio €éva oOvoho dedouévev x € R",
0 otoyoc elvon 1 exuddnon e xatavophic mdavotnae px(x).  Ov poécg

XOVOVIXOTIOINONG TO EMTUYYAvVOUY epopudlovtag o oxohoudia avtio Teédiuey
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UETOOYNUOTIOUOY f1, f2,. .., fk O€ Wiot amholotepn Paoxt| xotavour| p;(z), 6mou
10 Z € R" npoépyeton amd wior tumixry xavovixr) xatavopr A (0,1). Auth n oepd

UETAOY NUATIOUOY anewoviCel T Poaoixr) xotovopr) otny emtuunT xaTavouy| »¢
e€hc:
X:fKofK_]O~~-Of1(Z) (B4)

H nuxvétnra mboavétntog yioo T0 X umopel oTr cUVEyELa vor UTOAOYIGTEL Ypnol-

LOTIOLOVTOG TOV TOTO aAAAY G UETUBANTOV:

det (%)

Auté umopel vor exppacTel TEPAUTERK YENOWOTOLOVTAS TOV XAVOVA TNS AAUGLBIC

d fi
det (afk1>

9 fi p ,
det (afH) ’ avTimpoownelel Ty optlouvca Tou Toxw-

-1

Px(X) = p.(z) (B.5)

o¢ e€hc:

K -1

px(x)=p:(2) [ |

k=1

(B.6)

e auTh| TN OLTUTWOT, TO

Bravol mivaxa yio Tov yetaoynuatiopo fi. H avtiotpediudtnto 1wy petooynuo-

TIOUWY XxoG Td ToV UTOAOYIOUS NG 0plloucas OmOTEAEGUAUTIXO.

Ye TEUXTIXES EPUPUOYES, Ol UTOAOYLOUOL OIAOTIOLOUYTOL YEYCULOTOLMVTOG
Tov hoydprduo tng muxvotnTog movoTnTag.  AUTY 1) TEOCEYYLON UETUTEETEL
TO YWOUEVO TwV 0plloucky ot dlpoloua, XoTMVTIS TOUS UTOAOYLOMOUS O
epuetoUg. ot mohUUETABANTE Bedouéva, 1 Aoyopuiuixy| HOp®T TNG TUXVOTNTIG

mioavoTnTag expedleton wg eENG:

det (B.7)

log px(x) = log p.(f ' (x)) +log

df ' (x)
dx ‘

Eda, to f71(X) Snhdver 1o avtioTpogo Trg OElpdc HETOTYNUATIONMY TOU EQUp-

df~'(x
uolovton 0TO X, Xou TO ! dx( ) etvon o ToxeBravog Tou avtiotpogou Yetaoynuo-

TIOUOU.

H npotewvoépevn pédodoc allohoyrinxe oe 17 chvolo Bedouévwy xal cuy-

xpl0nxe pe 23 povieha yenotuoTolwvTag we UeTEixEe To F1 score, Tov ouvteheo 11
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ovoyétione MCC, to precision xau to recall. H otatiotns avdluon €oeile 6Tt
OEV UTHEYOUV GTATICTIXG ONUAVTIXES DlapopES TNV amddocT HETAE) TNE TEo-
TEWOUEVNS HEYOBOU X0 TGV CUYXPWVOUEVWY HOVTEAWY YOl TREIC UTO TG TECOEPLS
uetpxéc (precision, F1 score, MCC). To teot xotdtaéne Friedman xou ot post
hoc avahboeic utoothpay autd to amoteréopota. Ilapd tn cuyxplown and-
000T), 1 TEOTEWOUEVY UEV0BOC UTEPEYEL OTUAVTIXY OE ETUNMEDO EQUNVEUCLUOTNTIG

OE GYECT) HE TO AVTUYWVICTIXE LOVTERL.

H pédodog emdenviel avTaywvio Tt ambdd00T) OTIC OLAPORES UETELXES, UE
wwiktepn unepoy ) oo precision. H wavdtnta axpBolc avaryvoplong Tomv meoy-
HOTIXOY AVOUOALDY, EAAYLO TOTOLOVTAS TORAAANAL TOUg «Peudelc cuvaryepUoUey,
™V xahoTd WBaviny) yior EQUPUOYES OTou 1) PElwOT Twv (Peudne FeTixwy meoP-
Apewv elvor xplown. Av xou 8ev XaTATAGOETOL GTNY XOPUYPY| OGOV APOEE. TO
F1 score 1) to MCC, 1 anédoot| tng mapopevel otadepd ouyxplown ue xopugoala

uovtéla 6w to IForest xou 1o OCSVM, ywplc otatioTind onuavTiég dlapopés.

‘Eva Boocind mheovéxtnuo tng pedodou eivon 1 epunvevoudotntd te. H yeron
OEVTPWY AMOPUOTC TUEAYEL CUPEIC X XATAVONTONG KAVOVES, ETUTPENOVING TNV
XATOVONOT) TV TAURAYOVTWY TOU 001YoUV TNy aviyveuon avwpohiony. Emmiéoy,
T AVTIOTEEPLUOTNTO TWV POWY XAVOVIXOTIONOTNC ToREyEL TEOCVETEC TANPOPORIES
Y10 TOUG UETACY NUATIOULOUE TV BEBOUEVWY, EVIoYVOVTAS T Slopdveta. Autd To
Yoo TNELOTIXG Efvan WOLdTEpR TOADTUIO OE TOUELIS OTOU OL AMOQPACELS TEETEL VoL

elvor SLoparvels X ALTIOAOY NUEVES.

QQot600, 1 PéVodoc mopouctdlel meploploldolc oto recall, xodwg Oev
AUTOUPEQVEL VO EVTOTIOEL OAEC TIC TPUYHATIXEC AVOWUUAES GE OPLOPEVA GUVOAX
oedouévwy. Autoc o ouufifacude petadd precision xou recall ebvor mo évtovog
o oevdplo OTou 1| eAayloTOToOiNoT TWV PeudiS VeETXOY OMOTEAEOUATOY Elval
TEOTEQULOTNTA, EVOEYOUEVWLC EIC Bdpoc TNg aviyVEUOTC OAWY TV AVWUUALOY.
Mehhovtint| €peuva Yo umopoloe vo emixevipmiel ot BeATiotonoinom tng Loop-
cotiog PETAE) QUTMV TWV UYETEIXOY, PEATIOVOVTAC TNV XovOTNTa oviyVeuong
VUGV yweic vo Viyeton To precision. Katd tnv atohéynon tng utoloyio-

g anodoone, yiveton didxplon UeTald TN exmaideuone, mou cuVATLS TEoY-
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uotontotettan «offline» xou amoutel mepioodTEPO YEOVO, Han Tne Poduordynong,
Tou elvon xployng oNUAciag YL EQUPUOYES OF TRUYUATIXO YEOVO.

YuvoliCovtag TV alloAdYNoT), 1) TEOTEWVOUEVT UEV000G EMOEXVIEL avTaY-
OVLOTIXY ATOB0GT) GTNV AViY VEUGT] AVGUOALGDY X0 UTEREYEL OTNY EPUIVEUCUOTNTA
oe oUyxplon Ye dAo povtéra. H €ugaon oto precision tnv xodioTd WLadtepa
YPHOWT OE MEQLTTWOELS OTOU 1) ATOPUYT) PEUBKY CUVAYEPUOY EIVAL TEOTUEYIXS
onuootog. Iapd Toug neploptopols oto recall oe optoueva Ghvola BEBOUEVLY, T
OLVATOTNTO EPUNVELNG TWV ATOTEAEOUATOY o 1) axpifelor oTny aviyvevorn xodio-
ToUV TNV TPocéyyion auTy| alldroyn. H didxplon petall Tou ypdvou exmaldeuong
xou TG Tory O TnTag BoduoAdynong efval oNUOVTIXT YL TNV TEOXTIXY| EQUEUOY T TNG
uedodou. Ieputépw, 1 EPUNVEVCUOTNTU TOL TUPEYETOL UTO To OEVTOU ATOPACTG
X0 TIC POEC XovoVIXOTOiNoNG Elvor XEloU” YIoL TNV XATAVONOY) TWV UTOXEIUEVWY
AOYwV Tiow omd TNV TogVOUNoY WIS TURATAONONS WS avOUOANS. O xavoveg
CAUV-TOTEY TOV DEVTPWY ATOPACTIS TROCPEPOLY GUETT) EIXOVAL YLOL TIG CUVUTXES TTIOU
00NYoLUV OE [LoL aviyVEUST), EVE 1) AVTIC TEEPLOTNTO TV POMY XAVOVIXOTONGTG
EMUTEETEL TNV AVIAUCT] TWV PETACY NUATIONGOY oL UpioTavTon To dedopéva. AuTh
1 Otapdivera ebvon amapaltnTn o€ evaionToug TOUElC OTOU OL ATOPACELC TEETEL VoL

elvon Oyt uovo oxpUBelc ahhd 1o XATAVONTES XOUL DIXAUOAOYTUEVES.

Emoxénnon tov Luvelopopmy tne Atatelhic

H napotoo diatpifr cuvéBaie otnv aviyveuor avwuohiov ywelc eniBiedn, eo-
TILOVTOG OTNY AVTIHETOTIOT TV TEOXANCEWY Tou ooy 1. Tn dlodixacio
EMAOYYC TOU XUTIAANAOU UOVTENOL UE GTOYO TN ONUOLEYIA LOYUEMY OUddWY
TUEWVOUNTOY, XAl 2. TNV EPUNVEIN TV ATOTEAEOUATWY.

270 XEQPAINAO TOU ETUXEVIPWVETUL OTY| UETA-PdINoT), ovamtiydnxe war véa
uédodog yia T Snuiovpyia LoYLEMY OUdBKY TUEVOUNTGY PECK) TEYVIXWY (QUo-
MOTIXAC aVEAUONC YIol ETLAOYT| YUEUXTNEIOTIXGY Ywpeic emiBhedn. e avtideon
UE amAOVOTEREC TEYVIXEC TOU GUVOLALOUV adLloxpltwe TIC TEOPAEPES TOAADY
OVLY VEUTQY, 1) TROTEWOUEVY TEOGEYYLON TEOYWEE GE Uiol EVOEAEYT| o&loOAGYNON

XL ETULAOYT] TOV OVLYVEUTOV TOU UTOOELXVIOVTAL TO CLVOQEIC UE Tr dour| Tou
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exdoToTE GLVOAOU Oedopévwy. H oToyeupévn auth Sadixacio emAoYNC cuy-
BdAAer onuavTind 1600 otV axp{BEld TOU EVIOTIOUOU TWV AVOUIALDY G0 Yol
0TI GUVOAXY| ATOTEAECUATIXOTNTA TWV CUCTNUATWY aviyvevong. Kot’ autdy Tov
TEOTO, EMTUYYAVETAUL ot To o&loTo T Xon aviexTixr) Sdixaocia emhoyhc Tou
BérTioTou povTélou, YeYOVOS Wwiitepa Xplowo ot meptBdhhovta 6Tou 1) axpifela
X0 1) VIEXTIXOTNTOL TWY AmoTEAEoUdTLY bvon LpicTng mpotepandtnTog. H mpon-
T YENOWOTNTO XOU 1) ATODEDELYUEVT] UMOTEASCUATIXOTNTO TNG TREOTEWOUEVNS
uedodou Peta-pdinone emiBeBardinxe Yoo amd EXTETUUEVES BOXUIES OE BLdpopa

o0OVOAA DEDOUEVWY, XLELWEC OF LORPT| TWVAXWY.

Y10 xe@dhono mou elvon agiepwpévo otny Tadvouion Twv uelodwy epun-
VEUGWIOTNTUG OTN Unyovixt| Udinon, avamtiydnxe €vo TARRES X0t UG TNUATIXG
mhadolo Tadvounone. H tolivopla auth) Topéyel yiot xahd 0pyYoveUEVT dour| Yo
TNV XATNYOPLOTOINOT TWV BLIPOEwY TEOCEYYIOEWY EPUNVELCLOTNTAS, UE (o
Booixég SLICTAGELS OTWS TO av 1) EpUNVELD apopd UEHOVOUEVES TEOPAEPES 1) TO
uovtélo ouvohxd (local vs. global), av ot teyvixéc elvon aveldptnree and o
OUYXEXPWEVO UoVTERO 1) TpooupUoouévec oe autd (model-agnostic vs. model-
specific), xat avdhoya pe tov TOTO TWV OESOUEVWV GTOV OTol0 PmopolV Vo
epopuooToly. Méoa amd v avddelln TV dAANAETIOPACEWY Xl TWV oVTLO-
Taduloswy peTall TV Blpdeny uedddwy, N Tofivouia auTr TEOCPEREL OUGL-
oo Tixr) xo oY NoT O EELVNTES Xan eTay YEAUATIES, PornddvTag Toug Vo ETAEE-
OUV TIC OTRUTNYIXES EQUNVEUCLUOTNTAS TOU ovTamoxpivovTon xahOTEpa GTOUG EL-
OLxoUC GTOYOUC XAl TOUC TEPLOPLoUOUE Toug. O am®tepog oxomdg autod Tou
mhatctou etvor var SLEUXOADVEL TNV OUGLUC TIXT) EVOWUATWOT TNS EPUNVEVCWOTNTAS
oTig dadacieg g pnyovixig pdinong, Wwing oe excivoug Toug Touel dTou 1

OLopdvelar xat 1) SuvaTdTNTU AoY0odosolag amoTEAOUY VEUEMMOEL AMUTY|OELC.

Y10 Tpito XEPdhO, ELGT YU Ulal TEWTOTUTY TEOCEYYLON Yia TNV aviyveuor
AVOUAALOY %ot ETTEOYUNUE 1) CUVDLICTIXY YPNOT| POV XUVOVLXOTOMONS o
0évtpwy andgaonc.  H ouvduaotiny auth uédodoc emrtuyydver wio o&loom-
uelwTn ooppotia avIUESH OTNV EPUNVEUCIOTNTA TV UTOTEAECUATWY oL GTNV

udmin axplBela g aviyvevong. Iapéyel cagelc xou elAnTTOUS XovOVES AfdNg
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ATOPACEWY, OLUTNEWVTAS ToUEAAANAN EEAPETINEC ETUOOCELS OTNV OVOLY VPLOT| TV
avOUoAwY Topatneficewy. H mpoceyyion auth| avadewvisTton Wialtepa yerown
oe Prounyavieg xar Touelc 6mou 1 Sapavic dradixacta AMdng amopdcewy etva
xafoploTixc onuactag Yoo TNV XUANEQYEW EUTLOTOOUVNG XaL T1) OLUCQAMOT)
¢ o&loTo TG TWY CUCTNUATKY (TE.X. vyela, tednele, auTo-00NYOUUEVL OY Y-
wata).  Emtpéner 1600 v axpir aviyveuon twv ovwUoALdY 660 xaL TNV
TOEOY T} COPOY EENYAOENY OYETIXG UE TOUS UTOXEUEVOUS AOYOUS TIOU 0BT YNoaY
oTn ouyxexpévr todvounor. H amoteheopatindtnTo Tng mpoTevouevng pedo-
00U TEXUNELWUTNXE YECO A6 TELRGUOTO O DEBOUEVAL BLUPORWY LOPPEY, GUUTER-
IAUBAUVOUEVODY TIVEXGWY X0 ELXOVGY, To OTtolar XATadEVOOLY TN BUVATOTNTY
NG Vo eVIOYVOEL TNV EPUNVEUCLUOTNTA Ywelc Vo umovouelel Ty axpifela g

aviyveuorg.

[Teploptouol xow Merrovtinée Kateuiivoelc

Hopdro mou 1 Tapodoo SLUTEET AVTYETOTICE GTUAVTIXEG TPOXATOEIS GTOV TOUEN
e aviyveuong aveuoAdy yweic eniBiedr, undpyouv eyyevelg meploptopol xou
ONUOVTIXES EUXPIES VLol LEANOVTIXY| €QELVAL TTOU TUEAUEVOUY AVOLXTES.

‘Evag meplopiopdg tou aiyopiduou peto-udidnong mou mopoucidotnxe etval
OTL Oev efetdoTray TANPWS 1) EMEXTUOY TOU OF OEdOUEVA TOAD LUPNAGY OL-
AOTUCEWY XL 1) AMOOOCY| TOU GE EQPUPUOYES TEAYHATIXOU Ypovou. Emmicov,
1 EQUEUOYT TOU OE U1 OOUNUEVA DEBOUEVO XoL 1) aVIEXTIXOTNTA TOU OTNV EV-
volohoyixy petatémon (concept drift) amotelolv nedio tou yerlouv mepartépn

eCétaong. ¢ ex toUTou, ueEhhovTinég epeuvnTixég xaTevdUvoels TeEpLhopPBdvouy:

e T Siepelvnon g avoTnTag Tou TAUGIOU Vo XAUUXOVETOL ATOTEAEC-
HOTXd 6E GUVOAA BEBOUEVWY UPNAGDY BLUCTAGENY oL GE EQPUPUOYES TEAY-
wotixol yeovou, dlaopoiiloviac TV mpoxTxr) Tou alla o mEpBdAhovIa
UEYSAOU OYXOU BEBOUEVWV.

* Ty npocapuoyt| Tou Thauciou yia TNV avdhuoT un SOUNUEVLY GEBOUEVKY
(m.Y., XPOVOOoELES, YEAPOL, XEUEVO), EVOOUATWOVOVTIS EEEIBIXEVUEVOUC

UMY OVIOHOUC VLol TIC EYYEVEIS DOUIXES 1) YPOVIXES TOUC LOLOTNTEC.
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* Ty evoUdTwon unyavioumy Yol TNV AVTYETMTLOT TOU QUVOUEVOL TNG
EVVOLOMOYIXAC UETATOTIONG, OTOU 1) oTovour TV O0cdouévey efehlooe-
T, WOoTE va evioy Vel ) TpocopUoc TIXOTNTA Tou ahyopliuou e duvouxd

TepBdAlovTa.

H a€ivopio yedoddwy epunvevoiudtntog mou avantdyUnxe, ov xou yeow),
eoTudlel xuplwe oe xadcpwuéva Thaiolo. ‘Evag neploptoudc etvar 6TL eV xoAUTTEL
TARPOC TIC WOLUTEPES TROXATOELS EQUNVELNS TOU avoxUTTOLY GTY Udinon ywelc
eniBhedn X o€ cevdpla pe ToAhamholg TOToUS dedopéviy (Tohutpomxd - multi-
modal). Melhovtxr| épeuva Yo unopodoe vo eunioutioel TV Todvoula, E0TIG-
Covtag Wioitepa oe auTég T TpoxAfoelc. H diebpuvon tng dote va cuunepe-
INEBeL auTég TIC Teployég Vo TNV xoTaoTACEL To oAoxhnpwpévr. EmmAiéov, 7
EVOWUATOOT) TRUXTIXDY OONYLOY Xl BEATIOTWY TEoXTIX®Y Yol TNV %Avel cLUPTY
UE TG OUYYPOVES OVAYXEG EQELVNTWV %ot Ty YEAUATV. Autd Jo cuufBdhet

OTNY OVATTUET TLO BLapavedy xou aLOTLO TV GUC TNUATWY PNYAvIXAS Uddnone.

H mpotevéuevn uédodog aviyveuong aveuoley Tou cUVOUALEL POEC XUVOV-
onolnong xon dévtpa ambéaong mapouotdlel eniong suxaupieg Yo TEPUUTERW
olepelvnor.  ‘Evag tpéywv meploplouds ebvar o mapatneoluevos ouuPiBacuog
uetach precision xou recall, xdti mou anoutel Betinon oe egupuoyéc dmou To
ulmnAd recall elvon xplowo. Emmiéov, n umohoyio T TOAUTAOXOTNTO TN EX-
Taldeuomg, WiadTtepa Yo UeYdAo cUVOAX BEDOUEVWY, amoTEAEL TpdxAnoT. Meh-

AOVTIXES xaTELDUVOELS Yo TNV evioyuon Tng uevddou mepthau3dvouy:

* Tn Behtiwon tou cupPBacuol precision / recall, mavie péow Tpomonotioewy
OTNV OPYITEXTOVIXT] TWV POWY XAVOVIXOTOINGNG 1| UE TNV €EETAUOT EVOANOX-
TIXOV TEYVIXOY EXTUNONE TUXVOTNTAS TavOTNTAS.

* T Biepedivnon TedTwY UElwong TNS UTOAOYLOTIXAC TOAUTAOXOTNTOG, OIS
1 AmAOTIOMNOT TNG VEYLTEXTOVIXNC 1) 1) PV 0N EVUAAIXTIXWY TRooEY YioeEwY
exnaldevorg, yio T BeATiwon TNG AmodOTIXOTNTUS X0t TNG ENEXTACHIOTNTAS.

e Ty enéxtaon g eQoappoodTNTAC TG o dAAoUC TOTOUC OEBOUEVLY,
OTWC YPOVOOELRES 1) DEQOUEVIL YEUPNUETGLY.

* T Siepedivnon e wovdTNTde TN vor dloyelpiletal amOTEAEOUATIXG TNV
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EVVOLONOYIXT| UETATOTILOT).

YuvoliCovtag, 1 mtopoloa datePn eworyaye uedoédoug Tou GTOYEDOLY GTNV
OVTWETOTULOY CUYXEXPUEVODY TROBANUATOY TNV aviyVEuoT] avwualloy Ywelg
en{BAedm xou oTNY epunvELCWOTNTA TV UoviErwy. H €peuva avédelle xouvée,
optl6vTieg TpoxhAoELS xou euxonpies Yo To uéhhov. Kevtpixol d&oveg yia periov-
Tixr) epyacio TepthoauBAvouy TNV XAUAXOOT TwY PEVOOWY Yol TOAD Ueydha, un-
AV BLAOTAGEWY GUVOAXL BEBOUEVLY, TNV TEOCUPUOY T TOUG OE ToixiAoug TUTOUG
dedopévav (ypovooelpée, Ypdpot, tohutpomixd dedouéva), xar T Behtinon tng
UTOAOYLO TIXAG AmOB0OTG Yiol UTOG THELEY EQUOUOYMY Teaypatixol ypovou. EEi-
OOU ONUUVTIXY EVAL 1) AVTLETOTIOT TNG EVVOLOAOYIXTG UETUTOTLONG Yl aviex-
TIXOTNTA O BuVoUXE TEpI3dAAOVT xou 1) TEpanTépw PBehtiwon Tng LooppoTiag
uetagh precision xou recall. H avtiwetodnion autodv tov (ntnudteoy Yo emtpédel
OTIC OVATTUYMEVEG PEVODOUC VoI AMOXTACOUY EURUTERT, EQUOUOYY|, CUUBHAAOY-

TG OTNY TPO0BO TPOG To aviexTxd, OLIQAVY) X0l TEOCUPUOCIIN GUO TAUATA

unyavixic udinonc.
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