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Η παρουσα Διδακτορικη Διατριβη στοιχειοθετηθηκε με το προγραμμα LATEX. Η συγγραφη ε-

γινε με το προγραμμα vim στο λειτουργικο συστημα Fedora Linux και με χρηση του style

του Εργαστηριου Υπολογιστικης Νοημοσυνης (CI Lab), το οποιο δημιουργηθηκε απο τον Β.Π.

Πλαγιανακο. Η τελικη ηλεκτρονικη μορφη (Portable Document Format – PDF) δημιουρ-

γηθηκε με το προγραμμα DVIPDF. Η αναπτυξη των προγραμματων εγινε σε Matlab, C++

και Fortran. Οι γραφικες παραστασεις εγιναν σε Matlab, και η επεξεργασια των σχηματων

εγινε με τα προγραμματα Gimp και Adobe Photoshop.

Sto ex¸fullo apeikon�zetai h diadikas�a kruptogr�fhsh
 twn kruptosusthm�twn Feistel
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Ston d�skalì mou kai stou
 gone�
mou gia thn st rixh kai thn upomon tou
.
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Per�lhyh
Sthn paroÔsa diatrib  melet�me probl mata kruptograf�a
 kai kruptan�lush
 me me-jìdou
 Upologistik 
 NohmosÔnh
 kai upologistik¸n majhmatik¸n, kaj¸
 kai efarmogè
nèwn prwtokìllwn exasf�lish
 idiwtikìthta
. H parous�ash twn epimèrou
 jem�twn kaiapotelesm�twn th
 diatrib 
 organ¸netai w
 ex 
.Sto Kef�laio 1 parousi�zetai mia istorik  anadrom  gia thn qr sh th
 kruptograf�-a
 apì thn arq  th
 emf�nis  th
 w
 s mera, parèqontai ta basik� stoiqe�a kai ènnoie
th
 kruptograf�a
 kai th
 kruptan�lush
 kai d�nontai oi basiko� stìqoi, ta upì je¸rhshprobl mata kai h suneisfor� th
 paroÔsa
 diatrib 
.To Mèro
 I th
 diatrib 
 afier¸netai sth qr sh mejìdwn Upologistik 
 NohmosÔ-nh
 gia thn ep�lush problhm�twn kruptograf�a
 kai kruptan�lush
. Pio sugkekrimèna,sto Kef�laio 2 d�nontai ta apara�thta eisagwgik� stoiqe�a gia ti
 mejìdou
 Upologistik 
NohmosÔnh
, dhlad  twn mejìdwn ExeliktikoÔ UpologismoÔ kai twn Teqnht¸n Neurwni-k¸n DiktÔwn, kai parousi�zontai anadromik� stoiqe�a gia thn qr sh th
 Upologistik 
NohmosÔnh
 sthn kruptolog�a mèqri s mera.Sto Kef�laio 3 arqik� melet¸ntai tr�a diaforetik� probl mata kruptan�lush
 w
 pro-bl mata diakrit 
 beltistopo�hsh
 kai ereun�tai h ep�lus  tou
 me mejìdou
 ExeliktikoÔUpologismoÔ. Ta apotelèsmata de�qnoun ìti lìgw th
 apodedeigmènh
 poluplokìthta
 twnarqik¸n kruptografik¸n problhm�twn, o metasqhmatismì
 tou
 se probl mata diakrit 
beltistopo�hsh
 diathre� thn poluplokìtht� tou
 kajist¸nta
 dÔskolh thn exìruxh plh-rofori¸n gia thn dunamik  tou
 apì ti
 mejìdou
 ExeliktikoÔ UpologismoÔ. To gegonì
autì upodeiknÔei ìti h kataskeu  th
 antikeimenik 
 sun�rthsh
 pou ja qrhsimopoihje� apìti
 mejìdou
 gia thn ep�lush twn upì melèth problhm�twn kruptograf�a
 apotele� polÔkr�simo shme�o gia thn apotelesmatikìthta twn mejìdwn ston kl�do autì.Sth sunèqeia tou kefala�ou, melet�me thn kruptan�lush kruptosusthm�twn Feistel memejìdou
 ExeliktikoÔ UpologismoÔ (EU) kai sugkekrimèna montelopoioÔme kat�llhla toprìblhma kai efarmìzoume ti
 mejìdou
 EU gia ton entopismì duadik¸n yhf�wn tou klei-dioÔ tou kruptosust mato
 DES me tèsseri
 kai èxi gÔrou
, ant�stoiqa. Ta apotelèsmatade�qnoun ìti oi mèjodoi mporoÔn na epilÔsoun apodotik� kai apotelesmatik� ta upì melèthprobl mata me qamhlì kìsto
 kai automatopoihmèna, dhlad  qwr�
 na apaite�tai h epèmbashexwterikoÔ qr sth sthn diadikas�a ep�lush
 ìpw
 g�netai apì �lle
 mejodolog�e
 ep�lush
.To Kef�laio 3 oloklhr¸netai me thn èreuna gia thn kataskeu  kut�wn antikat�stash
(S-boxes) me mejìdou
 ExeliktikoÔ UpologismoÔ. Kai sthn per�ptwsh aut  ta apotelèsmatae�nai jetik� kaj¸
 oi mèjodoi epitugq�noun me apl  mejodolog�a na entop�soun ti
 bèltiste
timè
 ep�lush
 me qamhlì kìsto
.Sto Kef�laio 4 melet�tai h qr sh Teqnht¸n Neurwnik¸n DiktÔwn (TND) gia thn ep�-lush problhm�twn kruptograf�a
. Arqik�, ta TND efarmìzontai gia thn ep�lush klasik¸nproblhm�twn kruptograf�a
 w
 mètro elègqou th
 sjenarìtht�
 tou
. Ta apotelèsmatade�qnoun ìti par� th qr sh diaforetik¸n topologi¸n diktÔwn, mejìdwn ekpa�deush
 all� kaije¸rhsh
 twn problhm�twn, ta neurwnik� d�ktua e�nai se jèsh na epilÔsoun ikanopoihtik�ta upì melèth probl mata mìno gia mikrè
 timè
 twn paramètrwn tou
.Sth sunèqeia, melet�tai h qr sh TND gia ton upologismì tou ligìtero shmantikoÔ yh-f�ou tou diakritoÔ logar�jmou se elleiptikè
 kampÔle
 pou apotele� shmantikì prìblhmagia ti
 kruptografikè
 efarmogè
. Ta apotelèsmata e�nai enjarruntik� kaj¸
 h proteinì-menh montelopo�hsh kai h mejodolog�a èdwse polÔ ikanopoihtik  ekpa�deush twn diktÔwn



vikai m�lista parathr jhke ìti ta d�ktua mporoÔn na m�joun ta prìtupa ekpa�deush
 qrhsi-mopoi¸nta
 ligìterh mn mh apì aut n pou apaite�tai gia thn apoj keush tou ant�stoiqousunìlou dedomènwn. Wstìso, anaforik� me thn gen�keush twn diktÔwn, ta apotelèsmatae�nai l�go kalÔtera apì thn tuqa�a anaz thsh.To Kef�laio 4 oloklhr¸netai me thn jewrhtik  melèth th
 efarmog 
 Poluwnumik¸nDiktÔwn Ridge sto prìblhma entopismoÔ tou ligìtero shmantikoÔ yhf�ou tou diakritoÔlogar�jmou, ìpou kai parèqontai endiafèronta sumper�smata.To Mèro
 II th
 diatrib 
 perilamb�nei ta Kef�laia 5 kai 6 sta opo�a efarmìzontaimèjodoi upologistik¸n majhmatik¸n se di�fora probl mata kruptogr�fhsh
. Sugkekrimè-na, sto Kef�laio 5 melet�tai h qr sh mejìdwn poluwnumik 
 parembol 
 gia ant�strofhparembol  se probl mata kruptograf�a
 sta peperasmèna s¸mata all� kai sto log�rijmotou Lucas. Ta apotelèsmata de�qnoun ìti sta probl mata pou melet¸ntai to upologistikìkìsto
 ep�lush
 e�nai arket� uyhlì. Wstìso, oi lÔsei
 pou parèqontai parousi�zoun jew-rhtikì endiafèron kaj¸
 entop�zontai polu¸numa qamhloÔ bajmoÔ ikan� na paremb�llounti
 timè
 twn upì melèth problhm�twn.Sto Kef�laio 6 prote�netai èna nèo kruptosÔsthma summetrikoÔ kleidioÔ me qr sh qa-otik¸n periodik¸n troqi¸n. Arqik�, d�netai h basik  morf  tou nèou kruptosust mato
kai melet�tai h poiìthta twn kleidi¸n autoÔ, kai sth sunèqeia parousi�zontai trei
 tro-popoi sei
 tou pou aux�noun thn sjenarìtht� tou se kruptanalutikè
 epijèsei
. Jèmataapodotikìthta
 tou nèou kruptosust mato
 analÔontai sto tèlo
 tou kefala�ou.Tèlo
, sto Mèro
 III th
 diatrib 
, sto Kef�laio 7, prote�nontai dÔo prwtìkolla giaasfal  hlektronik  sugkèntrwsh dedomènwn. Arqik�, analÔontai oi apait sei
 gia thn exa-sf�lish th
 idiwtikìthta
 se autoÔ tou e�dou
 ta prwtìkolla kai sth sunèqeia perigr�fon-tai analutik� ta dÔo prwtìkolla, pou apoteloÔn tropopoi sei
 kai belti¸sei
 prwtokìllwnhlektronik¸n eklog¸n, kai melet�tai h asf�leia kai h poluplokìtht� tou
.H diatrib  oloklhr¸netai me to Kef�laio 8 sto opo�o d�nontai ta sumper�smata kai oiprooptikè
 pou prokÔptoun apì thn paroÔsa diatrib .



Synopsis

In this PhD thesis we study problems of cryptography and cryptanalysis through Com-
putational Intelligence methods and computational mathematics. Furthermore, we exam-
ine the establishment and security of new privacy preserving protocols for electronic data
gathering.

The analytical presentation of all issues and results of the thesis are organized as
follows.

Part I is dedicated to the application of Computational Intelligence (CI) methods for
solving problems of cryptology. Specifically, Chapter 2 is a brief introduction to Compu-
tational Intelligence methods, i.e., Evolutionary Computation (EC) and Artificial Neural
Networks (ANNs), and reports previous work on this subject. In Chapter 3, three different
problems of cryptanalysis are formulated as discrete optimization tasks and Evolutionary
Computation methods are utilized to address them. The reported results suggest that
due to the proven complexity of the initial cryptographic problems their direct formu-
lation as discrete optimization tasks preserves their complexity which makes it difficult
for the methods to extract pieces of information. Thus, the first conclusion derived by
these experiments is that when EC methods are applied to cryptanalysis special attention
must be paid to the design of the fitness function so as to include as much information as
possible for the target problem. The second conclusion is that when EC methods (and CI
methods in general) can be used as a quick practical assessment for the efficiency and the
effectiveness of proposed cryptographic systems.

In Chapter 3, we also apply EC methods for the cryptanalysis of Feistel ciphers. Specif-
ically, the problem of finding some missing bits of the key that is used in a simple Feistel
cipher, namely the Data Encryption Standard with four and six rounds, respectively, is
studied. The two instances are complementary, since every problem of missing bits of keys
in Differential Cryptanalysis of Feistel ciphers can be categorized into one of the two cases.
The results show that the proposed methods are able to tackle the problem efficiently and
effectively with low cost and in automated way.

Chapter 3 concludes with a new methodology with EC methods for designing strong
Substitution boxes (S-boxes) for cryptographic applications. The obtained results are
promising and indicate that this novel approach is effective.

Chapter 4 examines the use of ANNs for cryptographic problems. Initially, ANNs are
employed for classical problems of cryptography as a measure of their robustness. The
results show that although different topologies, training methods and formulation of the
problems were tested, ANNs were able to obtain the solution of the problems at hand only
for small values of their parameters.

Next, we study the performance of ANNs on the computation of a Boolean function
derived from the use of elliptic curves in cryptographic applications. Specifically, the
considered Boolean function outputs the least significant bit of the discrete logarithm over
elliptic curves. The results indicate that ANNs are able to adapt to the data presented
with high accuracy, while their response to unknown data is slightly better than a random
selection. Another important finding is that ANNs require a small amount of storage for
the known patterns in contrast to the storage needed of the data itself.

Chapter 4 concludes with a theoretical study of the application of Ridge Polynomial
Networks for the computation of the least significant bit of the discrete logarithm.
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Part II of the thesis includes Chapters 5 and 6 where computational mathematics are
utilized for different cryptographic problems. In Chapter 5 we consider the Aitken and
Neville inverse interpolation methods for a discrete exponential function and the Lucas
logarithm function. The results indicate that the computational cost for addressing the
problems through this approach remains high, however interesting features regarding the
degree of the resulting interpolation polynomials are reported.

In Chapter 6 a new symmetric key cryptosystem that exploits the idea of nonlinear
mappings and their fixed points to encrypt information is presented. Furthermore, a
measure of the quality of the keys used is introduced. The experimental results indicate
that the proposed cryptosystem is efficient and secure to ciphertext-only attacks. Finally,
three modifications of the basic cryptosystem that render it more robust are presented
and efficiency issues are discussed.

Finally, at Part III of the thesis, in Chapter 7, two protocols for privacy preserving elec-
tronic data gathering are proposed. The security requirements that must be met for data
gathering with privacy are presented and then two protocols, based on electronic voting
protocols, are analytically described. Security and complexity issues are also discussed.

The thesis concludes with Chapter 8 where conclusions of all issues presented are given
and ideas for future work are proposed.



Euqarist�e

H paroÔsa didaktorik  diatrib  den ja e�qe oloklhrwje� me thn shmerin  th
 morf  qwr�
thn bo jeia kai thn st rixh k�poiwn anjr¸pwn pou ja  jela na euqarist sw jerm�. Kat'arq n, jèlw na ekfr�sw ti
 jermè
 mou euqarist�e
 ston kajhght  k. Miqa l Braq�th,epiblèponta th
 didaktorik 
 mou diatrib 
, tou opo�ou h sumpar�stash kai oi sumboulè
 tan anekt�mhte
 kaj' ìlh thn di�rkeia olokl rwsh
 th
 melèth
 mou. Ep�sh
, ton euqarist¸giat� pèra apì ti
 episthmonikè
 tou gn¸sei
 kai empeir�a mou metèdwse episthmonikì  jo
kai st�jhke d�pla mou san alhjinì
 d�skalo
 kai �njrwpo
.Ja  jela ep�sh
 na euqarist sw jerm� ta �lla dÔo mèlh th
 TrimeloÔ
 Sumbouleutik 
Epitrop 
 mou, ton anaplhrwt  kajhght  k. Iw�nnh Stamat�ou kai ton kajhght  k. Qr stoZaroli�gkh, kaj¸
 kai ton kajhght  tou A.T.E.I. Hpe�rou k. Ger�simo Melet�ou gia thnexairetik  ma
 sunergas�a, ti
 upode�xei
 kai ti
 polÔtime
 sumboulè
 tou
, qwr�
 ti
 opo�e
to apotèlesma aut 
 th
 diatrib 
 ja  tan polÔ diaforetikì.Ep�sh
, euqarist¸ polÔ ìlou
 tou
 exa�retou
 sunerg�te
 kai f�lou
 K. Parsìpoulo,D. Tasoul , N. Paul�dh, M. Epitrop�kh, I. Petal�, B. Gal�nh kai G. Antzoul�to, me tou
opo�ou
 e�qa thn qar� na sunergast¸ kat� thn ekpìnhsh th
 diatrib 
 mou, gia thn st rixh,thn ag�ph kai thn sumpar�stash pou mou èdeixan ìlo autì ton kairì.Euqarist�e
 prèpei na apodojoÔn kai sto Tm ma Majhmatik¸n tou Panepisthm�ou Pa-tr¸n gia thn ulikoteqnik  upodom  pou mou pare�qe ¸ste na e�nai efikt  h ekpìnhsh aut 
th
 diatrib 
. H paroÔsa diatrib  sthr�qjhke oikonomik� apì to prìgramma Arqim dh
 pousugqrhmatodot jhke apì thn Eurwpaðk  'Enwsh kai to UP.E.P.J.

'Elena L�skarhP�tra, 2010.
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K E F A L A I O 1Eisagwg 
1.1 Istorik� stoiqe�a th
 kruptograf�a
 kai th
 kru-ptan�lush

H kruptograf�a èqei mia makr� kai entupwsiak  istor�a. Oi r�ze
 th
 xekinoÔn prin a-pì 4000 qrìnia per�pou ìtan sthn arqa�a A�gupto to 2000 p.Q. qrhsimopoi jhkan taieroglufik� gia na diakosm soun tou
 t�fou
 eklipìntwn kubern¸ntwn   basilèwn. Ta ie-roglufik� aut� existoroÔsan thn zw  tou eklipìnto
 kai exumnoÔsan ti
 spouda�e
 pr�xei
tou. 'Htan skìpima per�plokh graf  qwr�
 ìmw
 na skopeÔei sthn apìkruyh tou keimènou.Ant�jeta, skopì
 th
  tan na apod¸sei sto ke�meno spoudaiìthta. Me to pèrasma touqrìnou ta ieroglufik� g�nontan ìlo kai perissìtero polÔploka ¸spou telik� oi �njrwpoièqasan to endiafèron th
 apokruptogr�fhs 
 tou
. Sthn Ind�a h mustik  graf  exel�qjh-ke perissìtero kaj¸
 h kubèrnhsh qrhsimopoioÔse mustikoÔ
 k¸dike
 gia thn epikoinwn�ame èna d�ktuo kataskìpwn diaskorpismènwn se olìklhrh th q¸ra. Oi k¸dike
 auto� apo-teloÔntan w
 ep� to ple�ston apì aplè
 alfabhtikè
 antikatast�sei
 pou bas�zontan stafwn enta. H istor�a th
 kruptograf�a
 sthn Mesopotam�a e�nai parìmoia me aut n th
 Ai-gÔptou kaj¸
 h sfhnoeid 
 graf  qrhsimopoi jhke gia thn kruptogr�fhsh keimènou. H�dia teqnik  parousi�sthke sthn Babulwn�a kai sthn Assur�a.Sthn Ell�da ta pr¸ta stoiqe�a kruptograf�a
 emfan�zontai sto ke�meno th
 Ili�da
,sthn Istor�a tou Hrodìtou all� kai sthn istor�a tou Per�androu th
 Kor�njou. H gnwst {skut�lh} th
 Sp�rth
 an�getai ston 5o p.Q. ai¸na. ApoteloÔntan apì mia xÔlinh r�bdogÔrw apì thn opo�a tÔligan mia lwr�da pergamhn 
   dèrmato
. To m numa grafìtan apìton apostolèa p�nw sth lwr�da kat� m ko
 th
 skut�lh
 kai sth sunèqeia xetÔligan thlwr�da h opo�a fainìtan na perièqei mia seir� gramm�twn qwr�
 nìhma kaj¸
 to m numa e�qeanadiataqje�. Prokeimènou na diab�sei to m numa o paral pth
 èprepe apl¸
 na tul�xei thnlwr�da se mia skut�lh �dia
 diamètrou me aut n pou qrhsimopoi jhke kat� thn graf . Methn kruptografik  mèjodo th
 skut�lh
 o LÔsandro
 to 404 p.Q. apèkrouse me epituq�amia ep�jesh tou Pèrsh satr�ph Farn�bazou. Ton 4o p.Q. ai¸na o Aine�a
 o Taktikì
 apìthn Megalìpolh ègraye èna apì ta pr¸ta bibl�a kruptolog�a
 sto opo�o perièqetai kai miateqnik , parallag  th
 opo�a
 efarmìsthke apì tou
 GermanoÔ
 ston 2o pagkìsmio pìlemo.Ep�sh
, o PolÔbio
 ton 2o p.Q. ai¸na dhmioÔrghse èna kruptosÔsthma pou onom�sthke to{tetr�gwno tou PolÔbiou}. Sto sÔsthma autì k�je gr�mma tou keimènou antikaj�stataiapì zeÔgh arijm¸n me b�sh ènan p�naka di�stash
 5× 5. O IoÔlio
 Ka�sara
 qrhsimopo�hseth mustik  aut  graf  all� kai kruptogr�fhsh metatìpish
 kat� trei
 qarakt re
 dexi�.Kat� thn per�odo 400−1200 m.Q. h Eur¸ph dianÔei ton mesa�wna kat� ton opo�o ìle
 oiepist me
, kai metaxÔ aut¸n kai h kruptograf�a,  tan se parakm . 'Etsi, thn per�odo aut h kruptograf�a anaptÔssetai mìno sthn Ind�a kai sti
 islamikè
 q¸re
. Ton 9o m.Q. ai¸nao plèon shmantikì
 'Araba
 kruptolìgo
 Al Kindi anèptuxe th mèjodo kruptan�lush
 poubas�zetai sth suqnìthta emf�nish
 twn qarakt rwn k�je gl¸ssa
.To 1404 m.Q. o Italì
 arqitèktona
 kai suggrafèa
 L.B. Alberti  tan o pr¸to
 pou a-nèptuxe èna polualfabhtikì sÔsthma antikat�stash
 gia kruptogr�fhsh. Polualfabhtikì



2 Eisagwg sÔsthma antikat�stash
 onom�zetai k�je teqnik  pou epitrèpei diaforetik� kruptograf -mata na anaparistoÔn to �dio arqikì mh kruptografhmèno sÔmbolo, gegonì
 pou kajist�duskolìterh thn kruptan�lush kaj¸
 den diathroÔntai oi suqnìthte
 twn gramm�twn. Giathn ulopo�hsh autoÔ tou kruptosust mato
 epinìhse kai thn pr¸th kruptografik  mhqan met� thn skut�lh pou onom�zetai {d�skoi tou Alberti}. H mhqan  aut  peril�mbane dÔoomìkentrou
 q�lkinou
 d�skou
 diaforetik 
 diamètrou p�nw sthn perifèreia twn opo�wn tan qaragmèno èna alf�bhto. O èna
 d�sko
 anaferìtan sto arqikì m numa kai o �llo
sto kruptogr�fhma. K�je d�sko
 peristrefìtan anex�rthta kai ètsi diaforetik� mèrh toumhnÔmato
 kruptografoÔntan jètonta
 se diaforetikè
 jèsei
 ton kruptografikì d�sko.To 1518 m.Q. o Trithemius ègraye thn {Polugraf�a}, to pr¸to tupwmèno bibl�o kru-ptograf�a
, to opo�o perie�qe ta pr¸ta kruptosust mata kuklik¸n metajèsewn kai sthsunèqeia o Cardano dhmioÔrghse thn kruptogr�fhsh me th mèjodo th
 m�ska
. Aut  hkl�sh kruptosusthm�twn parèmeine sjenar  mèqri to 1800.Ta metagenèstera qrìnia h kruptograf�a �rqise na exel�ssetai. 'Ole
 oi kubern sei
 th
Dutik 
 Eur¸ph
 qrhsimopoioÔsan thn kruptograf�a me diafìrou
 trìpou
. 'Ew
 to 1860meg�loi k¸dike
  tan plèon sun jei
 gia thn kruptogr�fhsh twn diplwmatik¸n epikoinwni¸n.H efeÔresh tou thlègrafou kai tou radiof¸nou ex¸jhse thn an�ptuxh th
 kruptografik 
prostas�a
 twn thlepikoinwni¸n, kaj¸
 h taqÔthta kai to mègejo
 twn metadidìmenwn de-domènwn katèsthsan ti
 thlepikoinwn�e
 perissìtero eu�lwte
 sti
 mesolab sei
 kai sthnapokruptogr�fhsh.Ton 19o ai¸na o Ch. Babbage kat�fere na kruptanalÔsei digrafik� kruptograf mata,dhlad  sust mata ìpou kruptografoÔntai zeÔgh gramm�twn. To 1918 o Germanì
 A. Ser-
bious dhmioÔrghse èna mhqanikì kruptosÔsthma pou mpore� na jewrhje� w
 hlektrik  pa-rallag  twn d�skwn tou Alberti, kai e�nai gnwst  me to ìnoma {A�nigma}. H basik  ekdoq tou Ain�gmato
 apotele�tai apì èna plhktrolìgio gia thn eisagwg  tou keimènou, apì miaanadiataktik  mon�da pou kruptografe� k�je qarakt ra tou keimènou se ènan ant�stoi-qo qarakt ra tou kruptograf mato
 kai ènan hlektrikì p�naka pou de�qnei ton ant�stoiqoqarakt ra tou telikoÔ kruptografhmènou keimènou. Sth basik  aut  ekdoq  tou krupto-sust mato
 sÔntoma prostèjhkan perissìteroi anadiat�kte
 kai anaklastè
 kajist¸nta
thn diadikas�a arket� polÔplokh mèqri to A�nigma na ft�sei na èqei p�nw apì 1016 pijan�kleidi�. Wstìso, to 1938 o Polwnì
 majhmatikì
 M. Rejewski me thn om�da tou kat�feranna sp�soun to A�nigma sthn apl  morf  pou tìte e�qe kai ta apotelèsmat� tou
 bo jh-san metagenèstera sthn pl rh kruptan�lush tou Ain�gmato
 apì 'Agglou
 kruptanalutè
.MetaxÔ twn kruptanalut¸n tou Ain�gmato
  tan kai o gnwstì
 'Agglo
 majhmatikì
 A-
lan Turing, o opo�o
 kat� thn di�rkeia tou deÔterou pagkìsmiou polèmou ergazìtan stoBretanikì kèntro kruptan�lush
, dhmioÔrghse di�fore
 teqnikè
 kruptan�lush
 Germani-k¸n kruptosusthm�twn metaxÔ twn opo�wn kai to A�nigma, all� up rxe kai epikefal 
 tou
Hut8, tou tomèa pou  tan upeÔjuno
 gia thn an�gnwsh twn Germanik¸n nautik¸n shm�twn.Ta metapolemik� qrìnia h kruptograf�a gn¸rise megalÔterh an�ptuxh kur�w
 lìgw th
teqnolog�a
 twn upologist¸n kai th
 dunatìthta
 taqÔterwn upologism¸n. Wstìso, taklasik� kruptosust mata pou qrhsimopoioÔntan qarakthr�zontan apì to prìblhma th
 mu-stik 
 antallag 
 kleidi¸n, dhlad  thn dhmiourg�a enì
 asfaloÔ
 diaÔlou epikoinwn�a
 mèswtou opo�ou o apostolèa
 kai o paral pth
 ja mporoÔsan na sumfwn soun gia to qrhsimo-poioÔmeno mustikì kleid�. Ektì
 apì to prìblhma th
 asf�leia
 tou diaÔlou epikoinwn�a
,up rqan peript¸sei
 ìpou h epikoinwn�a èprepe na e�nai gr gorh, fjhn  kai na bohj� sthnsuqn  antallag  kleidi¸n.To 1874 sto bibl�o tou W. S. Jevons [78℄ perigr�fhke gia pr¸th for� h sqèsh twnmonìdromwn sunart sewn me thn kruptograf�a, pou apotèlese ton prìdromo gia thn kru-ptograf�a dhmos�ou kleidioÔ. To 1976 oi W. Diffie kai M. Hellman prìteinan mia kainotìmomèjodo kruptogr�fhsh
 sÔmfwna me thn opo�a mporoÔse na up�rxei epikoinwn�a qwr�
 thnan�gkh antallag 
 kleidi¸n mèsw asfaloÔ
 diaÔlou. H asf�leia th
 mejìdou antallag 




1.2 Eisagwg  sthn kruptograf�a kai sthn kruptan�lush 3kleidi¸n pou prìteinan basizìtan sto prìblhma ep�lush
 tou diakritoÔ logar�jmou kai èginegnwst  w
 antallag  kleidi¸n Diffie-Hellman. Aut   tan h pr¸th dhmosieumènh praktik mèjodo
 pou kajièrwse èna dhmìsio kleid� pou metad�detai mèsw enì
 exousiodothmènou all�ìqi idiwtikoÔ kanalioÔ epikoinwni¸n, qwr�
 na qrhsimopoie�tai prin k�poio mustikì kleid�. E-p�sh
, h teqnik  sumfwn�a
 dhmos�ou kleidioÔ tou Merkle ègine gnwst  w
 Merkle’s Puzzles,efeurèjhke to 1974 kai dhmosieÔjhke to 1978.H idèa twn W. Diffie kai M. Hellman ulopoi jhke oloklhrwmèna to 1978 apì tou

R. Rivest, A. Shamir kai L. Adleman pou epinìhsan to kruptosÔsthma RSA. H asf�leiatou RSA bas�zetai se èna �llo dÔskolo majhmatikì prìblhma autì th
 paragontopo�hsh
meg�lwn akèraiwn arijm¸n, gia to opo�o den e�nai gnwst  k�poia apodotik , dhlad  praktik�gr gorh, genik  teqnik  ep�lush. To RSA pragmatopoie� kruptogr�fhsh dhmos�ou kleidioÔall� kai yhfiak  upograf  dhmos�ou kleidioÔ.Met� to 1970, anaptÔqjhke èna meg�lo pl jo
 kai poikil�a kruptograf sewn, yhfiak¸nupograf¸n, teqnikè
 sumfwn�a
 kleidi¸n kai �lle
 sto ped�o th
 kruptograf�a
 dhmos�oukleidioÔ. To kruptosÔsthma ElGamal dhmiourg jhke to 1985 kai bas�zetai sthn duskol�aep�lush
 tou probl mato
 tou diakritoÔ logar�jmou, ìpw
 kai to sqetikì kruptosÔsthma
DSA pou anaptÔqjhke apì thn Amerikanik  Uphres�a Ejnik 
 Asf�leia
 (NSA).H eisagwg  sthn kruptograf�a elleiptik¸n kampul¸n apì ton N. Koblitz kai ton V. Mil-
ler anex�rthta kai sugqrìnw
 sta mèsa tou 1980 od ghse se nèa kruptosust mata dhmos�oukleidioÔ pou bas�zontai sto prìblhma tou diakritoÔ logar�jmou. Parìti e�nai majhmatik�poluplokìtera, ta kruptosust mata elleiptik¸n kampul¸n parèqoun kleidi� mikrìteroumegèjou
 kai grhgorìterou
 upologismoÔ
 gia isodÔnama ep�peda asf�leia
.H èreuna gia nèa sq mata kruptogr�fhsh
, gia belt�wsh twn  dh uparqìntwn, kaj¸
 kaigia apode�xei
 th
 asf�lei�
 tou
 suneq�zei me ragda�o rujmì. Palaiìtere
 kruptografikè
domè
 egkatale�pontai kai nèa proðìnta asfale�a
 dhmiourgoÔntai prokeimènou na kalÔyounti
 an�gke
 twn eua�sjhtwn plhroforiak¸n dedomènwn th
 sÔgqronh
 koinwn�a
.1.2 Eisagwg  sthn kruptograf�a kai sthn kruptan�-lushH kruptograf�a xek�nhse w
 h tèqnh kai epist mh th
 kruptogr�fhsh
, {apì arqa�atèqnh se sÔgqronh epist mh} ìpw
 anafèrei kai o U. Maurer [122℄, kai aforoÔse sthdhmiourg�a teqnik¸n metabol 
 enì
 mhnÔmato
 me tètoio trìpo pou na diathre�tai mustikìto perieqìmenì tou.S mera h kruptograf�a e�nai h epist mh pou melet� majhmatikè
 mejìdou
 sqetizìmene
me di�forou
 tome�
 th
 asf�leia
 plhrofor�a
, ìpw
 e�nai h empisteutikìthta, h akeraiìthtatwn dedomènwn, h pistopo�hsh ontot twn kai h pistopo�hsh th
 phg 
 dedomènwn metaxÔ�llwn.Kruptan�lush e�nai h melèth majhmatik¸n mejìdwn gia thn anatrop  th
 asf�leia
 twnkruptografik¸n teqnik¸n kai twn uphresi¸n asfaloÔ
 epikoinwn�a
 genikìtera. Sthn kru-ptan�lush jewroÔme p�nta ìti to qrhsimopoioÔmeno sÔsthma kruptogr�fhsh
 e�nai gnwstìse ìlou
 kai oi mèjodoi kruptan�lush
 aposkopoÔn sthn eÔresh kr�simwn shme�wn tou su-st mato
 mèsw twn opo�wn mpore� na katarreÔsei h asf�lei� tou
.Sti
 akìlouje
 enìthte
 ja d¸soume ta eisagwgik� stoiqe�a kai ti
 basikè
 ènnoie
th
 kruptograf�a
, twn kruptosusthm�twn kai th
 kruptan�lush
. Sth sunèqeia ja peri-gr�youme pio analutik� thn leitourg�a diafìrwn kruptosusthm�twn, kai twn ant�stoiqwnmajhmatik¸n problhm�twn sta opo�a bas�zontai, me ta opo�a ja asqolhjoÔme sthn diatrib ,kaj¸
 kai twn uparqous¸n mejìdwn kruptan�lus 
 tou
.



4 Eisagwg 1.2.1 Basik  orolog�a kai ènnoie
Prokeimènou na or�soume ti
 basikè
 ènnoie
 th
 kruptograf�a
, a
 jewr soume to aplìprìblhma kat� to opo�o èna
 apostolèa
 jèlei na ste�lei èna m numa se ènan paral pth,diathr¸nta
 to perieqìmeno tou mhnÔmato
 krufì apì tr�tou
. Sthn kruptograf�a to arqi-kì m numa pou prìkeitai na ste�lei o apostolèa
 onom�zetai prwtìtupo   kajarì ke�meno(plaintext, cleartext). H diadikas�a kat� thn opo�a to prwtìtupo ke�meno metab�lletai gia naapokrÔyoume thn shmas�a tou kai na diathrhje� krufì to perieqìmenì tou kale�tai krupto-gr�fhsh. 'Ena kruptografhmèno m numa onom�zetai kai kruptogr�fhma (ciphertext), en¸h diadikas�a metatrop 
 tou kruptograf mato
 sto arqikì m numa onom�zetai apokrupto-gr�fhsh. Ant�palo
 (adversary) jewre�tai opoiad pote ontìthta, ektì
 tou apostolèa kaitou paral pth, h opo�a prospaje� na anatrèyei thn asf�leia tou sust mato
 epikoinwn�a
metaxÔ tou
. 'Ena
 ant�palo
 se pollè
 peript¸sei
 mpore� na prospaj sei na upoduje� tonègkuro apostolèa   paral pth.JewroÔme èna peperasmèno sÔnolo A w
 to alf�bhto twn mhnum�twn. O q¸ro
 twnmhnum�twn sumbol�zetai me M kai apotele�tai apì ìle
 ti
 dunatè
 seirè
 sumbìlwn apì toalf�bhtoA. 'Ena stoiqe�o tou sunìlouM e�nai prwtìtupo ke�meno kai mpore� gia par�deigmana apotele�tai apì duadikè
 sumboloseirè
, Agglikì ke�meno, k¸dika upologist¸n k.t.l. TosÔnolo C sumbol�zei to q¸ro twn kruptografhm�twn kai apotele�tai apì seirè
 sumbìlwnapì èna alf�bhto pou mpore� na e�nai e�te to A e�te na diafèrei apì autì. Sumbol�zoume me
K to sÔnolo pou apotele� to q¸ro twn kleidi¸n. K�je stoiqe�o e ∈ K or�zei monadik� miaamfimonos manth sun�rthsh Ee : M 7→ C pou kale�tai sun�rthsh kruptogr�fhsh
 kai miaant�stoiqh amfimonos manth sun�rthsh Dd : C 7→ M, me d ∈ K, pou kale�tai sun�rthshapokruptogr�fhsh
. H diadikas�a efarmog 
 th
 sun�rthsh
 kruptogr�fhsh
 Ee se ènam numa m ∈ M onom�zetai kruptogr�fhsh tou m kai h diadikas�a efarmog 
 th
 sun�rthsh

Dd se èna kruptogr�fhma c ∈ C onom�zetai apokruptogr�fhsh tou c.'Ena sq ma kruptogr�fhsh
 apotele�tai apì èna sÔnolo {Ee : e ∈ K} sunart sewnkruptogr�fhsh
 kai to ant�stoiqo sÔnolo {Dd : d ∈ K} sunart sewn apokruptogr�fhsh
,me thn idiìthta ìti gia k�je e ∈ K up�rqei monadikì kleid� d ∈ K tètoio ¸ste Dd = E−1

edhlad  Dd(Ee(m)) = m,∀m ∈ M. 'Ena sq ma kruptogr�fhsh
 kale�tai kruptosÔsthma(cryptosystem, cipher). To zeÔgo
 kleidi¸n e kai d sumbol�zontai kai (e, d) kai se k�poie
peript¸sei
 kruptosusthm�twn ta dÔo kleidi� e�nai �dia. Gia thn kataskeu  enì
 krupto-sust mato
 apaite�tai h epilog  enì
 q¸rou mhnum�twn M, enì
 q¸rou kruptografhm�twn
C, èna
 q¸ro
 kleidi¸n K, èna sÔnolo sunart sewn kruptogr�fhsh
 {Ee : e ∈ K} kai toant�stoiqo sÔnolo sunart sewn apokruptogr�fhsh
 {Dd : d ∈ K}. Genik�, ta kruptosu-st mata an�loga me to e�do
 twn kleidi¸n pou perilamb�noun qwr�zontai se dÔo kathgor�e
:ta kruptosust mata summetrikoÔ kleidioÔ kai ta kruptosust mata dhmos�ou kleidioÔ.1.2.1.1 Kruptan�lushH kruptan�lush e�nai h melèth majhmatik¸n mejìdwn gia thn anatrop  th
 asf�leia
twn kruptosusthm�twn kai twn uphresi¸n asfaloÔ
 epikoinwn�a
 genikìtera. Jemeli¸dh
upìjesh th
 kruptan�lush
 e�nai h upìjesh tou Kerckhoff, sÔmfwna me thn opo�a h mu-stikìthta prèpei na bas�zetai oloklhrwtik� sto kleid� th
 kruptogr�fhsh
 [185℄, dhlad ,jewroÔme p�nta ìti to qrhsimopoioÔmeno sÔsthma kruptogr�fhsh
 e�nai gnwstì se ìlou
.Kat� sunèpeia oi mèjodoi kruptan�lush
 aposkopoÔn sthn eÔresh kr�simwn shme�wn tousust mato
 mèsw twn opo�wn mpore� na katarreÔsei h asf�lei� tou. Ousiastik�, h kru-ptan�lush aposkope� sthn apok�luyh tou prwtìtupou keimènou qwr�
 na up�rqei prìsbashsto kleid� kai h epituq 
 kruptan�lush mpore� na apokalÔyei e�te to arqikì m numa e�teto kleid� pou qrhsimopoie�tai gia thn kruptogr�fhs  tou, mèsw twn adÔnamwn shme�wn toukruptosust mato
.Mia prosp�jeia kruptan�lush
 kale�tai ep�jesh (attack). Up�rqoun di�foroi geniko�



1.2 Eisagwg  sthn kruptograf�a kai sthn kruptan�lush 5tÔpoi kruptanalutik¸n epijèsewn, oi pio shmantiko� kai sun jw
 qrhsimopoioÔmenoi peri-gr�fontai sth sunèqeia. Se k�je per�ptwsh jewroÔme ìti o kruptanalut 
 èqei pl rhgn¸sh tou algor�jmou kruptogr�fhsh
 pou qrhsimopoie�tai.1. Ep�jesh mìno kruptograf mato
 (ciphertext-only attack). Sthn per�ptwsh aut  o kru-ptanalut 
 èqei ta kruptograf mata apì k�poia prwtìtupa ke�mena, ta opo�a èqounìla kruptografhje� qrhsimopoi¸nta
 ton �dio algìrijmo kruptogr�fhsh
. Skopì
 toukruptanalut  e�nai na apokalÔyei to prwtìtupo ke�meno apì ìso perissìtera krupto-graf mata e�nai dunatìn   kalÔtera na ex�gei apì aut� to kleid� pou qrhsimopoi jhkegia thn kruptogr�fhs  tou
 prokeimènou na apokruptograf sei kai �lla mhnÔmatapou kruptografoÔntai me to �dio kleid�. Dhlad , dojèntwn twn C1 = Ek(P1), C2 =
Ek(P2), . . . , Ci = Ek(Pi), par gage e�te ta P1, P2, . . . , Pi, k e�te ènan algìrijmo pouja par�gei to Pi+1 apì to Ci+1 = Ek(Pi+1).2. Ep�jesh gnwstoÔ prwtìtupou keimènou (known-plaintext attack). Sthn per�ptwshaut  o kruptanalut 
 èqei prìsbash se kruptograf mata all� kai sta prwtìtupake�mena aut¸n twn kruptografhm�twn. Skopì
 tou e�nai na apokalÔyei to kleid�pou qrhsimopoi jhke gia thn kruptogr�fhsh k�je mhnÔmato
   ènan algìrijmo pouja apokruptografe� k�je nèo m numa pou kruptografe�tai me to �dio kleid� me taprohgoÔmena. Dhlad , dojènto
 twn P1, C1 = Ek(P1), P2, C2 = Ek(P2), . . . , Pi, Ci =
Ek(Pi), par gage e�te to k e�te ènan algìrijmo pou ex�gei to Pi+1 apì to Ci+1 =
Ek(Pi+1).3. Ep�jesh epilegmènou prwtìtupou keimènou (chosen-plaintext attack). O kruptanalu-t 
 èqei prìsbash se kruptograf mata kai ta ant�stoiqa prwtìtupa ke�mena all�epiplèon mpore� na epilèxei ta prwtìtupa ke�mena gia ta opo�a ja èqei ta ant�stoiqakruptograf mata. Autì to e�do
 ep�jesh
 e�nai pio isqurì apì thn ep�jesh gnwstoÔprwtìtupou keimènou kaj¸
 o kruptanalut 
 mpore� na epilèxei ta prwtìtupa ke�menapou mpore� na tou d¸soun perissìtere
 plhrofor�e
 gia to kleid�. Skopì
 tou krupta-nalut  e�nai na ex�gei to kleid� pou qrhsimopoie�tai gia thn kruptogr�fhsh twn mhnum�-twn   ènan algìrijmo pou ja apokruptografe� k�je nèo m numa pou kruptografe�tai meto �dio kleid�. Dhlad , dojèntwn twn P1, C1 = Ek(P1), P2, C2 = Ek(P2), . . . , Pi, Ci =
Ek(Pi), ìpou o kruptanalut 
 epilègei ta P1, P2, . . . , Pi, par gage e�te to kleid� k,e�te ènan algìrijmo gia thn exagwg  tou Pi+1 apì to Ci+1 = Ek(Pi+1).4. Ep�jesh metaballìmenou epilegmènou prwtìtupou keimènou (adaptive-chosen-plaintext
attack). Aut  e�nai mia eidik  per�ptwsh ep�jesh
 epilegmènou prwtìtupou keimènou.O kruptanalut 
 den epilègei apl� ta prwtìtupa ke�mena pou ja kruptografhjoÔnall� mpore� ep�sh
 na metab�llei thn epilog  tou basizìmeno
 sta apotelèsmata th
prohgoÔmenh
 kruptogr�fhsh
. Sthn ep�jesh epilegmènou prwtìtupou keimènou, okruptanalut 
 mpore� apl� na epilèxei èna meg�lo tm ma prwtìtupou keimènou pro
kruptogr�fhsh en¸ sthn ep�jesh metaballìmenou epilegmènou prwtìtupou keimènoumpore� na epilèxei èna mikrìtero tm ma prwtìtupou keimènou kai met� na epilèxei èna�llo an�loga me to apotèlesma pou p re apì to pr¸to k.o.k.5. Ep�jesh epilegmènou kruptograf mato
 (chosen-ciphertext attack). Sthn per�ptw-sh aut  o kruptanalut 
 mpore� na epilèxei di�fora kruptograf mata pou ja apo-kruptografhjoÔn kai èqei prìsbash sto apokruptografhmèno m numa pou prokÔ-ptei. Skopì
 tou kruptanalut  e�nai na anakalÔyei to kleid�. Dhlad , dojènto
twn C1, P1 = Dk(C1), C2, P2 = Dk(C2), . . . , Ci, Pi = Dk(Ci), na breje� to kleid� k.Oi epijèsei
 gnwstoÔ prwtìtupou keimènou kai epilegmènou prwtìtupou keimènou e�naiarket� sunhjismène
 kai qrhsimopoi jhkan epituq¸
 kai kat� thn di�rkeia tou 2ou pagko-sm�ou polèmou.



6 Eisagwg 1.2.2 Kruptosust mata summetrikoÔ kleidioÔApì thn emf�nish th
 kruptograf�a
 mèqri kai to 1976 h kruptogr�fhsh twn mhnum�-twn ginìtan ousiastik� me thn prìterh epikoinwn�a tou apostolèa kai tou paral pth mèswasfaloÔ
 diaÔlou, dhlad  diaÔlou mh prosb�simou se k�poion ant�palo, kat� thn opo�a sum-fwnoÔsan gia to qrhsimopoioÔmeno mustikì kleid�. Autì to kleid� qrhsimopoioÔntan kat�thn kruptogr�fhsh tou mhnÔmato
 apì ton apostolèa kai sth sunèqeia to kruptogr�fhmaapostellìtan mèsw mh asfaloÔ
 diaÔlou epikoinwn�a
 pro
 ton paral pth. O paral pth
me th bo jeia tou mustikoÔ kleidioÔ apokruptografoÔse to kruptogr�fhma kai l�mbaneto arqikì m numa. Autì to e�do
 kruptogr�fhsh
 kat� thn opo�a apaite�tai h antallag kleidi¸n mèsw asfaloÔ
 diaÔlou epikoinwn�a
 kale�tai kruptogr�fhsh summetrikoÔ kleidioÔ(symmetric key cryptography) kai or�zetai w
 ex 
Orismì
 1.1 JewroÔme èna sq ma kruptogr�fhsh
 pou apotele�tai apì to sÔnolo su-nart sewn kruptogr�fhsh
 {Ee : e ∈ K} kai to sÔnolo sunart sewn apokruptogr�fhsh

{Dd : d ∈ K}, ant�stoiqa, ìpou K e�nai o q¸ro
 kleidi¸n. To sq ma kruptogr�fhsh
kale�tai kruptogr�fhsh summetrikoÔ kleidioÔ (symmetric key cryptography) an gia k�jesqetizìmeno zeÔgo
 kleidi¸n (e, d), e�nai upologistik� eÔkolo na kajoriste� to d gnwr�zonta
mìno to e kai ant�strofa.Sta perissìtera praktik� kruptosust mata summetrikoÔ kleidioÔ to kleid� kruptogr�-fhsh
 e e�nai �dio me to kleid� apokruptogr�fhsh
 d.'Ena shmantikì prìblhma sta kruptosust mata summetrikoÔ kleidioÔ e�nai h eÔresh mia
apotelesmatik 
 mejìdou asfaloÔ
 antallag 
 kleidi¸n. To prìblhma autì anafèretaikai w
 prìblhma dianom 
 (antallag 
) kleidi¸n (key distribution problem) kai apotele�epimèrou
 kl�do th
 kruptograf�a
. Se ìla ta sust mata kruptogr�fhsh
 jewroÔme ìtito sÔnolo sunart sewn kruptogr�fhsh
 kai apokruptogr�fhsh
, dhlad  to sq ma krupto-gr�fhsh
, e�nai gnwstì se ìlou
 kai h mình plhrofor�a pou apaite�tai na paramènei kruf e�nai to kleid� apokruptogr�fhsh
 d. Kaj¸
 ìmw
 sthn kruptogr�fhsh summetrikoÔ klei-dioÔ to kleid� apokruptogr�fhsh
 d upolog�zetai eÔkola apì to kleid� kruptogr�fhsh
 esunep�getai ìti sthn per�ptwsh aut  kai to kleid� e prèpei na paramènei krufì. Up�rqoundÔo basikè
 kl�sei
 sqhm�twn kruptogr�fhsh
 summetrikoÔ kleidioÔ, ta kruptosust matatmhmatik 
 kruptogr�fhsh
 (block ciphers) kai ta kruptosust mata ro 
 (stream ciphers).1.2.2.1 Kruptosust mata tmhmatik 
 kruptogr�fhsh
 (Block ciphers)Orismì
 1.2 'Ena kruptosÔsthma tmhmatik 
 kruptogr�fhsh
 (block cipher) e�nai ènasq ma kruptogr�fhsh
 to opo�o qwr�zei to prwtìtupo ke�meno pou prìkeitai na apostale� sesumboloseirè
 pou kaloÔntai tm mata (blocks) sugkekrimènou m kou
 t ep� tou alf�bhtou
A kai kruptografe� k�je èna tm ma qwrist�.Oi dÔo basikè
 kl�sei
 kruptosusthm�twn tmhmatik 
 kruptogr�fhsh
 e�nai ta kru-ptosust mata antikat�stash
 (substitution ciphers) kai ta kruptosust mata met�jesh
(transposition ciphers). Ta kruptosust mata ginomènou (product ciphers) e�nai sunduasmì
twn dÔo prohgoÔmenwn kl�sewn.Kruptosust mata antikat�stash
 (Substitution ciphers) Ta kruptosust -mata antikat�stash
 e�nai kruptosust mata tmhmatik 
 kruptogr�fhsh
 pou antikajistoÔnsÔmbola   om�de
 sumbìlwn tou prwtìtupou keimènou me �lla sÔmbola   om�de
 sumbìlwn.Up�rqoun di�fora e�dh kruptosusthm�twn antikat�stash
 ìpw
 ta kruptosust mata apl 
antikat�stash
, ta kruptosust mata omofwnik 
 antikat�stash
 kai ta kruptosust matapolualfabhtik 
 antikat�stash
.
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 1.3 'Estw A èna alf�bhto q sumbìlwn kai M to sÔnolo ìlwn twn sumbolosei-r¸n tou A m kou
 t. 'Estw K to sÔnolo ìlwn twn antimetajèsewn tou sunìlou A. Gia k�je
e ∈ K or�zoume mia sun�rthsh kruptogr�fhsh
 Ee w
 Ee(m) = (e(m1)e(m2) · · · e(mt)) =
(c1c2 · · · ct) = c, ìpou m = (m1m2 · · ·mt) ∈ M. Dhlad  k�je sÔmbolo se mia t−�da an-tikaj�statai me èna �llo sÔmbolo tou A sÔmfwna me mia sugkekrimènh antimet�jesh e.Gia na apokruptograf soume to c = (c1c2 · · · ct) upolog�zoume thn ant�strofh antimet�jesh
d = e−1 kai tìte e�nai Dd(c) = (d(c1)d(c2) · · · d(ct)) = (m1m2 · · ·mt) = m. H sun�rth-sh Ee kale�tai kruptosÔsthma apl 
 antikat�stash
   monoalfabhtik 
 antikat�stash
(simple substitution cipher, mono-alphabetic substitution cipher).O arijmì
 twn diaforetik¸n kruptosusthm�twn antikat�stash
 e�nai q! kai e�nai ane-x�rthto
 apì to mègejo
 tou tm mato
 (block) pou qrhsimopoie� to kruptosÔsthma. Takruptosust mata apl 
 antikat�stash
 gia mikr� megèjh t tou tm mato
 den e�nai idia�te-ra asfal  akìma ki an o q¸ro
 twn kleidi¸n e�nai polÔ meg�lo
. Autì prokÔptei eÔkolaparathr¸nta
 ìti h katanom  twn suqnot twn twn sumbìlwn tou prwtìtupou keimènou dia-thre�tai kai sto kruptogr�fhma kai sunep¸
 èna
 kruptanalut 
 mpore� na prosdior�sei tokleid� analÔonta
 ènan mikrì arijmì kruptografhmènwn tmhm�twn.Orismì
 1.4 Me k�je sÔmbolo a ∈ A susqet�zoume èna sÔnolo H(a) sumboloseir¸n tsumbìlwn me ton periorismì ta sÔnola H(a), a ∈ A na e�nai an� dÔo xèna. 'Ena krupto-sÔsthma omofwnik 
 antikat�stash
 (homophonic substitution cipher) antikajist� k�jesÔmbolo a se èna tm ma prwtìtupou keimènou me mia tuqa�a epilegmènh sumboloseir� apìto sÔnolo H(a). Gia thn apokruptogr�fhsh mia
 sumboloseir�
 c, t sumbìlwn, prèpei nakajoriste� èna a ∈ A tètoio ¸ste c ∈ H(a). To kleid� tou kruptosust mato
 apotele�tai apìta sÔnola H(a).'Ena kruptosÔsthma omofwnik 
 antikat�stash
 mpore� na qrhsimopoihje� gia na k�neiperissìtero omoiìmorfh thn suqnìthta emf�nish
 twn sumbìlwn tou kruptograf mato
se sqèsh me thn ant�stoiqh sto kruptosÔsthma apl 
 antikat�stash
 me to kìsto
 th
epèktash
 twn dedomènwn. Kat' autì ton trìpo h kruptan�lush g�netai duskolìterh.Orismì
 1.5 'Ena kruptosÔsthma polualfabhtik 
 antikat�stash
 (polyalphabetic sub-
stitution cipher) e�nai èna kruptosÔsthma tmhmatik 
 kruptogr�fhsh
 me m ko
 t gia tatm mata ep� enì
 alf�bhtou A me ti
 akìlouje
 idiìthte
:1. o q¸ro
 twn kleidi¸n K apotele�tai apì ìla ta diatetagmèna sÔnola t antimetajèsewn

(p1, p2, . . . , pt), ìpou k�je antimet�jesh pi or�zetai ep� tou sunìlou A,2. h kruptogr�fhsh tou prwtìtupou keimènou m = (m1m2 · · ·mt) me to kleid� e =
(p1, p2, . . . , pt) d�netai w
 Ee(m) = (p1(m1)p2(m2) · · · pt(mt)) kai3. to kleid� apokruptogr�fhsh
 pou antistoiqe� sto e = (p1, p2, . . . , pt) e�nai to d =
(p−1

1 , p−1
2 , . . . , p−1

t ).Par�deigma twn kruptosusthm�twn polualfabhtik 
 antikat�stash
 e�nai to krupto-sÔsthma Vigenére [201℄. Ta kruptosust mata polualfabhtik 
 antikat�stash
 èqoun topleonèkthma se sqèsh me ta kruptosust mata apl 
 antikat�stash
 ìti den diathroÔn ti
suqnìthte
 emf�nish
 twn sumbìlwn. Wstìso, den e�nai polÔ dÔskolo na kruptanalujoÔnme trìpo parìmoio me autì twn kruptosusthm�twn apl 
 antikat�stash
. Sugkekrimèna,afoÔ kajoriste� to m ko
 t twn tmhm�twn, ta sÔmbola tou kruptograf mato
 qwr�zontai se
t om�de
 (ìpou h om�da i, 1 6 i 6 t, apotele�tai apì aut� ta sÔmbola tou kruptograf mato
pou prokÔptoun qrhsimopoi¸nta
 thn antimet�jesh pi) kai h an�lush suqnot twn mpore� naefarmoste� se k�je om�da qwrist�.
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 (Transposition ciphers) Mia �llh kl�sh kru-ptosusthm�twn summetrikoÔ kleidioÔ e�nai ta kruptosust mata apl 
 met�jesh
 (simple
transposititon ciphers) ta opo�a apl� antimetajètoun ta sÔmbola se èna tm ma prwtìtupoukeimènou.Orismì
 1.6 JewroÔme èna sq ma kruptogr�fhsh
 summetrikoÔ kleidioÔ me tm matam kou
 t. 'Estw K to sÔnolo ìlwn twn antimetajèsewn tou sunìlou {1, 2, . . . , t}. Giak�je e ∈ K or�zoume thn sun�rthsh kruptogr�fhsh
 Ee(m) = (me(1)me(2) · · ·me(t)), ìpou
m = (m1m2 · · ·mt) ∈ M pou e�nai o q¸ro
 twn mhnum�twn. To sÔnolo ìlwn aut¸n twnsunart sewn kale�tai kruptosÔsthma apl 
 met�jesh
. To kleid� apokruptogr�fhsh
 pouantistoiqe� sto e e�nai h ant�strofh antimet�jesh d = e−1. Gia na apokruptograf soume to
c = (c1c2 · · · ct) upolog�zoume to Dd(c) = (cd(1)cd(2) · · · cd(t)).'Ena kruptosÔsthma apl 
 met�jesh
 diathre� ton arijmì twn sumbìlwn mèsa sto tm makai sunep¸
 mpore� eÔkola na kruptanaluje�.Kruptosust mata ginomènou (Product ciphers) Ta kruptosust mata apl 
 an-tikat�stash
 kai apl 
 met�jesh
 anex�rthta den parèqoun polÔ uyhlì ep�pedo asf�leia
.Wstìso, sundu�zonta
 tou
 metasqhmatismoÔ
 pou qrhsimopoioÔn e�nai dunatì na dhmiour-g soume isqur� kruptosust mata. 'Ena par�deigma kruptosusthm�twn ginomènou e�nai miasÔnjesh twn t > 2 metasqhmatism¸n Ek1

Ek2
· · ·Ekt

, ìpou k�je Eki
, 1 6 i 6 t, e�nai e�te ènakruptosÔsthma antikat�stash
 e�te èna kruptosÔsthma met�jesh
. A
 jewr soume ìti hsÔnjesh mia
 antikat�stash
 kai mia
 met�jesh
 kale�tai gÔro
 (round). Se èna gÔro miaantikat�stash prosjètei sÔgqush (confusion) sth diadikas�a kruptogr�fhsh
 en¸ mia me-t�jesh prosjètei di�qush (diffusion). H sÔgqush èqei skopì na k�nei perissìtero sÔnjethth sqèsh metaxÔ tou kleidioÔ kai tou kruptograf mato
. H di�qush anafèretai sthn ana-di�taxh kai ton diaqwrismì twn duadik¸n yhf�wn tou mhnÔmato
 ètsi ¸ste k�je suss¸reushsto prwtìtupo ke�meno na diaqèetai sto kruptogr�fhma. Ta sÔgqrona sust mata tmhmati-k 
 kruptogr�fhsh
 efarmìzoun diadoqik� ènan arijmì gÔrwn gia thn kruptogr�fhsh touprwtìtupou keimènou.1.2.2.2 Kruptosust mata ro 
 (Stream ciphers)Ta kruptosust mata ro 
 apoteloÔn mia shmantik  kl�sh twn kruptosusthm�twn sum-metrikoÔ kleidioÔ. MporoÔme na jewr soume ìti e�nai kruptosust mata tmhmatik 
 kru-ptogr�fhsh
 me m ko
 tm mato
 �so me èna. E�nai qr sima upì thn ènnoia ìti o metasqh-matismì
 kruptogr�fhsh
 mpore� na all�zei gia k�je sÔmbolo tou prwtìtupou keimènoupou kruptografe�tai. Se peript¸sei
 ìpou ta sf�lmata met�dosh
 e�nai arket� pijan� takruptosust mata ro 
 pleonektoÔn kaj¸
 den èqoun di�dosh tou sf�lmato
. MporoÔn e-p�sh
 na qrhsimopoihjoÔn ìtan ta dedomèna prèpei na diaqeir�zontai kat� èna sÔmbolo k�jefor� ìtan gia par�deigma o exoplismì
 den èqei epark  mn mh gia diaqe�rish megalÔterwntmhm�twn dedomènwn.Orismì
 1.7 'Estw K o q¸ro
 twn kleidi¸n gia èna sÔnolo sunart sewn kruptogr�fh-sh
. Mia akolouj�a sumbìlwn e1e2 · · · ei ∈ K kale�tai seir� (ro ) kleidi¸n (keystream).Orismì
 1.8 'Estw A èna alf�bhto q sumbìlwn kai Ee èna kruptosÔsthma apl 
 anti-kat�stash
 me m ko
 tm mato
 �so me 1, ìpou e ∈ K. 'Estw m1m2m3 · · · mia sumboloseir�tou prwtìtupou keimènou kai e1e2e3 · · · mia seir� kleidi¸n tou K. 'Ena kruptosÔsthma ro 
pa�rnei th sumboloseir� tou prwtìtupou keimènou kai par�gei mia sumboloseir� kruptogra-f mato
 c1c2c3 · · · , ìpou ci = Eei(mi). An to di sumbol�zei to ant�strofo tou ei tìte to

Ddi
(ci) = mi apokruptografe� th sumboloseir� tou kruptograf mato
.
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 efarmìzei aploÔ
 kruptografikoÔ
 metasqhmatismoÔ
 an�lo-ga me th seir� kleidi¸n pou qrhsimopoie�tai. H seir� kleidi¸n prèpei na dhmiourge�tai tuqa�a  apì ènan algìrijmo pou par�gei seir� kleidi¸n apì mia arqik  mikr  seir� kleidi¸n pouonom�zetai spìro
 (seed)   apì ènan spìro kai prohgoÔmena sÔmbola tou kruptograf ma-to
. 'Ena
 tètoio
 algìrijmo
 kale�tai genn tora
 seir�
 kleidi¸n (keystream generator).Par�deigma twn kruptosusthm�twn ro 
 e�nai to kruptosÔsthma Vernam [201℄.1.2.3 Kruptosust mata dhmos�ou kleidioÔMèqri ta tèlh th
 dekaet�a
 tou '70 ìle
 oi ekpompè
 kruptografhmènwn mhnum�twng�nontan me qr sh kruptosusthm�twn summetrikoÔ kleidioÔ. To 1976 o W. Diffie kai o M.
Hellman [46℄ efeÔran èna kainotìmo e�do
 kruptogr�fhsh
 thn kruptogr�fhsh dhmos�oukleidioÔ (public key cryptography). H idèa tou nèou autoÔ e�dou
 kruptogr�fhsh
 bas�zetaisth qr sh monìdromwn sunart sewn (one-way functions).Orismì
 1.9 Mia sun�rthsh f : X 7→ Y kale�tai monìdromh sun�rthsh e�n h tim  th

f(x) mpore� na upologiste� eÔkola gia opoiod pote x ∈ X, all� gia ta perissìtera tuqa�aepilegmèna y ∈ Im(f) e�nai upologistik� anèfikto na breje� k�poio x ∈ X tètoio ¸ste
f(x) = y.Mia eidik  morf  monìdromwn sunart sewn e�nai oi monìdrome
 sunart sei
 kerkìporta
(trapdoor one-way functions).Orismì
 1.10 Mia monìdromh sun�rthsh kerkìporta
 e�nai mia monìdromh sun�rthsh
f : X 7→ Y me thn ex 
 epiprìsjeth idiìthta: doje�sh
 k�poia
 epiplèon plhrofor�a
 e�naiefiktì na breje� gia dojèn y ∈ Im(f) èna x ∈ X tètoio ¸ste f(x) = y.'Estw {Ee : e ∈ K} èna sÔnolo sunart sewn kruptogr�fhsh
 kai {Dd : d ∈ K} to sÔ-nolo twn ant�stoiqwn sunart sewn apokruptogr�fhsh
, ìpou K o q¸ro
 twn kleidi¸n.JewroÔme èna opoiod pote zeÔgo
 sqetizìmenwn sunart sewn kruptogr�fhsh
 / apokru-ptogr�fhsh
 (Ee,Dd) kai upojètoume ìti k�je zeÔgo
 èqei thn akìloujh idiìthta: dojènto
tou Ee kai enì
 tuqa�ou kruptograf mato
 c ∈ C e�nai upologistik� anèfikto na breje� ènam numa m ∈ M tètoio ¸ste Ee(m) = c. Autì shma�nei ìti dojènto
 tou e e�nai anèfiktona upologiste� to ant�stoiqo kleid� apokruptogr�fhsh
 d. Sthn kruptogr�fhsh dhmos�oukleidioÔ h sun�rthsh Ee e�nai mia monìdromh sun�rthsh kerkìporta
, ìpou to e e�nai tokleid� kruptogr�fhsh
 kai kale�tai dhmìsio kleid� (public key) kai to d e�nai h epiplèonplhrofor�a (kerkìporta) pou apaite�tai gia ton upologismì th
 ant�strofh
 sun�rthsh
,dhlad  gia thn apokruptogr�fhsh, kai kale�tai idiwtikì kleid� (private key).Upì ti
 parap�nw pro�pojèsei
 a
 jewr soume thn epikoinwn�a dÔo mel¸n, A kai B.O B epilègei èna zeÔgo
 kleidi¸n (e, d). O B stèlnei to kleid� kruptogr�fhsh
 e ston Amèsw opoioud pote kanalioÔ kai krat� krufì to kleid� apokruptogr�fhsh
 d. O A mpo-re� sth sunèqeia na ste�lei èna m numa m ston B efarmìzonta
 se autì thn sun�rthshkruptogr�fhsh
 pou or�zetai apì to dhmìsio kleid� tou B, dhlad  stèlnei to kruptogr�-fhma c = Ee(m). O B apokruptografe� to kruptogr�fhma c efarmìzonta
 thn ant�strofhsun�rthsh Dd pou or�zetai kat� monadikì trìpo apì to d.Kat� ton �dio trìpo, h sun�rthsh kruptogr�fhsh
 mpore� na upologiste� eÔkola apìopoiond pote o opo�o
 èqei to dhmìsio kleid� tou B, all� h ant�strofh sun�rthsh (pouapokruptografe� ta kruptografhmèna mhnÔmata) den mpore� na upologiste� se efiktì qrìnoqwr�
 to idiwtikì kleid� d. Autì shma�nei ìti opoiosd pote mpore� na ste�lei èna m numa stonB qrhsimopoi¸nta
 gia kruptogr�fhsh to �dio kleid�, dhlad  to dhmìsio kleid� tou B, toopo�o mpore� br�sketai se ènan dhmìsio f�kelo me pistopoihmèna perieqìmena. Sth sunèqeiao B kai mìno autì
 qrhsimopoi¸nta
 to idiwtikì tou kleid� mpore� na apokruptograf sei to
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, se ant�jesh me thn kruptogr�fhsh summetrikoÔ kleidioÔ,sthn kruptogr�fhsh dhmos�ou kleidioÔ o apostolèa
 den qrei�zetai na èqei kam�a ek twnprotèrwn epikoinwn�a me ton paral pth gegonì
 pou apotele� èna apì ta shmantikìteraqarakthristik� autoÔ tou e�dou
 kruptogr�fhsh
.Mia pijan  ait�a gia thn arg  emf�nish tou e�dou
 th
 kruptogr�fhsh
 dhmos�ou klei-dioÔ e�nai ìti mèqri to 1970 h qr sh th
 kruptograf�a
 ginìtan kur�w
 gia stratiwtikoÔ
 kaidiplwmatikoÔ
 skopoÔ
, gia tou
 opo�ou
 h kruptogr�fhsh summetrikoÔ kleidioÔ  tan epar-k 
. Wstìso, me thn aÔxhsh th
 qr sh
 upologist¸n ston tomèa th
 oikonom�a
 proèkuyannèe
 an�gke
 sthn kruptograf�a. Se ant�jesh me tou
 stratiwtikoÔ
   tou
 diplwmatikoÔ
kìlpou
 me ti
 austhrè
 ierarq�e
, ti
 l�ste
 exousiodothmènwn qrhst¸n kai ta sust mataaggeliofìrwn, sti
 emporikè
 sunallagè
 kai sthn idiwtikìthta dedomènwn sunant�tai me-galÔterh kai perissìtero reust  dom  qrhst¸n pou qrhsimopoioÔn kruptogr�fhsh. 'Isw
gia autì to lìgo h kruptogr�fhsh dhmos�ou kleidioÔ anaptÔqjhke ìtan up rxe plèon han�gkh gia autì to e�do
 kruptosusthm�twn.Meriko� apì tou
 tome�
 efarmog 
 th
 kruptogr�fhsh
 dhmos�ou kleidioÔ e�nai oi akì-loujoi,1. met�dosh empisteutik¸n mhnum�twn,2. sust mata tautopo�hsh
 (identification systems), sta opo�a oi qr ste
 apodeiknÔounìti e�nai exousiodothmènoi gia prìsbash se dedomèna   se k�poia uphres�a,   ìti e�naiauto� pou isqur�zontai,3. pistopo�hsh (authentication), h opo�a epibebai¸nei ìti to m numa èqei apostale� apìton pragmatikì apostolèa kai den èqei parèmbei k�poio
 �llo
,4. mh-apok ruxh (nonrepudiation), h opo�a proful�ssei apì �toma pou isqur�zontai ìtiden èqoun sumfwn sei se k�ti gia to opo�o pragmatik� èqoun sumfwn sei,5. orismì
 kleidioÔ (key establishment), ìpou dÔo �toma jèloun na sumfwn soun seanoikt  epikoinwn�a gia èna mustikì kleid� pou ja qrhsimopoi soun se summetrik�kruptosust mata,6. mhqanismo� hlektronik¸n qrhmatik¸n sunallag¸n (electronic cash), pou diathroÔnthn anwnum�a tou katanalwt ,7. sq mata hlektronik¸n eklog¸n (electronic voting), pou exasfal�zoun thn mustikìth-ta twn y fwn kai to ègkuro apotèlesma th
 yhfofor�a
,8. sq mata hlektronik¸n dhmoprasi¸n (electronic auctions), pou exasfal�zoun thn mu-stikìthta twn tim¸n dhmopr�thsh
, dhmìsia epal jeush tou apotelèsmato
 th
 dh-mopras�a
 kai anwnum�a twn summeteqìntwn kai tou nikht  stou
 upìloipou
 summe-tèqonte
.Ta basikìtera majhmatik� probl mata pou qrhsimopoi jhkan gia th dhmiourg�a krupto-susthm�twn dhmìsiou kleidioÔ e�nai to prìblhma tou diakritoÔ logar�jmou, to prìblhma
Diffie-Hellman kai to prìblhma paragontopo�hsh
, ta opo�a perigr�fontai analutik� sthsunèqeia.To Prìblhma tou DiakritoÔ Logar�jmou (PDL) [4,148,166℄ afor� sthn an�ptuxh enì
apodotikoÔ algor�jmou gia ton upologismì enì
 akèraiou arijmoÔ x > 0 pou ikanopoie� thnsqèsh

αx = β,ìpou ta α, β e�nai stoiqe�a mia
 peperasmènh
 kuklik 
 om�da
 kai to α apotele� genn torath
 om�da
 aut 
. Upojètoume ìti to x e�nai o mikrìtero
 mh arnhtikì
 akèraio
 arijmì
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 ¸ste na isqÔei αx = β. Tìte, to x onom�zetai de�kth
 (index)   diakritì
 log�rijmo
tou β. Sthn eidik  per�ptwsh enì
 peperasmènou s¸mato
 Zp pr¸th
 t�xh
 p, epilègetai miaprwteÔousa r�za g modulo p. 'Etsi, an u e�nai o mikrìtero
 mh arnhtikì
 akèraio
 tètoio
¸ste na isqÔei gu ≡ h (mod p), tìte to u kale�tai de�kth
   diakritì
 log�rijmo
 tou h. Toprìblhma tou diakritoÔ logar�jmou e�nai upologistik� adÔnato, dhlad  den up�rqei gnwstì
apodotikì
 algìrijmo
 gia thn ep�lush tou diakritoÔ logar�jmou.H asf�leia poll¸n kruptosusthm�twn dhmos�ou all� kai idiwtikoÔ kleidioÔ [4, 38, 53,127,128,144,146,148,166,216,217℄, bas�zetai sthn upìjesh ìti to PDL e�nai upologistik�adÔnato. Sugkekrimèna, ja anaferjoÔme sto(1) prwtìkollo antallag 
 kleidi¸n twn Diffie-Hellman [46℄, kai sto(2) kruptosÔsthma dhmos�ou kleidioÔ tou El Gamal, kaj¸
 kai sto sq ma yhfiak¸n u-pograf¸n tou El Gamal [53℄.To prìblhma antallag 
 kleidi¸n twn Diffie-Hellman (PAKDH) [38, 123, 216℄ or�zetai w
ex 
. 'Estw α èna stajerì prwteÔon stoiqe�o enì
 peperasmènou s¸mato
 Fq, ta x, y,sumbol�zoun ta idiwtik� kleidi� dÔo qrhst¸n pou ikanopoioÔn thn sqèsh 0 6 x, y 6 q − 2,kai ta β = αx, γ = αy anaparistoÔn ta ant�stoiqa dhmìsia kleidi�. Tìte, to PAKDH afor�ston upologismì tou αxy apì ta stoiqe�a β, γ, ìpou αxy e�nai to summetrikì kleid� gia thnmustik  epikoinwn�a metaxÔ twn dÔo qrhst¸n.JewroÔme thn eidik  per�ptwsh tou PAKDH, ìpou β = γ. O ìro
 apeikìnish twn
Diffie-Hellman anafèretai sthn apeikìnish

β = αx 7→ αx2

.O orismì
 tou probl mato
 apeikìnish
 twn Diffie-Hellman (PADH) prokÔptei �mesa apìton prohgoÔmeno orismì tou PAKDH. Ta dÔo aut� probl mata PAKDH kai PADH, e�naiupologistik� isodÔnama, kaj¸
 isqÔei h akìloujh sqèsh
αx2

αy2

α2xy = α(x+y)2 ,kai o upologismì
 tou αxy apì to α2xy e�nai efiktì
 (tetragwnikè
 r�ze
 se peperasmènas¸mata).To prìblhma paragontopo�hsh
 sqet�zetai me to kruptosÔsthma RSA [178℄. H asf�leiatou kruptosust mato
 autoÔ bas�zetai sto gegonì
 ìti e�nai upologistik� mh efikt  h pa-ragontopo�hsh enì
 jetikoÔ akera�ou N = pq, ìpou p kai q e�nai dÔo diaforetiko� peritto�pr¸toi arijmo� [130℄. H paragontopo�hsh tou N e�nai isodÔnamh me ton prosdiorismì tou
φ(N) apì to N , ìpou φ(N) = (p − 1)(q − 1) [178℄.1.2.4 Kruptosust mata Elleiptik¸n Kampul¸nKruptosust mata pou bas�zontai sti
 elleiptikè
 kampÔle
 prot�jhkan sti
 melète
 [89,139℄ w
 enallaktik  lÔsh se sqèsh me ta paradosiak� kruptosust mata dhmos�ou kleidioÔ.To shmantikìtero pleonèkthm� tou
 e�nai h qr sh mikr¸n paramètrwn (anaforik� me to mè-gejì
 tou
 se duadik� yhf�a) se sqèsh me ta sun jh kruptosust mata (gia par�deigma to
RSA). Autì ofe�letai sthn idia�tera meg�lh duskol�a ep�lush
 tou probl mato
 diakritoÔlogar�jmou twn elleiptik¸n kampul¸n (PDLEK), pou apotele� to majhmatikì upìbajroaut¸n twn kruptosusthm�twn elleiptik¸n kampul¸n. To PDLEK jewre�tai ìti apaite�perissìtero qrìno ep�lush
 apì ton ant�stoiqo qrìno ep�lush
 tou probl mato
 tou diakri-toÔ logar�jmou (PDL), pou e�nai to an�logì tou sto q¸ro twn peperasmènwn swm�twn. Hasf�leia twn kruptosusthm�twn pou qrhsimopoioÔn tou
 diakritoÔ
 log�rijmou
, bas�zetaisthn upìjesh ìti ta probl mata aut� den mporoÔn na epilujoÔn se poluwnumikì qrìno.
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 teqnikè
 pou axiopoioÔn algebrikè
 kai arijmojewrhtikè
 mejìdou
, all� kai mejì-dou
 prosèggish
 kai parembol 
 [38, 102, 123, 128, 216℄ èqoun protaje� gia thn epit�qunshth
 ep�lush
 twn dÔo aut¸n tÔpwn twn diakrit¸n logar�jmwn.Mia elleiptik  kampÔlh se èna peperasmèno s¸ma Fp, ìpou p > 3 kai pr¸to
 arijmì
,sumbol�zetai me E(Fp) kai or�zetai w
 to sÔnolo ìlwn twn zeug¸n (x, y) ∈ Fp pou ikano-poioÔn thn ex�swsh y2 = x3 + αx + b, ìpou α, b ∈ Fp, me ton periorismì 4α3 + 27b2 6= 0. Tashme�a aut�, maz� me èna eidikì shme�o pou sumbol�zetai w
 O, kai kale�tai shme�o sto �peiro,kai ènan kat�llhlo telest  prìsjesh
 shme�wn, or�zoun mia Abelian  om�da. Aut  e�nai hom�da elleiptik 
 kampÔlh
 kai to shme�o O e�nai to tautotikì shme�o th
 om�da
 [16, 195℄.H t�xh m mia
 elleiptik 
 kampÔlh
 or�zetai w
 o arijmì
 twn shme�wn th
 E(Fp). SÔmfwname to je¸rhma tou Hasse [16,195℄ isqÔei ìti p + 1− 2
√

p 6 m 6 p + 1 + 2
√

p. H t�xh enì
shme�ou P ∈ E(Fp) e�nai o mikrìtero
 jetikì
 akèraio
, n, gia ton opo�o isqÔei nP = O.Apì to je¸rhma tou Lagrange, isqÔei ìti h t�xh enì
 shme�ou e�nai diairèth
 th
 t�xh
 th
elleiptik 
 kampÔlh
.An E e�nai mia elleiptik  kampÔlh se èna peperasmèno s¸ma Fq, P èna shme�o th
 E(Fq)t�xh
 n kai Q èna shme�o th
 E(Fq), tètoio ¸ste Q = tP , me 0 6 t 6 (n − 1), tìte to prì-blhma tou diakritoÔ logar�jmou th
 elleiptik 
 kampÔlh
 e�nai o prosdiorismì
 th
 tim 
 t.Oi bèltistoi algìrijmoi ep�lush
 tou PDLEK apaitoÔn ekjetikì arijmì apara�thtwn bhm�-twn, se ant�jesh me tou
 bèltistou
 algor�jmou
 ep�lush
 tou aploÔ diakritoÔ logar�jmouep� th
 pollaplasiastik 
 om�da
 Fq, pou apaitoÔn upo-ekjetikì qrìno tou megèjou
 th
qrhsimopoioÔmenh
 om�da
 [5℄.1.3 Probl mata upì je¸rhsh sthn paroÔsa diatrib Ti
 teleuta�e
 dekaet�e
, o kl�do
 th
 upologistik 
 nohmosÔnh
 èqei parousi�sei po-lÔ meg�lh exèlixh kai oi mèjodo� tou èqoun efarmoste� me meg�lh epituq�a se probl mataproerqìmena apì diaforetikoÔ
 episthmonikoÔ
 tome�
 ìpw
 h iatrik , h mhqanik , h oiko-nom�a k.o.k. Sta pleonekt mata twn mejìdwn upologistik 
 nohmosÔnh
 sugkatalègetaiìti e�nai sqetik� aplè
 sthn efarmog  tou
, ìti e�nai automatopoihmène
 se meg�lo bajmìkai to shmantikìtero ìti den apaitoÔn {kalè
} majhmatikè
 idiìthte
 apì to pro
 ep�lushprìblhma gegonì
 pou ti
 kajist� kat�llhle
 gia ep�lush problhm�twn pou proèrqontaiapì pragmatikè
 efarmogè
. H Ôparxh automatopoihmènwn kai sqetik� apl¸n teqnik¸n giaton sqediasmì kai thn kruptan�lush kruptosusthm�twn e�nai idia�tera shmantik  kaj¸
 e-pitrèpei thn gr gorh efarmog  tou
 kai qwr�
 thn an�gkh anjr¸pinh
 allhlep�drash
 giathn axiolìghsh poll¸n pijan¸n lÔsewn twn upì melèth problhm�twn.'Eqonta
 w
 k�nhtro ta parap�nw stoiqe�a, to pr¸to prìblhma pou jewroÔme sthn pa-roÔsa diatrib  e�nai h dunatìthta efarmog 
 twn mejìdwn th
 upologistik 
 nohmosÔnh
gia thn antimet¸pish problhm�twn apì ton polÔ apaithtikì kl�do th
 kruptolog�a
. Pioanalutik�, stìqo
 th
 diatrib 
 e�nai na anade�xei ta kr�sima shme�a kat� thn efarmog  th
upologistik 
 nohmosÔnh
 ston kl�do autì, na melet sei thn dunatìthta automatopo�hsh
diadikasi¸n kruptan�lush
 kai ton sunduasmì uparqìntwn teqnik¸n me pio sÔgqrone
 me-jìdou
 ìpw
 autè
 th
 upologistik 
 nohmosÔnh
, na ereun sei thn efarmog  twn mejìdwnaut¸n w
 ergale�o elègqou th
 sjenarìthta
 kruptosusthm�twn kai tèlo
 na katagr�-yei thn apotelesmatikìthta kai thn apodotikìthta twn mejìdwn se sÔgqrona probl matakruptograf�a
.Gia to skopì autì, sto pr¸to mèro
 th
 paroÔsa
 diatrib 
 jewroÔme ton Diaforoexe-liktikì algìrijmo kai thn mèjodo Beltistopo�hsh
 me sm no
 swmatid�wn apì tou
 Exelikti-koÔ
 Algor�jmou
 kai neurwnik� d�ktua prìsjia
 trofodìthsh
 kai Poluwnumik� D�ktua
Ridge apì ta teqnht� neurwnik� d�ktua kai melet�me thn efarmog  tou
 kai thn apìdos tou
 sto prìblhma tou diakritoÔ logar�jmou sta peperasmèna s¸mata [99,105,106℄ kai sti
elleiptikè
 kampÔle
 [98℄, sto prìblhma paragontopo�hsh
 akera�wn [108℄, sthn kruptan�-
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 DES tess�rwn kai èxi gÔrwn [100℄ kai sthn kataskeu isqur¸n S-boxes [101, 109℄.To deÔtero prìblhma pou jewroÔme sthn paroÔsa diatrib  e�nai h efarmog  mejìdwnant�strofh
 poluwnumik 
 parembol 
 gia thn melèth jemeliwd¸n problhm�twn kruptogra-f�a
, ìpw
 e�nai to prìblhma tou diakritoÔ logar�jmou, h apeikìnish Diffie-Hellman kai toprìblhma tou logar�jmou tou Lucas, sta peperasmèna s¸mata [103, 110℄. Ta probl mataaut� èqoun melethje� me th bo jeia poll¸n teqnik¸n, algebrik¸n, arijmojewrhtik¸n, pa-rembol 
 kai �llwn. H melèth gia thn poluwnumik  prosèggish twn problhm�twn aut¸nèqei apode�xei ìti up�rqoun monadik� polu¸numa parembol 
 gia thn anapar�stas  tou
,wstìso ta polu¸numa aut� e�nai idia�tera uyhloÔ bajmoÔ ¸ste na mporoÔn na qrhsimopoih-joÔn gia thn kruptan�lush susthm�twn pou bas�zontai sta probl mata aut�. Stìqo
 th
diatrib 
 e�nai na melet sei upologistik� thn dunatìthta anapar�stash
 twn ant�stoiqwnsunart sewn me thn morf  poluwnÔmwn qrhsimopoi¸nta
 mejìdou
 ant�strofh
 parembol 
oi opo�e
 e�nai kataskeuastikè
 kai epitrèpoun thn prìsjesh nèwn shme�wn parembol 
 memikrì upologistikì kìsto
.To epìmeno prìblhma pou melet�tai sta pla�sia th
 diatrib 
 e�nai h kataskeu  nèwnsummetrik¸n kruptosusthm�twn pou bas�zontai se teqnikè
 upologistik¸n majhmatik¸n kaisugkekrimèna sti
 qaotikè
 periodikè
 troqiè
 kai ti
 mejìdou
 upologismoÔ tou
 [208℄. Haxiopo�hsh twn mh-grammik¸n dunamik¸n susthm�twn kai eidikìtera tou q�ou
 sthn krupto-graf�a èqei apotelèsei jèma èreuna
 ta teleuta�a qrìnia lìgw th
 profanoÔ
 poluplokìth-t�
 tou kai twn statistik¸n idiot twn tou. Wstìso, sti
 perissìtere
 ergas�e
 pou aforoÔnsto sugkekrimèno antike�meno den parèqetai prosektik  axiolìghsh twn kruptografik¸n i-diot twn twn upì sqed�ash susthm�twn kai th
 sjenarìtht�
 tou
 apènanti se di�fore
taktikè
 kruptan�lush
 [40℄. Skopì
 autoÔ tou mèrou
 th
 diatrib 
 e�nai na parèqei ènanèo summetrikì kruptosÔsthma to opo�o bas�zetai se periodikè
 troqiè
 kai tautìqrona e�naisjenarì se di�fore
 kruptanalutikè
 epijèsei
.Tèlo
, sto tr�to mèro
 th
 diatrib 
 jewroÔme to prìblhma dhmiourg�a
 prwtokìllwngia asfal  hlektronik  sugkèntrwsh dedomènwn tropopoi¸nta
 prwtìkolla hlektronik¸neklog¸n [104, 107℄. H hlektronik  sugkèntrwsh dedomènwn e�nai idia�tera shmantik  sthsÔgqronh epoq , kaj¸
 h sugkèntrwsh kai an�lush twn dedomènwn pou br�skontai orga-nwmèna se di�fore
 b�sei
 mporoÔn na d¸soun polÔ shmantik� kajolik� sumper�smata giathn gn¸sh pou aut� emperièqoun kai ta opo�a den ja mporoÔsan na lhfjoÔn apì thn epi-mèrou
 melèth twn dedomènwn. Stìqo
 th
 diatrib 
 sto mèro
 autì e�nai, tropopoi¸nta
prwtìkolla hlektronik¸n eklog¸n pou ikanopoioÔn ta krit ria exasf�lish
 idiwtikìthta
,na parèqei asfal  prwtìkolla kai gia thn hlektronik  sugkèntrwsh dedomènwn.Sunoptik�, ta probl mata pou jewroÔme sthn paroÔsa diatrib  e�nai ta akìlouja: (a) hdunatìthta efarmog 
 twn mejìdwn upologistik 
 nohmosÔnh
 se probl mata kruptogra-f�a
 kai kruptan�lush
, (b) h efarmog  mejìdwn ant�strofh
 parembol 
 gia thn melèthjemeliwd¸n problhm�twn kruptograf�a
, (g) h dhmiourg�a sjenar¸n summetrik¸n krupto-susthm�twn me th qr sh qaotik¸n troqi¸n kai (d) h dhmiourg�a prwtokìllwn hlektronik 
sugkèntrwsh
 dedomènwn.1.4 Suneisfor� th
 paroÔsa
 didaktorik 
 diatrib 
H paroÔsa diatrib  suneisfèrei shmantik� se ìla ta parap�nw probl mata. Pio ana-lutik�, anaforik� me thn dunatìthta efarmog 
 twn mejìdwn upologistik 
 nohmosÔnh
sthn kruptolog�a, arqik� jewroÔme tr�a jemeli¸dh probl mata th
 kruptograf�a
 kai sug-kekrimèna, to prìblhma tou diakritoÔ logar�jmou se peperasmèna s¸mata, to prìblhmath
 apeikìnish
 Diffie-Hellman, kai to prìblhma th
 paragontopo�hsh
 akera�wn kai qrh-simopoioÔme dÔo mejìdou
 ExeliktikoÔ UpologismoÔ, ton Diaforoexeliktikì algìrijmo kaithn mèjodo Beltistopo�hsh
 me Sm no
 swmatid�wn, all� kai Neurwnik� D�ktua prìsjia
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 gia thn antimet¸pis  tou
. Lìgw th
 poluplokìthta
 twn kruptografik¸naut¸n problhm�twn, o metasqhmatismì
 tou
 se probl mata beltistopo�hsh
 den parèqeiarket  plhrofor�a gia thn dunamik  tou
 ¸ste na mporoÔn na epilujoÔn apodotik� apì ti
exeliktikè
 mejìdou
. To gegonì
 autì upodeiknÔei ìti èna polÔ kr�simo shme�o gia thnefarmog  kai thn apodotikìthta twn mejìdwn th
 Upologistik 
 NohmosÔnh
 sthn kru-ptolog�a e�nai h dhmiourg�a th
 antikeimenik 
 sun�rthsh
 pou montelopoie� to upì melèthprìblhma. H sun�rthsh ja prèpei na dhmiourge�tai me trìpo pou na emperièqei ìso to du-natìn perissìterh plhrofor�a gia thn dunamik  tou probl mato
 kai na parèqei ousiastik axiolìghsh th
 k�je pijan 
 lÔsh
. Wstìso, upì autì to pr�sma g�netai safè
 ìti oi mèjo-doi Upologistik 
 NohmosÔnh
 mporoÔn na apotelèsoun èna gr goro pr¸to mètro elègqouth
 sjenarìthta
 nèwn kruptografik¸n sqhm�twn prin thn leptomerèsterh melèth tou
 me�lle
 pio sÔnjete
 mejìdou
 kruptan�lush
. Ta parap�nw jèmata epishm�njhkan argìterakai sthn melèth [75℄.Sth sunèqeia, jewroÔme thn kruptan�lush kruptosusthm�twn Feistel kai pio sugkekri-mèna tou kruptosust mato
 DES me thn qr sh tou DiaforoexeliktikoÔ algor�jmou kai th
mejìdou Beltistopo�hsh
 me Sm no
 swmatid�wn. H kruptan�lush tou DES twn tess�rwnkai èxi gÔrwn bas�zetai kur�w
 sthn Diaforik  Kruptan�lush, h opo�a apokalÔptei ènaarket� meg�lo pl jo
 duadik¸n yhf�wn tou kleidioÔ. Kai gia ti
 dÔo peript¸sei
 gÔrwn,ta upoleipìmena duadik� yhf�a tou kleidioÔ e�nai 14 kai den mporoÔn na apokalufjoÔn methn Diaforik  Kruptan�lush opìte qrhsimopoie�tai e�te ep�jesh exantlhtik 
 anaz thsh
,e�te h qr sh epiplèon qarakthristik¸n tess�rwn kai èxi gÔrwn ant�stoiqa kai idia�tera pro-sektik  katamètrhsh twn yhf�wn twn upokleidi¸n pou prokÔptoun. Sthn paroÔsa melèthjewroÔme to prìblhma eÔresh
 twn 14 duadik¸n yhf�wn tou kleidioÔ gia ti
 dÔo peript¸-sei
 gÔrwn tou DES, to montelopoioÔme w
 prìblhma beltistopo�hsh
 kai to epilÔoume meton Diaforoexeliktikì algìrijmo kai thn mèjodo Beltistopo�hsh
 me Sm no
 swmatid�wn.Ta apotelèsmata kai gia ti
 dÔo peript¸sei
 e�nai polÔ kal� kai de�qnoun ìti oi mèjodoiUpologistik 
 NohmosÔnh
 mporoÔn na e�nai apotelesmatikè
 kai apodotikè
 se aut  thnper�ptwsh kai to kuriìtero ìti mporoÔn na qrhsimopoihjoÔn se sunduasmì me �lle
 mejìdou
kruptan�lush
 gia thn automatopo�hsh k�poiwn diadikasi¸n pou ja apaitoÔsan anjr¸pinhparèmbash.'Ena akìma prìblhma kruptograf�a
 sto opo�o melet�me thn apìdosh twn mejìdwn Upo-logistik 
 NohmosÔnh
 e�nai h kataskeu  isqur¸n S-boxes. Ta S-boxes apoteloÔn domikìstoiqe�o poll¸n sÔgqronwn kruptosusthm�twn summetrikoÔ kleidioÔ kai h epilog  tou
e�nai polÔ shmantik  kaj¸
 kajor�zei thn idiìthta sÔgqush
 (confusion) twn ant�stoiqwnkruptosusthm�twn. Se prohgoÔmene
 melète
 qrhsimopoi jhkan euretikè
 mèjodoi ìpw
 hmèjodo
 an�bash
 lìfou, h mèjodo
 th
 Prosomoiwmènh
 Anìpthsh
 all� kai oi Genetiko�Algìrijmoi apì ti
 mejìdou
 Upologistik 
 NohmosÔnh
 gia thn ep�lush tou sugkekrimènouprobl mato
 me arket� kal� apotelèsmata. Sthn paroÔsa melèth jewroÔme ton Diaforo-exeliktikì algìrijmo kai thn mèjodo Beltistopo�hsh
 me Sm no
 swmatid�wn, pou e�nai oineìtere
 mèjodoi ExeliktikoÔ UpologismoÔ kai den qrei�zontai proergas�a gia thn rÔjmishtwn paramètrwn tou
, gia thn dhmiourg�a isqur¸n S-boxes kai sugkr�noume thn apìdos  tou
me thn ant�stoiqh twn parap�nw mejìdwn. Ta apotelèsmata de�qnoun ìti oi proteinìmene
mèjodoi e�nai apotelesmatikè
 kai apodotikè
 sthn eÔresh bèltistwn S-boxes kai genik� a-paitoÔn mikrìtero upologistikì kìsto
 sti
 perissìtere
 peript¸sei
 pou dokim�zontai sesqèsh me ti
 �lle
 mejìdou
.Me thn bo jeia twn Neurwnik¸n DiktÔwn melet�me ep�sh
 to prìblhma upologismoÔ touligìtero shmantikoÔ yhf�ou tou diakritoÔ logar�jmou sti
 elleiptikè
 kampÔle
. H ep�lu-sh tou probl mato
 autoÔ e�nai arket� shmantik  gia ti
 kruptografikè
 efarmogè
 kaj¸
odhge� ston upologismì ìlwn twn duadik¸n yhf�wn tou diakritoÔ logar�jmou. Ta apotelè-smata de�qnoun ìti gia tr�a diaforetik� m kh duadik¸n yhf�wn tou diakritoÔ logar�jmou taNeurwnik� D�ktua mporoÔn na prosarmostoÔn kai na ekpaideutoÔn sta dedomèna me arket�
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. Mia akìma endiafèrousa parat rhsh pou prokÔptei anaforik�me ta sÔnola ekpa�deush
 e�nai ìti to d�ktuo parousi�zei sumperifor� sump�esh
 dedomènwn,kaj¸
 e�nai se jèsh na m�jei ta dedomèna kai na apant� swst� qrhsimopoi¸nta
 ligìterhmn mh apì aut n pou apaite�tai gia thn apoj keush tou ant�stoiqou sunìlou dedomènwn.Parìl' aut�, ta d�ktua den parous�asan thn �dia kal  apìdosh kai sta sÔnola elègqou,kaj¸
 ta posost� epituq�a
 tou
 se aut� e�nai l�go uyhlìtera apì thn tuqa�a epilog .Tèlo
, se autì to mèro
 th
 diatrib 
 melet jhke jewrhtik� h efarmog  twn Poluw-numik¸n DiktÔwn Ridge gia ton upologismì tou ligìtero shmantikoÔ yhf�ou tou diakritoÔlogar�jmou kai od ghse se pìrisma Ôparxh
 Poluwnumik¸n DiktÔwn Ridge pou ulopoioÔnta polu¸numa upologismoÔ tou ligìtero shmantikoÔ yhf�ou tou diakritoÔ logar�jmou kaidìjhke èna fr�gma gia thn t�xh twn DiktÔwn Pi-S�gma pou apaitoÔntai gia thn kataskeu aut¸n twn poluwnumik¸n diktÔwn.H paroÔsa diatrib  ep�sh
 suneisfèrei sth melèth tou probl mato
 tou diakritoÔ loga-r�jmou, th
 apeikìnish
 Diffie-Hellman kai tou logar�jmou tou Lucas me mejìdou
 parembo-l 
. Sugkekrimèna, sto deÔtero mèro
 th
 diatrib 
 melet jhkan upologistik� ta parap�nwprobl mata qrhsimopoi¸nta
 ti
 mejìdou
 ant�strofh
 poluwnumik 
 parembol 
, Aitkenkai Neville. Oi mèjodoi autè
 èqoun to pleonèkthma se sqèsh me ti
 klasikè
 mejìdou
 pa-rembol 
 ìti e�nai kataskeuastikè
 kai parèqoun thn dunatìthta prosj kh
 nèwn shme�wnparembol 
 epanalhptik� me mikrì upologistikì kìsto
 mèqri na epiteuqje� h apaitoÔmenhakr�beia upologismoÔ. Ta apotelèsmata pou prokÔptoun de�qnoun ìti to sunolikì upologi-stikì kìsto
 gia thn ep�lush twn parap�nw problhm�twn me thn proteinìmenh mejodolog�aparamènei uyhlì ìpw
 èqoun de�xei kai oi mèqri t¸ra melète
, wstìso mia endiafèrousa pa-rat rhsh pou proèkuye e�nai ìti o bajmì
 twn telik¸n poluwnÔmwn pou paremb�lloun thnlÔsh tou probl mato
 e�nai sqetik� qamhlì
.Sth sunèqeia, h diatrib  suneisfèrei sth dhmiourg�a isqur¸n kruptosusthm�twn poubas�zontai sti
 idiìthte
 tou q�ou
 parousi�zonta
 èna nèo kruptosÔsthma summetrikoÔkleidioÔ pou bas�zetai se periodikè
 troqiè
. To proteinìmeno kruptosÔsthma elègqetai w
pro
 thn poiìthta twn kleidi¸n tou kai w
 pro
 thn asf�lei� tou kai parèqontai epiplèontrei
 tropopoi sei
 th
 basik 
 tou morf 
 pou aux�noun thn sjenarìtht� tou se sun jei
kruptanalutikè
 epijèsei
. To kruptosÔsthma melet�tai ep�sh
 w
 pro
 thn apodotikì-tht� tou kai dokim�zetai peiramatik� w
 pro
 ton apaitoÔmeno qrìno kruptogr�fhsh
 kaiapokruptogr�fhsh
 all� kai thn telik  morf  pou parousi�zoun ta kruptograf mat� tou.Sto teleuta�o mèro
 th
 diatrib 
, prote�nontai dÔo prwtìkolla hlektronik 
 sugkèn-trwsh
 dedomènwn me asf�leia, ta opo�a bas�zontai se prwtìkolla hlektronik¸n eklog¸n.H dhmiourg�a prwtokìllwn sugkèntrwsh
 dedomènwn pou exasfal�zoun thn idiwtikìthtatwn forèwn pou parèqoun ta dedomèna aut� e�nai polÔ shmantik  kaj¸
 exasfal�zei thnanwnum�a twn forèwn kai thn idiwtikìtht� tou
 parèqonta
 tautìqrona thn dunatìthta giaanak�luyh gn¸sh
 pou enup�rqei sti
 epimèrou
 b�sei
 dedomènwn kai h opo�a den ja  taneÔkolo na exaqje� apì thn anex�rthth an�lush twn plhrofori¸n. H diatrib  aut  sunei-sfèrei parèqonta
 dÔo diaforetik� prwtìkolla (me qr sh èmpistou tr�tou forèa kai mh)pou exasfal�zoun ti
 apait sei
 th
 plhrìthta
, idiwtikìthta
, nomimìthta
, aujentikopo�-hsh
 kai epibeba�wsh
 twn dedomènwn. Gia k�je mia per�ptwsh, parousi�zetai an�lush th
asf�leia
 tou proteinìmenou sq mato
 all� kai th
 upologistik 
 poluplokìtht�
 tou.1.5 Dom  th
 didaktorik 
 diatrib 
To upìloipo th
 diatrib 
 organ¸netai w
 ex 
: sto Mèro
 I kai sto Kef�laio 2 pa-rousi�zontai ta basik� eisagwgik� stoiqe�a twn mejìdwn Upologistik 
 NohmosÔnh
 kaith
 qr sh
 th
 sthn kruptolog�a mèqri s mera. Sto Kef�laio 3 melet¸ntai ta probl ma-ta kruptograf�a
 kai kruptan�lush
 me ti
 mejìdou
 ExeliktikoÔ UpologismoÔ, en¸ stoKef�laio 4 ereun�tai h qr sh Teqnht¸n Neurwnik¸n DiktÔwn gia thn kruptolog�a.
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 II th
 diatrib 
 kai sto Kef�laio 5 efarmìzontai oi mèjodoi ant�strofh
poluwnumik 
 parembol 
 sta probl mata tou diakritoÔ logar�jmou, sthn apeikìnish Diffie-
Hellman kai sto prìblhma tou Lucas, en¸ sto Kef�laio 6 parousi�zetai to nèo proteinìmenosummetrikì kruptosÔsthma pou bas�zetai sti
 periodikè
 troqiè
.Tèlo
, sto Mèro
 III th
 diatrib 
, sto Kef�laio 7, analÔontai ta dÔo nèa prwtì-kolla asfaloÔ
 hlektronik 
 sugkèntrwsh
 dedomènwn. H diatrib  oloklhr¸netai me toKef�laio 8 sto opo�o d�nontai ta sumper�smata apì thn melèth ìlwn twn problhm�twn poupragmateÔetai h diatrib  all� kai oi prooptikè
 pou prokÔptoun gia peraitèrw èreuna.



Mèro
 IKruptograf�a kai kruptan�lushme mejìdou
 Upologistik 
NohmosÔnh






K E F A L A I O 2Eisagwg  sthn Upologistik  NohmosÔnh
To 1950 o Alan Turing exèfrase thn upìjesh ìti mporoÔn na anaptuqjoÔn upologistè
pou ja mimoÔntai thn leitourg�a tou anjr¸pinou egkef�lou. H upìjesh aut  uponoe� ìtiopoiad pote logik  skèyh mpore� na pragmatopoihje� se ènan arket� meg�lo nteterministi-kì upologist . H upìjesh tou Turing paramènei akìma èna ìrama, wstìso èqei empneÔseiter�stia ereunhtik  prosp�jeia prokeimènou oi upologistè
 na parousi�soun qarakthristi-k� nohmosÔnh
. Parìti den up�rqei koin� apodektì
 orismì
, h Upologistik  NohmosÔnh(UN) (Computational Intelligence) mpore� na jewrhje� w
 h melèth twn prosarmìsimwnmhqanism¸n pou k�noun dunat  thn eufu  sumperifor� enì
 sust mato
 se èna polÔplokokai metaballìmeno perib�llon [52, 54℄. Oi mhqanismo� auto� ekdhl¸noun thn ikanìthta m�-jhsh
   prosarmog 
 se nèe
 katast�sei
 ètsi ¸ste to sÔsthma na jewre�tai ìti èqei mia  perissìtere
 idiìthte
 th
 logik 
 skèyh
, ìpw
 h gen�keush, h afairetik , h anak�luyhkai h susqètish. Gia na k�noun dunat  thn eufu  sumperifor�, ta sust mata UN suqn�sqedi�zontai me tètoio trìpo ¸ste na montelopoioÔn apìyei
 th
 biologik 
 nohmosÔnh
 kaith
 nohmosÔnh
 pou parousi�zetai sth fÔsh.Sth sunèqeia tou Kefala�ou parousi�zontai oi dÔo basikìteroi kl�doi th
 Upologisti-k 
 NohmosÔnh
, o Exeliktikì
 Upologismì
 kai ta Teqnht� Neurwnik� D�ktua.2.1 Eisagwg  sti
 mejìdou
 ExeliktikoÔ UpologismoÔO Exeliktikì
 Upologismì
 (EU) (Evolutionary Computation) apotele� ton kl�do th
Upologistik 
 NohmosÔnh
 pou empneÔsthke apì tou
 exeliktikoÔ
 mhqanismoÔ
 pou sunan-toÔntai sth fÔsh, ìpw
 h fusik  epilog  kai h prosarmìsimh sumperifor�, gia to sqediasmìmejìdwn beltistopo�hsh
 kai omadopo�hsh
. H ènnoia th
 fusik 
 epilog 
 anafèretai sthnepib�wsh tou kalÔterou antipros¸pou k�je e�dou
 mèsw th
 anaparagwg 
, kaj¸
 èna
apìgono
 prèpei na diathr sei ta kalÔtera qarakthristik� twn gonèwn tou prokeimènou naepibi¸sei. Parade�gmata tou EU pou an koun se aut n thn kl�sh e�nai oi Genetiko� Algì-rijmoi (GA) (Genetic Algorithms) [10℄, o Genetikì
 Programmatismì
 (GP) (Genetic Pro-

gramming) [94℄, o Exeliktikì
 Programmatismì
 (EP) (Evolutionary Programming) [59℄,oi Exeliktikè
 Strathgikè
 (ES) (Evolution Strategies) [189℄ kai o Diaforoexeliktikì
 Al-gìrijmo
 (DE) (Differential Evolution Algorithm) [202℄. H koinwnik  kai prosarmìsimhsumperifor� twn organism¸n pou organ¸nontai se om�de
 od ghse sthn dhmiourg�a mia
deÔterh
 kl�sh
 mejìdwn EU, ti
 mejìdou
 NohmosÔnh
 Smhn¸n (NS) (Swarm Intellige-
nce). Oi mèjodoi autè
 montelopoioÔn ti
 koinwnikè
 diergas�e
 twn z¸ntwn organism¸npou organ¸nontai se om�de
 kai droun gia ènan koinì skopì. Tupik� parade�gmata tètoiwndiergasi¸n apoteloÔn oi mhqanismo� anaz thsh
 trof 
 sta sm nh pthn¸n, sta kop�dia ya-ri¸n kai sti
 apoik�e
 murmhgki¸n. H melèth poll¸n biologik¸n diergasi¸n koinwnik 
 kaiprosarmìsimh
 sumperifor�
 od ghse sthn �poyh ìti o koinwnikì
 merismì
 twn plhrofo-ri¸n metaxÔ twn atìmwn enì
 plhjusmoÔ mpore� na apofèrei exeliktikì pleonèkthma [52℄.Parade�gmata mejìdwn EU pou an koun se aut  thn kl�sh e�nai h mèjodo
 Beltistopo�-hsh
 me Sm no
 Swmatid�wn (BSS) (Particle Swarm Optimization) [83℄ kai h mèjodo
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 me Apoik�e
 Murmhgki¸n (BAM) (Ant Colony Optimization) [48℄.Koinì qarakthristikì ìlwn twn mejìdwn EU e�nai h qr sh enì
 plhjusmoÔ (population)atìmwn (individuals), ìpou k�je �tomo anaparist� mia pijan  lÔsh tou pro
 ep�lush pro-bl mato
. Gia ton entopismì kalÔterwn pijan¸n lÔsewn tou probl mato
, k�je mèjodo
EU exel�ssei ta �toma tou plhjusmoÔ anapar�gont�
 ton, qrhsimopoi¸nta
 k�poiou
 exe-liktikoÔ
 telestè
, ìpw
 gia par�deigma o anasunduasmì
 (recombination), h diastaÔrwsh(crossover), h met�llaxh (mutation) kai h epilog  (selection). Gia thn axiolìghsh twn a-tìmwn tou plhjusmoÔ k�je mèjodo
 qrei�zetai mia sun�rthsh axiolìghsh
, h opo�a kale�taikai antikeimenik  sun�rthsh, kaj¸
 exart�tai �mesa apì to upì melèth antike�meno (prì-blhma). Oi mèjodoi EU den apaitoÔn thn qr sh plhrofori¸n twn parag¸gwn th
 antikei-menik 
 sun�rthsh
 kai mporoÔn na efarmostoÔn se peript¸sei
 problhm�twn me asuneqe�
antikeimenikè
 sunart sei
, akìma kai se mh sunektikoÔ
 q¸rou
 anaz thsh
. Lìgw aut¸ntwn qarakthristik¸n, èqoun qrhsimopoihje� epituq¸
 se pollè
 peript¸sei
 pragmatik¸nefarmog¸n, ìpw
 gia par�deigma se probl mata exìruxh
 dedomènwn, sunduastik 
 belti-stopo�hsh
, di�gnwsh
 sfalm�twn, omadopo�hsh
, qronoprogrammatismoÔ kai prosèggish
qronoseir¸n.Sti
 akìlouje
 paragr�fou
 d�noume mia sunoptik  perigraf  twn diafìrwn mejìdwnExeliktikoÔ UpologismoÔ.2.1.1 Genetiko� AlgìrijmoiOi Genetiko� Algìrijmoi (GA) pro ljan apì thn prosp�jeia twn biolìgwn to 1950 naprosomoi¸soun se upologistè
 genetik� sust mata pou apant¸ntai sth fÔsh. W
 dhmiour-gì
 tou ped�ou twn GA jewre�tai o John Holland, o opo�o
 to 1975 melèthse thn eufuòa kaithn ekpa�deush twn mhqan¸n kai anèptuxe ti
 idiìthte
 twn GA sta teqnht� sust mata [72℄.Ta sust mata aut� e�qan thn ikanìthta na prosarmìzontai sti
 allagè
 tou perib�llonto
kai parous�asan autoprosarmog  me thn ènnoia ìti mporoÔsan na prosarmìsoun ti
 leitour-g�e
 tou
 sÔmfwna me thn allhlepidr�sei
 tou
 me to perib�llon. MetaxÔ twn newterism¸ntou Holland  tan kai h qr sh enì
 plhjusmoÔ atìmwn gia thn diadikas�a th
 anaz thsh
ant� gia th sun jh qr sh enì
 mìno shme�ou anaz thsh
.Ta basik� qarakthristik� twn GA e�nai h fusik  exèlixh kai h genetik  klhronomikìthta.Sth fusik  exèlixh k�je biologikì e�do
 prèpei na anazht sei ti
 pio kat�llhle
 prosar-mogè
 se èna polÔploko kai metaballìmeno perib�llon prokeimènou na epibi¸sei. Oi GAbas�zontai sthn idèa ìti h gn¸sh kai h empeir�a pou apokt� k�je e�do
 pern� mèsa sta qrw-mos¸mata twn mel¸n tou. Gia to lìgo autì, oi ènnoie
 kai to lexilìgio pou qrhsimopoioÔn oiGA proèrqontai apì to ped�o th
 genetik 
. 'Etsi, ta �toma tou plhjusmoÔ kaloÔntai qrw-mos¸mata   gonìtupoi (chromosomes). K�je qrwmìswma e�nai èna mèlo
 tou plhjusmoÔ kaiapotele�tai apì tm mata pou kaloÔntai gon�dia (genes). Kajèna apì ta gon�dia rujm�zei thnklhronomikìthta enì
   perissotèrwn qarakthristik¸n. Ta diaforetik� qrwmos¸mata poumporoÔn na katalamb�noun èna tm ma tou qrwmos¸mato
 kaloÔntai allhlìmorfa (alleles).H diadikas�a exèlixh
 enì
 plhjusmoÔ qrwmoswm�twn antistoiqe� se mia anaz thsh stoq¸ro twn pijan¸n lÔsewn. Mia tètoia anaz thsh apaite� thn exisorrìphsh dÔo allhlo-sugkrouìmenwn stìqwn, thn axiopo�hsh twn kalÔterwn lÔsewn kai thn eure�a exereÔnhshtou q¸rou anaz thsh
. H diadikas�a anaz thsh
 stou
 GA g�netai me th qr sh dÔo tele-st¸n, th
 diastaÔrwsh
 kai th
 met�llaxh
. Oi telestè
 auto� epidroÔn sta qrwmos¸matakai ta metab�lloun me stìqo thn eÔresh kalÔterwn qrwmoswm�twn. H epilog  tou nèouplhjusmoÔ g�netai qrhsimopoi¸nta
 w
 krit rio thn sun�rthsh axiolìghsh
. H diadikas�aexèlixh
 tou plhjusmoÔ epanalamb�netai mèqri na ikanopoihje� k�poio krit rio termatismoÔtou algor�jmou. To krit rio termatismoÔ mpore� na e�nai e�te èna mègisto pl jo
 gene¸n,e�te h akr�beia eÔresh
 th
 bèltisth
 lÔsh
. Ston P�naka 2.1 sunoy�zetai h dom  enì
klasikoÔ GA.
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Πίνακας 2.1: Η εξελικτική διαδικασία ενός Γενετικού Αλγορίθμου.1. 'Estw g = 0.2. Arqikopo�hse ènan arqikì plhjusmì qrwmoswm�twn Cg.3. Upolìgise thn tim  th
 sun�rthsh
 axiolìghsh
 gia k�je qrwmìswma ~Cg,n ∈

Cg, tou plhjusmoÔ.4. Jèse g = g + 1.5. Epèlexe ta qrwmos¸mata pro
 anaparagwg  (gone�
) apì ton plhjusmì Cg−1.6. DiastaÔrwse tou
 epilegmènou
 gone�
 mèsw tou telest  th
 diastaÔrwsh
 giath dhmiourg�a twn apogìnwn Og.7. Met�llaxe mèsw tou telest  met�llaxh
 tou
 apogìnou
 tou plhjusmoÔ Og.8. Epèlexe thn nèa geni� Cg apì thn prohgoÔmenh geni� Cg−1 kai tou
 apogìnou

Og me b�sh ton telest  th
 epilog 
.9. Epan�labe thn diadikas�a apì to b ma 3, mèqri na ikanopoihje� to krit rio ter-matismoÔ.

Oi GA sun jw
 qrhsimopoioÔn duadik  anapar�stash gia ta qrwmos¸mata tou plhju-smoÔ. Wstìso, oi di�fore
 mèjodoi GA pou èqoun anaptuqje�, mporoÔn na efarmostoÔn kaime b�sh opoiod pote sÔsthma arijm¸n, sumperilambanomènou kai autoÔ twn arijm¸n kinht 
upodiastol 
 [132℄.O telest 
 th
 diastaÔrwsh
 stou
 GA èqei w
 skopì thn paragwg  apogìnou apì dÔogone�
, o opo�o
 epilègetai telik� qrhsimopoi¸nta
 ton telest  th
 epilog 
. Wstìso, hdiastaÔrwsh pragmatopoie�tai me b�sh mia pijanìthta pou onom�zetai bajmì
 diastaÔrwsh
(crossover rate) pc ∈ [0, 1], kai sunep¸
 den par�goun apìgono ìle
 oi dunatè
 om�de
 gonè-wn. Oi trei
 shmantikìteroi telestè
 diastaÔrwsh
 pou efarmìzontai stou
 GA me duadik anapar�stash e�nai h omoiìmorfh diastaÔrwsh (uniform crossover), h diastaÔrwsh enì
shme�ou (one-point crossover) kai h diastaÔrwsh dÔo shme�wn (two-point crossover). Sek�je per�ptwsh, epilègontai dÔo gone�
 kai an�loga me to bajmì diastaÔrwsh
 upìkeintaise diastaÔrwsh kat� thn opo�a antall�ssoun tm mata twn duadik¸n sumboloseir¸n tou
,par�gonta
 dÔo sumplhrwmatikoÔ
 apogìnou
. Sthn per�ptwsh th
 omoiìmorfh
 diastaÔrw-sh
, k�je yhf�o (bit) th
 sumboloseir�
 twn apogìnwn epilègetai mèsw th
 antallag 
 twnant�stoiqwn yhf�wn twn dÔo gonèwn me b�sh mia omoiìmorfh pijanìthta. Sthn per�ptwshth
 diastaÔrwsh
 enì
 shme�ou epilègetai tuqa�a èna yhf�o sto qrwmìswma twn gonèwn kaioi apìgonoi prokÔptoun apì thn antallag  twn yhf�wn twn gonèwn apì to sugkekrimènoyhf�o kai pèra. Tèlo
, sthn per�ptwsh th
 diastaÔrwsh
 dÔo shme�wn, epilègontai dÔo yh-f�a sto qrwmìswma twn gonèwn kai oi gone�
 antall�ssoun ta tm mata twn qrwmoswm�twntou
 metaxÔ twn dÔo aut¸n yhf�wn. Ston P�naka 2.2 apeikon�zontai parade�gmata twn tri¸ntelest¸n diastaÔrwsh
.O skopì
 tou telest  met�llaxh
 e�nai h dhmiourg�a nèou genetikoÔ ulikoÔ se èna up�r-qon qrwmìswma ¸ste na prosjèsei poikilìthta sta genetik� qarakthristik� tou plhjusmoÔ.Ep�sh
, se sunduasmì me ton telest  th
 diastaÔrwsh
 front�zei ¸ste ìle
 oi pijanè
 al-lhlìmorfe
 timè
 twn gonid�wn na e�nai efiktè
 kat� thn anaz thsh. Pio sugkekrimèna, o
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Πίνακας 2.2: Τελεστές διασταύρωσης των Γενετικών Αλγορίθμων.Gonèa
 1 1010010001 101001 | 0001 101 | 001 | 0001Gonèa
 2 0101101101 010110 | 1101 010 | 110 | 1101

↓ ↓ ↓Apìgono
 1 0110100101 101001 1101 101 110 0001Apìgono
 2 1001011001 010110 0001 010 001 1101omoiìmorfh diastaÔrwsh diastaÔrwshdiastaÔrwsh enì
 shme�ou dÔo shme�wntelest 
 th
 met�llaxh
 metab�llei èna   perissìtera yhf�a tou qrwmos¸mato
, sÔmfwname mia pijanìthta pou kale�tai bajmì
 met�llaxh
 (mutation rate) pm. Sun jw
 qrhsi-mopoie�tai mikr  tim  gia ton bajmì met�llaxh
 ¸ste na mhn diatar�ssontai polÔ ta kal�qrwmos¸mata. Wstìso, ereunhtikè
 melète
 èqoun de�xei ìti h arqik  je¸rhsh tou bajmoÔmet�llaxh
 se mia meg�lh tim  kai h stadiak  ekjetik  me�wsh th
 tim 
 tou anaforik� me topl jo
 twn gene¸n, belti¸nei thn taqÔthta sÔgklish
 th
 mejìdou kai thn akr�bei� th
 [54℄.Gia thn epilog  tou nèou plhjusmoÔ se k�je gene� twn GA èqoun anaptuqje� di�fore
teqnikè
 [54℄. Mia apì ti
 pio shmantikè
 teqnikè
 epilog 
 e�nai kai o elitismì
 (elitism).Kat� thn elitistik  teqnik  h epilog  enì
 qrwmos¸mato
 g�netai me b�sh thn sunarth-siak  tou tim  me skopì thn metab�bash twn kalÔterwn qrwmoswm�twn sth nèa gene�. Hstrathgik  aut  den exasfal�zei p�nta thn isorrop�a metaxÔ exantlhtik 
 anaz thsh
 kaiapodotikìthta
 tou GA, kaj¸
 enèqei ton k�nduno th
 gr gorh
 kuriarq�a
 tou plhjusmoÔapì èna qrwmìswma pou den e�nai apara�thta h kajolik� bèltisth lÔsh, parousi�zei ìmw
endiafèron se peript¸sei
 topik 
 anaz thsh
 kaj¸
 mpore� na belti¸sei axioshme�wta thnapìdosh tou GA. Enallaktik�, èqoun protaje� kai �lle
 teqnikè
 epilog 
 pou qarakthr�-zontai apì megalÔterh diaspor� tou plhjusmoÔ kai qamhloÔ
 rujmoÔ
 sÔgklish
 twn GA,ìpw
 e�nai h tuqa�a epilog  (random selection), h analogik  epilog  (proportional sele-
ction) kai h teqnik  epilog 
 tou nèou plhjusmoÔ mìno metaxÔ twn apogìnwn [54, 133℄.Oi GA èqoun efarmoste� me epituq�a metaxÔ twn �llwn kai se probl mata Beltistopo�-hsh
 apì ton tomèa th
 efarmosmènh
 mhqanik 
 kai tou mhqanologikoÔ sqediasmoÔ, stoqronoprogrammatismì, se probl mata metafor¸n ìpw
 to prìblhma tou planìdiou pwlht ,se probl mata bèltistou elègqou kai rompotik 
, kaj¸
 kai sthn oikonom�a [10, 13, 42, 59,66, 133, 206, 207℄2.1.2 Genetikì
 Programmatismì
O Genetikì
 Programmatismì
 (GP) anaptÔqjhke sqetik� prìsfata apì ton Koza [94℄kai ìmoia me tou
 GenetikoÔ
 Algor�jmou
, epikentr¸netai sthn exèlixh twn gonìtupwn.H basik  tou
 diafor� e�nai ston trìpo anapar�stash
 pou qrhsimopoioÔn. En¸ oi GAqrhsimopoioÔn duadik  anapar�stash, o GP jewre� w
 �toma (qrwmos¸mata) ektelèsimaupologistik� progr�mmata ta opo�a anaparist� qrhsimopoi¸nta
 dendroeid  dom . Gia toskopì autì or�zetai mia {grammatik } h opo�a antapokr�netai me akr�beia sto pro
 ep�lushprìblhma. Sth grammatik  aut  perilamb�netai èna sÔnolo sunart sewn kai èna sÔnoloìrwn. To sÔnolo ìrwn kajor�zei ìle
 ti
 metablhtè
 kai stajerè
, en¸ to sÔnolo sunart -sewn perièqei ìle
 ti
 sunart sei
 pou mporoÔn na efarmostoÔn sta stoiqe�a tou sunìlouìrwn. Ta stoiqe�a tou sunìlou ìrwn apoteloÔn ta fÔlla tou dèndrou kai ta stoiqe�a tousunìlou sunart sewn apoteloÔn tou
 upìloipou
 kìmbou
 tou dèndrou.K�je �tomo ston plhjusmì tou GP anaparist� èna prìgramma, to opo�o e�nai èna stoiqe�o
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 programm�twn apotele�tai apì ìla ta efikt� progr�m-mata pou prokÔptoun apì th doje�sa grammatik . Skopì
 tou GP e�nai h anaz thsh enì
progr�mmato
 apì to q¸ro programm�twn pou d�nei thn kalÔterh prosèggish sthn pragma-tik  lÔsh tou probl mato
.Ta dèndra pou anaparistoÔn ta �toma tou plhjusmoÔ mporoÔn na e�nai stajeroÔ   me-tablhtoÔ megèjou
. Sun jw
 qrhsimopoioÔntai dèndra metablhtoÔ megèjou
, gia ta opo�ad�netai periorismì
 tou mègistou b�jou
. Ep�sh
 mporoÔn na qrhsimopoihjoÔn sq mata ìpouto mègisto b�jo
 aux�netai an�loga me ton arijmì twn gene¸n.H arqikopo�hsh tou plhjusmoÔ sto GP g�netai tuqa�a upì tou
 periorismoÔ
 tou mègi-stou b�jou
 kai twn ennoi¸n ìpw
 autè
 ekfr�zontai apì th doje�sa grammatik . Gia k�je�tomo epilègetai tuqa�a mia r�za apì to sÔnolo twn sunart sewn. O arijmì
 twn kl�dwn th
r�za
 kai k�je �llo
 kìmbo
 ektì
 twn fÔllwn kajor�zontai apì ton arijmì twn paramètrwnth
 epilegmènh
 sun�rthsh
. Gia k�je kìmbo, ektì
 th
 r�za
, o algìrijmo
 arqikopo�hsh
epilègei tuqa�a èna stoiqe�o e�te apì to sÔnolo sunart sewn e�te apì to sÔnolo ìrwn. Anepilege� stoiqe�o apì to sÔnolo ìrwn tìte o kìmbo
 g�netai fÔllo kai den lamb�netai up'ìyin gia peraitèrw an�ptuxh.H sun�rthsh axiolìghsh
 ston GP exart�tai apì to pro
 ep�lush prìblhma kai empe-rièqei thn axiolìghsh k�je probl mato
 apì to q¸ro - stìqo. Autì sun jw
 apaite� thnaxiolìghsh k�je atìmou gia èna sÔnolo peript¸sewn kai o mèso
 ìro
 th
 apìdos 
 touep� autoÔ tou sunìlou qrhsimopoie�tai w
 mètro apìdosh
. Ta mh apodotik� progr�mmatag�nontai anenerg�, en¸ ta kalÔtera {anapar�gontai} me th bo jeia telest¸n.Oi telestè
 pou efarmìzontai sto GP e�nai h diastaÔrwsh, h met�llaxh kai h epilog kai qrhsimopoioÔntai ìpw
 kai stou
 GA. Anaforik� me thn diastaÔrwsh up�rqoun dÔodiaforetiko� trìpoi dhmiourg�a
 apogìnwn oi opo�oi diafèroun ston arijmì twn apogìnwnpou par�gontai. O pr¸to
 trìpo
 e�nai h dhmiourg�a enì
 apogìnou kat� thn opo�aepilègetai tuqa�a èna
 kìmbo
 apì k�je gonèa kai h diastaÔrwsh epitele�tai antikajist¸nta
to upodèndro tou enì
 gonèa apì to ant�stoiqo tou �llou gonèa. O deÔtero
 trìpo
 e�naih dhmiourg�a dÔo apogìnwn kat� thn opo�a epilègetai tuqa�a èna
 kìmbo
 apì k�jegonèa kai ta ant�stoiqa upodèndra antimetat�jontai gia th dhmiourg�a dÔo apogìnwn.Up�rqoun di�foroi telestè
 met�llaxh
 sto GP. Oi pio sun jei
 e�nai oi akìloujoi.(a) Met�llaxh kìmbou sun�rthsh
: epilègetai tuqa�a èna
 kìmbo
 sun�rthsh
kai antikaj�statai apì ènan kìmbo th
 �dia
 t�xh
 pou epilègetai tuqa�a apì to sÔnolosunart sewn.(b) Met�llaxh kìmbou ìrwn: epilègetai tuqa�a èna
 kìmbo
 - fÔllo kai antikaj�-statai apì ènan nèo ìro tuqa�a epilegmèno apì to sÔnolo ìrwn.(g) Met�llaxh antimet�jesh
 (swap): epilègetai tuqa�a èna
 kìmbo
 sun�rthsh
kai ta or�smata tou kìmbou antimetat�jontai.(d) Met�llaxh aÔxhsh
 (grow): epilègetai tuqa�a èna
 opoiosd pote kìmbo
 kaiantikaj�statai apì èna tuqa�a dhmiourghmèno upodèndro. To nèo upodèndro perior�ze-tai apì èna prokajorismèno b�jo
.(e) Gaussian met�llaxh: èna
 kìmbo
 - fÔllo (ìro
) pou anaparist� mia stajer�,epilègetai tuqa�a kai metall�ssetai prosjètonta
 mia Gaussian tuqa�a tim  se autìn.(st) Met�llaxh kl�dou (trunc): epilègetai tuqa�a èna
 kìmbo
 sun�rthsh
 kai an-tikaj�statai apì ènan tuqa�o kìmbo ìrou. Autì
 o telest 
 met�llaxh
 epitele� {kl�-dema} (pruning) tou dèndrou.Ta pro
 met�llaxh �toma epilègontai tuqa�a sÔmfwna me mia pijanìthta met�llaxh
 pm.Epiprìsjeta, kìmboi mèsa sto epilegmèno dèndro metall�ssontai sÔmfwna me mia pijanìthta
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pn. 'Oso megalÔterh e�nai h pijanìthta pn tìso h genetik  dom  tou atìmou metall�ssetai.Anaforik� me thn pijanìthta pm, ìso megalÔterh e�nai tìso perissìtera �toma upìkeintaise met�llaxh.Se m�a ulopo�hsh GP mporoÔn na epilegoÔn tuqa�a kai na qrhsimopoihjoÔn èna
   peris-sìteroi telestè
 met�llaxh
. Sth deÔterh per�ptwsh oi telestè
 mporoÔn na efarmostoÔndiadoqik�.2.1.3 Exeliktikì
 Programmatismì
Par�llhla me th dhmiourg�a twn GA, anaptÔqjhke apì ton Larry Fogel to ped�o tou Exe-liktikoÔ ProgrammatismoÔ [60℄. O Exeliktikì
 Programmatismì
 (EP) diafèrei ousiastik�apì tou
 GenetikoÔ
 Algor�jmou
 kai ton Genetikì Programmatismì kaj¸
 epikentr¸netaisthn an�ptuxh montèlwn pou bas�zontai sthn sumperifor� kai ìqi se genetik� montèla. Dh-lad , o EP pro lje apì thn prosomo�wsh th
 prosarmìsimh
 sumperifor�
 sthn exèlixhkai gia to lìgo autì susqet�zetai me thn exèlixh tou fainotÔpou, tou sunìlou dhlad  twnqarakthristik¸n pou parathroÔntai exwterik� kai prokÔptoun apì thn allhlep�drash me toperib�llon. H diadikas�a th
 exèlixh
 afor� sthn eÔresh tou sunìlou twn bèltistwn sumpe-rifor¸n apì to q¸ro twn parathroÔmenwn sumperifor¸n. Gia to skopì autì, h sun�rthshaxiolìghsh
 metr� to {sf�lma sumperifor�
} enì
 atìmou anaforik� me to perib�llon touatìmou autoÔ.Ep�sh
, o EP diafèrei apì tou
 GenetikoÔ
 Algor�jmou
 kai ton Genetikì Programmati-smì sto ìti den efarmìzetai o telest 
 th
 diastaÔrwsh
. Qrhsimopoie�tai mìno h met�llaxhgia thn dhmiourg�a nèou plhjusmoÔ. Ston P�naka 2.3 parousi�zetai me yeudok¸dika h genik morf  tou EP.

Πίνακας 2.3: Η γενική μορφή του Εξελικτικού Προγραμματισμού.1. Jèse ton arijmì gene¸n g = 0.2. Arqikopo�hse ènan arqikì plhjusmì Cg = {~Cg,n |n = 1, . . . , N}, ìpou N e�naio sunolikì
 arijmì
 atìmwn tou plhjusmoÔ.3. Upolìgise thn tim  th
 sun�rthsh
 axiolìghsh
 gia k�je �tomo ~Cg,n ∈ Cg touplhjusmoÔ.4. Met�llaxe k�je �tomo ~Cg,n gia th dhmiourg�a apogìnou ~Og,n.5. Epèlexe to nèo plhjusmì Cg+1,n apì tou
 plhjusmoÔ
 Cg kai Og.6. Jèse g = g + 1.7. Epan�labe thn diadikas�a apì to b ma 3, mèqri na ikanopoihje� to krit rio ter-matismoÔ.H met�llaxh efarmìzetai se k�je �tomo sÔmfwna me sugkekrimènh pijanìthta pm. Otelest 
 met�llaxh
 pou qrhsimopoie�tai exart�tai apì to pro
 ep�lush prìblhma. Oi apì-gonoi pou par�gontai mèsw th
 met�llaxh
 antagwn�zontai ta �toma - gone�
 gia epib�wshsthn epìmenh gene�. Met� thn met�llaxh o nèo
 plhjusmì
 epilègetai me ènan apì tou
akìloujou
 trìpou
:1. 'Ola ta �toma, gone�
 kai apìgonoi, èqoun thn �dia pijanìthta na epilegoÔn.
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 elitistikì
 mhqanismì
 qrhsimopoie�tai gia th metafor� enì
 sunìlou apì tou
kalÔterou
 gone�
 sthn epìmenh gene�. To upìloipo tou plhjusmoÔ epilègetai apìto upìloipo twn gonèwn kai tou
 apogìnou
.3. Arqik� apokle�ontai oi qeirìteroi gone�
 kai apìgonoi apì thn diadikas�a epilog 
.Sth sunèqeia epilègetai o nèo
 plhjusmì
 apì ta upìloipa <<kal�>> �toma. H diadikas�aaut  exasfal�zei ìti ta adÔnama �toma den ja epibi¸soun sthn epìmenh gene�.4. H epilog  g�netai me sunduasmì twn dÔo prohgoÔmenwn strathgik¸n.O EP mpore� na antimetwp�sei probl mata Beltistopo�hsh
 kai omadopo�hsh
 me efar-mogè
 se di�fora episthmonik� ped�a, ìpw
 gia par�deigma h oikonom�a [58, 59℄.2.1.4 Exeliktikè
 Strathgikè
Oi Exeliktikè
 Strathgikè
 (ES) anaptÔqjhkan to 1960 apì ton Rechenberg [174℄,melet jhkan peraitèrw apì ton Schwefel [187, 189℄ kai bas�zontai sthn idèa {exèlixh th
exèlixh
}. Sti
 ES jewre�tai kai h gonotupik  kai h fainotupik  exèlixh, wstìso d�netaièmfash sth fainotupik  sumperifor� twn atìmwn. K�je �tomo anaparist�tai apì ta ge-netik� domik� stoiqe�a tou kai èna sÔnolo paramètrwn strathgik 
 (strategy parameters)pou montelopoioÔn thn sumperifor� tou atìmou sto perib�llon tou. H exèlixh, sth su-nèqeia, apotele�tai apì an�ptuxh kai twn genetik¸n qarakthristik¸n kai twn paramètrwnstrathgik 
, kat� thn opo�a h exèlixh twn genetik¸n qarakthristik¸n elègqetai apì ti
paramètrou
 strathgik 
. Mia epiprìsjeth diafor� metaxÔ twn ES kai twn �llwn mejì-dwn ExeliktikoÔ UpologismoÔ ègkeitai sto ìti oi allagè
 pou ofe�lontai sthn met�llaxhg�nontai apodektè
 mìno sthn per�ptwsh epituq�a
 anaforik� me thn apìdosh tou atìmou.Dhlad , ta metallagmèna �toma g�nontai dekt� mìno an h met�llaxh epifèrei belt�wsh sthnaxiolìghsh tou atìmou. Ep�sh
, endiafèron shme�o twn ES e�nai ìti oi apìgonoi mporoÔnna dhmiourghjoÔn apì perissìterou
 apì dÔo gone�
. Ston P�naka 2.4 d�netai o genikì
algìrijmo
 twn Exeliktik¸n Strathgik¸n.H anapar�stash k�je atìmou tou plhjusmoÔ apotele�tai apì dÔo tÔpou
 plhrofori¸n,ton gonotupikì kai ton fainotupikì. K�je �tomo anaparist�tai apì m�a du�da Cn = (~Gn, Sn),ìpou ~Gn anaparist� to genetikì ulikì kai to Sn anaparist� ti
 paramètrou
 strathgik 
(dhlad  ta qarakthristik� sumperifor�
). Oi par�metroi strathgik 
 perilamb�noun kur�w
plhrofor�e
 gia th met�llaxh kai aposkopoÔn sthn efarmog  th
 me autoprosarmozìmenomègejo
 b mato
. Oi par�metroi strathgik 
 pou èqoun qrhsimopoihje� sti
 ES perilamb�-noun tupikè
 apokl�sei
 tou megèjou
 b mato
 th
 met�llaxh
 kai gwn�e
 strof 
:(a) Mia tupik  apìklish susqetizìmenh me k�je �tomo Cn, to opo�o anaparist�tai w

Cn = (~Gn, σn) ∈ R

I ×R+, me ~Gn ∈ R
I (dhlad  to �tomo èqei I genetikè
 metablhtè
)kai σn ∈ R+ (mia jetik  bajmwt  tim ).(b) Mia tupik  apìklish gia k�je genetik  metablht  enì
 atìmou kai gwn�e
 strof 
sqetizìmene
 me k�je �tomo, anapar�stantai w
 Cn = (~Gn, ~σn, ~ωn) ∈ R

I × R
I
+ ×

R
I(I−1)/2
+ , ìpou ~ω e�nai èna di�nusma apoteloÔmeno apì I(I − 1)/2 gwn�e
 strof 
 me

ωnk ∈ (0, 2π].Me thn an�jesh mia
 tupik 
 apìklish
 σni se k�je genetik  metablht  Gni, oi pro-tim¸mene
 kateujÔnsei
 anaz thsh
 mporoÔn na br�skontai mìno p�nw stou
 �xone
tou sust mato
 suntetagmènwn. Wstìso, genik� h kalÔterh kateÔjunsh anaz th-sh
 den br�sketai se autoÔ
 tou
 �xone
. Gia to lìgo autì, h bèltisth sÔgklishepitugq�netai mìno tuqa�a ìtan kat�llhle
 metall�xei
 susqetistoÔn. Oi susqetizì-mene
 metall�xei
 pragmatopoioÔntai qrhsimopoi¸nta
 gwn�e
 strof 
 apofeÔgonta
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Πίνακας 2.4: Ο γενικός αλγόριθμος των Εξελικτικών Στρατηγικών.1. Jèse ton arijmì gene¸n g = 0.2. Arqikopo�hse ènan arqikì plhjusmì Cg = {~Cg,n |n = 1, . . . , µ}, ìpou µ e�nai osunolikì
 arijmì
 twn atìmwn - gonèwn.3. Upolìgise thn apìdosh k�je atìmou tou plhjusmoÔ sÔmfwna me thn sun�rthshaxiolìghsh
 f .4. Gia l = 1, . . . , λ, ìpou λ o arijmì
 twn apogìnwn, k�ne ta akìlouja:a. di�lexe tuqa�a ρ gone�
, ìpou ρ > 2 > µ,b. diastaÔrwse ta genetik� domik� stoiqe�a kai ti
 paramètrou
 strathgik 
twn ρ gonèwn,g. met�llaxe to genetikì ulikì kai ti
 paramètrou
 strathgik 
 twn apogìnwnpou proèkuyan apì thn diastaÔrwsh,d. upolìgise thn apìdosh twn apogìnwn.5. Epèlexe ta µ kalÔtera �toma, apì ton plhjusmì twn λ apogìnwn   apì tonplhjusmì twn µ gonèwn kai twn λ apogìnwn, gia th dhmiourg�a th
 epìmenh
gene�
.6. Jèse g = g + 1.7. Epan�labe thn diadikas�a apì to b ma 4, mèqri na ikanopoihje� to krit rio ter-matismoÔ.ètsi ti
 apìtome
 allagè
 kateÔjunsh
 th
 troqi�
 anaz thsh
 p�nw sthn kl�sh th
antikeimenik 
 sun�rthsh
 [188℄.Oi gwn�e
 strof 
 qrhsimopoioÔntai gia thn anapar�stash twn sundiaspor¸n metaxÔtwn I genetik¸n metablht¸n sto genetikì di�nusma ~Gn. Kaj¸
 to mhtr¸o sundia-spor¸n e�nai summetrikì, mpore� na qrhsimopoihje� èna di�nusma gia thn anapar�stashtwn gwni¸n strof 
 ant� gia èna mhtr¸o. Oi gwn�e
 strof 
 qrhsimopoioÔntai giaton upologismì enì
 orjog¸niou mhtr¸ou strof 
, T (~ωn), w


T (~ωn) =
I−1∏

i=1

I∏

j=i+1

Rij(~ωn), (2.1)pou e�nai to ginìmeno twn I(I−1)/2 mhtr¸wn strof 
. K�je mhtr¸o strof 
 Rij(~ωn)e�nai èna mhtr¸o me stoiqe�a rii = cos(ωnk) kai rij = −rji = − sin(ωnk), me k = 1 ⇔
(i = 1, j = 2), k = 2 ⇔ (i = 1, j = 3), k.o.k.H tupik  apìklish kai to orjog¸nio mhtr¸o strof 
 qrhsimopoioÔntai gia ton kajorismìtou megèjou
 b mato
 th
 met�llaxh
.O arqikì
 plhjusmì
 kataskeu�zetai tuqa�a, me tuqa�a arqikopo�hsh tou genetikoÔulikoÔ kai twn paramètrwn strathgik 
.Anaforik� me ton telest  th
 diastaÔrwsh
, autì
 efarmìzetai sti
 genetikè
 metablh-tè
 all� kai sti
 paramètrou
 strathgik 
 all� me trìpo diaforetikì apì ton ant�stoiqo se



2.1 Eisagwg  sti
 mejìdou
 ExeliktikoÔ UpologismoÔ 27�lle
 mejìdou
 EU. Pio sugkekrimèna, up�rqoun dÔo basikè
 teqnikè
 diastaÔrwsh
 sti
ES kai e�nai oi akìlouje
.(a) H topik  diastaÔrwsh, ìpou èna
 apìgono
 dhmiourge�tai apì dÔo gone�
 qrhsimo-poi¸nta
 tuqa�a epilegmène
 sunist¸se
 twn gonèwn.(b) H olik  diastaÔrwsh, ìpou olìklhro
 o plhjusmì
 twn atìmwn lamb�nei mèro
 sthdhmiourg�a enì
 apogìnou. Oi sunist¸se
 epilègontai tuqa�a apì tuqa�a epilegmèna�toma gia th dhmiourg�a tou apogìnou.Kai sti
 dÔo peript¸sei
, o anasunduasmì
 twn genetik¸n kai twn paramètrwn strathgik 
g�netai me(a) diakritì anasunduasmì, ìpou ta pragmatik� allhlìmorfa twn gonèwn qrhsimopoioÔn-tai gia thn kataskeu  apogìnou,   me(b) mèso anasunduasmì, ìpou ta allhlìmorfa tou apogìnou e�nai o arijmhtikì
 mèso
twn ant�stoiqwn gonid�wn twn gonèwn (ston mèso anasunduasmì qrhsimopoie�tai ana-par�stash kinht 
 upodiastol 
).Anaforik� me ton telest  th
 met�llaxh
 sti
 ES, ìpw
 kai ston EP, qrhsimopoie�tai
Gaussian jìrubo
 me mèsh tim  mhdèn gia ton kajorismì th
 embèleia
 th
 met�llaxh
. H me-t�llaxh efarmìzetai sti
 genetikè
 metablhtè
 all� kai sti
 paramètrou
 strathgik 
. Tosq ma met�llaxh
 exart�tai apì ton tÔpo twn paramètrwn strathgik 
 pou qrhsimopoie�tai.Gia thn anapar�stash Cn = (~Gn, σn), sthn opo�a den perilamb�netai plhrofor�a susqè-tish
, h diadikas�a th
 met�llaxh
 efarmìzetai se dÔo st�dia:1. Met�llaxe thn tupik  apìklish σg,n gia thn trèqousa gene� g kai k�je �tomo Cn.Up�rqoun di�fore
 mèjodoi met�llaxh
 twn apokl�sewn, ek twn opo�wn o kanìna
epituq�a
 tou 1/5 tou Rechenberg  tan h pr¸th euretik  mèjodo
 pou qrhsimopoi jh-ke [174℄. O kanìna
 autì
 anafèrei ìti to posostì epituq¸n metall�xewn prèpei nae�nai 1/5. Epomènw
, an to posostì e�nai megalÔtero apì 1/5, tìte h apìklish prèpeina auxhje�, alli¸
 h apìklish prèpei na meiwje�. Dhlad ,

σg+t,n =






cdσg,n, an sg < 1/5,
ciσg,n, an sg > 1/5,
σg,n, an sg = 1/5,ìpou sg e�nai h suqnìthta epituq¸n metall�xewn ep� twn t epanal yewn, kai cd, cistajerè
. Mia met�llaxh e�nai epituq 
 an èqei w
 apotèlesma apìgono me kalÔterhapìdosh apì ton gonèa.O Schwefel prìteine thn akìloujh strathgik  met�llaxh
 gia tupikè
 apokl�sei
 [187℄:

σg+1,n = σg,neτξτ ,ìpou τ =
√

I kai ξτ ∼ N(0, 1).Mia diaforetik  strathgik  prot�jhke apì ton Fogel [58℄ kai e�nai h ex 
:
σg+1,n = σg,n(1 + τξτ ).2. Met�llaxe to genetikì ulikì ~Gg,n k�je atìmou w
 ex 
:
~Gg+1,n = ~Gg,n + ~σg+1,n

~ξ,ìpou ~ξ ∈ R
I
+, me sunist¸se
 ξi ∼ N(0, 1).
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 apokl�-sei
 kai plhrofor�e
 susqètish
, h met�llaxh efarmìzetai sta akìlouja tr�a st�dia.1. Met�llaxe ti
 gwn�e
 strof 
 ωg,nk gia k�je �tomo Cn:
ωg+1,nk = (ωg,nk + φξω,k) mod 2π,ìpou φ > 0 kai ξω,ki ∼ N(0, 1), gia k = 1, . . . , I(I − 1)/2.2. 'Estw ìti to di�nusma ~σg,n ∈ R

I
+ anaparist� ti
 tupikè
 apokl�sei
 ìlwn twn gonid�wn,dhlad  ~σg,n = (σg,n1, . . . , σg,nI). 'Estw S(σ) = diag(σg,n1, . . . , σg,nI) to diag¸nio mh-tr¸o pou anaparist� autè
 ti
 apokl�sei
. Tìte, k�je tupik  apìklish metall�ssetaiw


σg+1,ni = σg,nie
(τξτ +ηξσ,i),ìpou τ, η ∈ R+ kai ξσ,i ∼ N(0, 1).3. Met�llaxe ta gon�dia, qrhsimopoi¸nta
 thn akìloujh sqèsh

Gg+1,n = Gg,n + T (ωg+1,n)S(σg+1,n)ξ,ìpou T (ωg,n) e�nai to orjog¸nio mhtr¸o strof 
 pou upolog�zetai apì thn Sqèsh 2.1kai ξ èna tuqa�o di�nusma me ξi ∼ N(0, 1), gia i = 1, . . . , I.O Schwefel sthn ergas�a [189℄ melèthse ti
 timè
 twn paramètrwn kai br ke ìti oi timè

(φ, τ, η) = (5π/180, (2π)−1/2 , (4π)−1/4) mporoÔn na qrhsimopoihjoÔn w
 kalè
 euretikè
timè
.Ta metallagmèna �toma g�nontai apodekt� mìno an h apìdosh tou
 e�nai kalÔterh a-pì thn ant�stoiqh twn arqik¸n atìmwn. Dhlad , gia thn per�ptwsh elaqistopo�hsh
 th
sun�rthsh
 axiolìghsh
, f , isqÔei

Gg+1,n =

{
Gg,n + σg+1,nξ, an f(Gg,n + σg+1,nξ) < f(Gg,n),
Gg,n, alli¸
,sthn per�ptwsh pou qrhsimopoioÔntai mìno tupikè
 apokl�sei
 w
 par�metroi strathgik 
,kai

Gg+1,n =

{
Gg,n + T (ωg+1,n)S(σg+1,n)ξ, an f(Gg,n + T (ωg+1,n)S(σg+1,n)ξ) < f(Gg,n),
Gg,n, alli¸
,an qrhsimopoie�tai plhrofor�a susqètish
.Tèlo
, gia k�je gene� apì µ gone�
 par�gontai λ apìgonoi, oi opo�oi metall�ssontai.Met� ton anasunduasmì kai thn met�llaxh epilègontai ta �toma gia thn epìmenh gene�,sÔmfwna me mia apì ti
 akìlouje
 dÔo strathgikè
 epilog 
.(a) (µ+λ)ES: sthn per�ptwsh aut , h ES par�gei λ apogìnou
 apì µ gone�
, me 1 6 µ 6

l 6 ∞. H epìmenh gene� apotele�tai apì ta µ kalÔtera �toma metaxÔ twn µ gonèwnkai twn λ apogìnwn. H (µ + λ)ES qrhsimopoie� thn teqnik  tou elitismoÔ gia thnepib�wsh twn pio apodotik¸n gonèwn sthn epìmenh gene�.(b) (µ, λ)ES: sthn per�ptwsh aut , h epìmenh gene� apotele�tai apì ta µ kalÔtera �tomaepilegmèna apì tou
 λ apogìnou
. H strathgik  aut  apaite� pleonasmatik  gènnhsh,dhlad  1 6 µ < λ < ∞.
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 Algìrijmo
O Diaforoexeliktikì
 Algìrijmo
 (DE), parìti den èqei thn proèleus  tou se fusikè
  koinwnikè
 diergas�e
, èqei arket� koin� shme�a me tou
 ExeliktikoÔ
 Algìrijmou
 kaiplhj¸ra efarmog¸n me exairetik� apotelèsmata. O DE anaptÔqjhke apì tou
 Storn kai
Price [202℄ kai qrhsimopoie� èna plhjusmì apì shme�a, o opo�o
 exel�ssetai kai mpore� naentop�sei olik� bèltista gr gora kai me mikrì upologistikì kìsto
.O DE qrhsimopoie� ènan plhjusmì Cg, pou apotele�tai apì N , D-di�stata, dianÔsmata

~xi,g, i = 1, 2, ..., N, (2.2)gia k�je geni� g. To pl jo
 N , den metab�lletai kat� thn diadikas�a th
 beltistopo�hsh
 kaio arqikì
 plhjusmì
 epilègetai tuqa�a kai kat� tètoio trìpo ¸ste na kalÔptei olìklhro tonq¸ro anaz thsh
. Kat� kanìna qrhsimopoie�tai h omoiìmorfh katanom  se k�je per�ptwshtuqa�a
 deigmatolhy�a
. O DE par�gei ta nèa dianÔsmata paramètrwn prosjètonta
 thnstajmht  diafor� metaxÔ dÔo dianusm�twn tou plhjusmoÔ, se èna tr�to di�nusma. H diadika-s�a aut  onom�zetai met�llaxh (mutation). Oi par�metroi tou metallagmènou dianÔsmato
sth sunèqeia sundu�zontai me ti
 paramètrou
 enì
 �llou prokajorismènou dianÔsmato
,pou kale�tai di�nusma stìqo
 (target vector), gia thn paragwg  enì
 dianÔsmato
 dokim 
(trial vector). O sunduasmì
 autì
 twn paramètrwn kale�tai diastaÔrwsh (crossover). E�nto di�nusma dokim 
 èqei kalÔterh apìdosh, anaforik� me thn sun�rthsh axiolìghsh
, apìto di�nusma stìqo tìte to antikajist� sthn epìmenh geni�. H diadikas�a aut  kale�taiepilog  (selection). K�je di�nusma tou plhjusmoÔ ofe�lei na apotelèsei di�nusma-stìqomia for�, ètsi ¸ste na èqoume N sugkr�sei
 se k�je geni�.'Ena
 DE qrhsimopoie� trei
 diaforoexeliktikoÔ
 telestè
: thn met�llaxh, thn diastaÔ-rwsh kai thn epilog . Oi diaforetikè
 ekdoqè
 DE diaqwr�zontai an�loga me th morf  twntelest¸n pou qrhsimopoioÔntai.Gia k�je di�nusma stìqo ~xi,g, i = 1, 2, ..., N , par�getai èna metallagmèno di�nusmasÔmfwna me thn sqèsh
~vi,g+1 = ~xr1,g + F (~xr2,g − ~xr3,g), (2.3)ìpou oi de�kte
 r1, r2 kai r3, e�nai akèraioi tuqa�a epilegmènoi apì to sÔnolo {1, 2, ..., N},diaforetiko� metaxÔ tou
 kaj¸
 kai apì ton trèqonta de�kth i. Epomènw
 to mègejo
 Ntou plhjusmoÔ prèpei na e�nai megalÔtero   �so apì 4, ¸ste na ikanopoie�tai h prohgoÔmenhsunj kh. H par�metro
 F e�nai pragmatik  kai stajer , me F > 0 kai F ∈ [0, 2], kaikajor�zei to eÔro
 th
 ep�drash
 tou ant�stoiqou par�gonta diafor�
 (~xr2,g − ~xr3,g).Gia na auxhje� h diaspor� tou plhjusmoÔ se k�je nèa geni�, ¸ste na g�netai kalÔterhanaz thsh, qrhsimopoie�tai o telest 
 th
 diastaÔrwsh
. Sugkekrimèna, par�getai to di�-nusma dokim 


~ui,g = (u1i,g, u2i,g, ..., uDi,g), (2.4)ìpou
uji,g =

{
vji,g, an (randb(j) ≤ CR)   j = rnbr(i),
xji,g, an (randb(j) > CR)   j 6= rnbr(i),

(2.5)gia j = 1, 2, ...,D. Sth sqèsh (2.5), o ìro
 randb(j) e�nai h j-ost  tim  mia
 omoiìmorfh
genn tria
 tuqa�wn arijm¸n entì
 tou kleistoÔ diast mato
 [0, 1] kai to CR e�nai mia sta-jer� diastaÔrwsh
 (crossover constant), h opo�a kajor�zetai apì to qr sth th
 mejìdou.To rnbr(i) e�nai èna
 akèraio
 tuqa�a epilegmèno
 apì to sÔnolo {1, 2, ...,D}, o opo�o
 e-xasfal�zei ìti to ~ui,g ja perièqei toul�qiston m�a apì ti
 sunist¸se
 tou metallagmènoudianÔsmato
 ~vi,g. Autì to sq ma diastaÔrwsh
 kale�tai duadikì (binary crossover).H epilog  twn mel¸n tou plhjusmoÔ gia thn geni� g + 1, g�netai met� apì sÔgkrishtou dianÔsmato
 dokim 
 ~ui,g+1 kai tou dianÔsmato
 stìqou ~xi,g. E�n to di�nusma ~ui,g+1èqei kalÔterh apìdosh apì to di�nusma ~xi,g, tìte w
 di�nusma ~xi,g+1 epilègetai to ~ui,g+1,
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 diathre�tai to ~xi,g. Dhlad , gia thn per�ptwsh elaqistopo�hsh
 th
 sun�rthsh
axiolìghsh
, f , isqÔei
~xi,g+1 =

{
~ui,g+1, an f(~ui,g+1) < f(~xi,g),
~xi,g, alli¸
. (2.6)H tupik  morf  tou DiaforoexeliktikoÔ Algor�jmou, ìpw
 aut  perigr�fhke parap�nw,d�netai ston P�naka 2.5.

Πίνακας 2.5: Η τυπική μορφή του Διαφοροεξελικτικού Αλγορίθμου.1. Jèse ton arijmì gene¸n g = 0 kai arqikopo�hse ti
 paramètrou
 F,CR.2. Arqikopo�hse ènan arqikì plhjusmì Cg = {~xi,g |i = 1, . . . , N}, ìpou N e�nai osunolikì
 arijmì
 twn atìmwn - gonèwn.3. Upolìgise thn apìdosh k�je atìmou tou plhjusmoÔ sÔmfwna me thn sun�rthshaxiolìghsh
, f .4. Gia k�je �tomo ~xi,g, i = 1, . . . , N , tou plhjusmoÔ, k�ne ta akìlouja:a. epèlexe r1, r2, r3 ∼ U(1, . . . , N), me r1 6= r2 6= r3 6= ib. epèlexe rnbr(i) ∼ U(1, . . . ,D)g. gia j = 1, . . . ,D,epèlexe randb(j) ∼ U [0, 1]an randb(j) 6 CR   j = rnbr(i), tìte
uji,g = xjr1,g + F (xjr2,g − xjr3,g),alli¸


uji,g = xji,g.5. Epèlexe ton nèo plhjusmì Cg+1 twn N atìmwn w
 ex 
:
~xi,g+1 =

{
~ui,g+1, an f(~ui,g+1) < f(~xi,g),
~xi,g, alli¸
.6. Jèse g = g + 1.7. Epan�labe thn diadikas�a apì to b ma 4, mèqri na ikanopoihje� to krit rio ter-matismoÔ.Oi Diaforoexeliktiko� telestè
 parousi�zontai me k�poie
 parallagè
, oi opo�e
 dh-miourgoÔn thn poikil�a ekdoq¸n tou DE. Gia thn taxinìmhsh twn parallag¸n aut¸n qrhsi-mopoie�tai o akìloujo
 sumbolismì
:

DE/x/y/z,ìpou to x kajor�zei to di�nusma pou ja metallaqje�, to opo�o mpore� na e�nai {rand} dhlad èna tuqa�a epilegmèno di�nusma tou plhjusmoÔ   {best}, dhlad  to di�nusma me th qamhlì-terh sunarthsiak  tim  tou trèqonto
 plhjusmoÔ. To y e�nai o arijmì
 twn diafor¸n pou
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 sth met�llaxh kai to z sumbol�zei to sq math
 diastaÔrwsh
.Qrhsimopoi¸nta
 ton sumbolismì autì, h mèjodo
 me ton telest  met�llaxh
 th
 Sqè-sh
 (2.3), mpore� na sumboliste� w
 DE/rand/1/bin. Diaforetiko� telestè
 met�llaxh
pou èqoun qrhsimopoihje� gia ton DE me endiafèronta apotelèsmata [202℄, e�nai oi akìlou-joi:
~vi,g+1 = ~xbest,g + F (~xr1,g − ~xr2,g), (2.7)
~vi,g+1 = ~xi,g + F (~xbest,g − ~xi,g) + F (~xr1,g − ~xr2,g), (2.8)
~vi,g+1 = ~xbest,g + F (~xr1,g + ~xr2,g − ~xr3,g − ~xr4,g), (2.9)
~vi,g+1 = ~xr1,g + F (~xr2,g + ~xr3,g − ~xr4,g − ~xr5,g), (2.10)ìpou ~xbest,g e�nai to kalÔtero �tomo th
 g-iost 
 gene�
, r1, r2, r3, r4, r5 ∈ {1, 2, . . . , N},e�nai an� dÔo diaforetiko� tuqa�oi de�kte
 kai ~xi,g e�nai to trèqon �tomo th
 gene�
 g.H qr sh dÔo dianusm�twn diafor¸n sti
 mejìdou
 DE/best/2/bin kai DE/rand/2/bin,twn Sqèsewn (2.9) kai (2.10), ant�stoiqa, bohj� sthn belt�wsh th
 diaspor�
 tou plhjusmoÔìtan to mègejo
 tou plhjusmoÔ, N , e�nai arket� meg�lo.2.1.6 Beltistopo�hsh me Sm no
 Swmatid�wnH Beltistopo�hsh me Sm no
 Swmatid�wn (BSS) e�nai mia sqetik� nèa exeliktik  mèjo-do
, h opo�a anaptÔqjhke apì tou
 Eberhart kai Kennedy [50℄, an kei sti
 mejìdou
 Noh-mosÔnh
 Smhn¸n kai bas�zetai sthn prosomo�wsh th
 koinwnik 
 sumperifor�
 twn pthn¸nmèsa se èna sm no
. Prìdromo th
 mejìdou BSS apotèlese h prosp�jeia gia prosomo�w-sh th
 k�nhsh
 smhn¸n, me skopì thn eÔresh mot�bwn pou epitrèpoun sta pthn� na petoÔnsugqronismèna kai na all�zoun xafnik� kateÔjunsh anadiorganwmèna se ènan bèltisto sqh-matismì.Parìmoia me ti
 upìloipe
 mejìdou
 EU, h BSS qrhsimopoie� ènan plhjusmì shme�wnsto q¸ro anaz thsh
, ta opo�a apoteloÔn pijanè
 lÔsei
 tou probl mato
. SÔmfwna me thnorolog�a th
 mejìdou BSS, o plhjusmì
 autì
 kale�tai sm no
 (swarm) kai k�je mèlo
autoÔ kale�tai swmat�dio (particle). Ant�jeta me ti
 prohgoÔmene
 mejìdou
 EU, sthn BSSoi allagè
 twn jèsewn twn swmatid�wn tou plhjusmoÔ mèsa sto q¸ro anaz thsh
 bas�-zontai sthn koinwniko-yuqologik  t�sh twn atìmwn na {mimhjoÔn} thn epituq�a twn �llwnatìmwn. Gia to lìgo autì, oi allagè
 th
 k�nhsh
 enì
 swmatid�ou mèsa sto sm no
 kajor�-zontai apì thn dik  tou prohgoÔmenh empeir�a all� kai apì thn empeir�a twn geitonik¸n touswmatid�wn. Sugkekrimèna, k�je mèlo
 tou plhjusmoÔ {jum�tai} ti
 kalÔtere
 perioqè
 touq¸rou anaz thsh
 pou èqei episkepte�, all� sugqrìnw
 gnwr�zei kai thn kalÔterh perioq pou èqoun entop�sei ta geitonik� tou swmat�dia, kai metab�llei thn k�nhs  tou sundu�zon-ta
 kai tou
 dÔo autoÔ
 par�gonte
. Sunep¸
 h sumperifor� anaz thsh
 enì
 swmatid�ouexart�tai apì thn ant�stoiqh twn upìloipwn mel¸n tou plhjusmoÔ. H montelopo�hsh aut 
th
 koinwnik 
 sumperifor�
 èqei w
 apotèlesma thn stoqastik  epistrof  twn swmatid�wnpro
 prohgoÔmene
 elpidofìre
 perioqè
 tou q¸rou anaz thsh
.To qarakthristikì pou kajodhge� thn leitourg�a th
 mejìdou BSS e�nai h koinwnik allhlep�drash. Ta swmat�dia tou sm nou
 maja�noun to èna apì to �llo kai basizìmenasthn apokt¸menh gn¸sh, kinoÔntai me tètoio trìpo ¸ste na {moi�soun} stou
 kalÔterou
ge�tonè
 tou
. Sunep¸
, h koinwnik  dom  th
 mejìdou kajor�zetai apì to sqhmatismìtwn geitoni¸n, kaj¸
 swmat�dia apì thn �dia geitoni� epikoinwnoÔn metaxÔ tou
. 'Eqounanaptuqje� kai melethje� di�fora sq mata geitoni¸n, sti
 opo�e
 h ènnoia th
 geitoni�
 e�naitopologik  anaforik� me th jèsh (ar�jmhsh) twn swmatid�wn mèsa ston plhjusmì kai ìqiw
 pro
 thn jèsh tou
 sto q¸ro anaz thsh
 [82℄. Ta pio shmantik� sq mata geitoni¸n pousun jw
 qrhsimopoioÔntai gia th mèjodo BSS, e�nai ta akìlouja.
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 olik 
 geito-ni�
 (global neighborhood), dhlad  k�je swmat�dio epikoinwne� me k�je �llo swmat�diotou sm nou
. SÔmfwna me aut  thn parallag  th
 mejìdou, k�je swmat�dio kine�taipro
 thn kateÔjunsh th
 kalÔterh
 prohgoÔmenh
 jèsh
 tou all� kai th
 kalÔterh
prohgoÔmenh
 jèsh
 olìklhrou tou sm nou
.(b) H topolog�a daktulidioÔ (ring topology), h opo�a bas�zetai sthn ènnoia th
 topik 
geitoni�
 (local neighborhood), dhlad  k�je swmat�dio epikoinwne� mìno me ta swma-t�dia pou an koun sthn periorismènh geitoni� tou. SÔmfwna me aut  thn parallag th
 mejìdou, k�je mèlo
 tou plhjusmoÔ kine�tai pro
 thn kateÔjunsh th
 kalÔterh
prohgoÔmenh
 jèsh
 tou all� kai pro
 thn jèsh tou kalÔterou swmatid�ou pou an keisthn periorismènh geitoni� tou [52℄. Gia par�deigma, e�n to mègejo
 th
 geitoni�
 e�nai
2, tìte to i-ostì mèlo
 tou plhjusmoÔ kine�tai pro
 to kalÔtero swmat�dio metaxÔtri¸n, tou (i− 1)-ostoÔ, tou (i+1)-ostoÔ kai tou id�ou. To pleonèkthma th
 topolo-g�a
 aut 
 e�nai ìti ereun�tai megalÔtero mèro
 tou q¸rou anaz thsh
 kai h sÔgklishth
 mejìdou e�nai pio arg .H parallag  th
 mejìdou me olik  geitoni� e�nai mia eidik  per�ptwsh th
 mejìdou me to-pik  geitoni� an jewr soume w
 geitoni� olìklhro to sm no
. Sthn per�ptwsh th
 olik 
geitoni�
, h mèjodo
 BSS e�nai perissìtero epirrep 
 sth sÔgklish se topik� akrìtatakaj¸
 ìla ta swmat�dia kinoÔntai pro
 aut  thn lÔsh. 'Oso mikrìtero e�nai to mègejo
th
 geitoni�
 kai perissìtere
 oi geitoniè
 pou qrhsimopoioÔntai, tìso ligìtero ephre�zetaih mèjodo
 apì ta topik� akrìtata. Sthn per�ptwsh aut  ereun�tai megalÔtero mèro
 touq¸rou anaz thsh
 kai kam�a lÔsh den ephre�zei ìla ta swmat�dia tou sm nou
. Wstìso,ìso megalÔtero
 e�nai o arijmì
 twn geitoni¸n, tìso argìterh e�nai h sÔgklish th
 mejìdousth telik  lÔsh.Se antistoiq�a me ti
 upìloipe
 mejìdou
 EU, k�je mèlo
 tou sm nou
 e�nai èna sh-me�o tou D-di�statou q¸rou, opìte to i-ostì mèlo
 tou plhjusmoÔ sthn t epan�lhyh toualgor�jmou mpore� na parastaje� apì èna di�nusma ~xi,t = (xi1,t, xi2,t, . . . , xiD,t)

⊤. H ka-lÔterh jèsh pou e�qe kat� thn k�nhs  tou sto q¸ro to i-ostì mèlo
 mèqri thn trèqousaepan�lhyh t tou algor�jmou, parist�netai apì to di�nusma ~pi,t = (pi1,t, pi2,t, . . . , piD,t)
⊤,kai h taqÔtht� tou (allag  jèsh
), sthn trèqousa epan�lhyh t, apì to di�nusma ~vi,t =

(vi1,t, vi2,t, . . . , viD,t)
⊤. Epiplèon, sumbol�zoume me de�kth best, to kalÔtero mèlo
 th
 gei-toni�
 (olik 
   topik 
) tou swmatid�ou i, mèqri th
 trèqousa epan�lhyh. H k�nhsh tousm nou
 perigr�fetai apì ti
 akìlouje
 exis¸sei


~vi,t+1 = w~vi,t + c1r1

(
~pi,t − ~xi,t

)
+ c2r2

(
~pbest,t − ~xi,t

)
, (2.11)

~xi,t+1 = ~xi,t + ~vi,t+1, (2.12)ìpou i = 1, 2, . . . , N , ìtan N e�nai to mègejo
 tou plhjusmoÔ, t e�nai o arijmì
 th
 trè-qousa
 epan�lhyh
, c1 kai c2 dÔo jetikè
 stajerè
 kai r1, r2 tuqa�oi arijmo� omoiìmorfakatanemhmènoi sto di�sthma [0,1℄. To w e�nai mia par�metro
 pou kale�tai b�ro
 adr�neia
(inertia weight) th
 mejìdou.H sqèsh (2.11) qrhsimopoie�tai gia ton kajorismì th
 nèa
 taqÔthta
 tou k�je swmati-d�ou kai perilamb�nei trei
 basikoÔ
 ìrou
(a) thn trèqousa taqÔthta tou swmatid�ou,(b) thn apìstash tou swmatid�ou apì thn kalÔterh mèqri t¸ra jèsh tou kai(g) thn apìstash tou apì thn kalÔterh jèsh th
 geitoni�
 tou (olik 
   topik 
).
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, h opo�a sta probl mataBeltistopo�hsh
 qwr�
 periorismoÔ
, e�nai h pro
 beltistopo�hsh sun�rthsh.To b�ro
 adr�neia
 w, èqei idia�tera shmantikì rìlo sth sÔgklish th
 mejìdou. Qrh-simopoie�tai w
 rujmistikì
 par�gonta
 th
 sumbol 
 th
 trèqousa
 taqÔthta
 sth nèa,kajor�zonta
 me ton trìpo autì thn isorrop�a metaxÔ th
 olik 
 kai th
 topik 
 anaz -thsh
. Meg�le
 timè
 tou w dieukolÔnoun thn olik  anaz thsh kai ton entopismì nèwnperioq¸n sto q¸ro anaz thsh
, en¸ oi mikrè
 timè
 dieukolÔnoun thn topik  anaz thsh,dhlad  thn leptomerèsterh exereÔnhsh twn  dh eurejèntwn perioq¸n. Kat�llhlh epilog tou w parèqei isorrop�a metaxÔ th
 olik 
 kai topik 
 anaz thsh
 kai èqei w
 apotèlesmathn me�wsh kat� mèso ìro twn epanal yewn pou apaitoÔntai gia ton entopismì th
 bèlti-sth
 lÔsh
. Arqik� h par�metro
 w pou qrhsimopoi jhke  tan stajer . Peiramatik� ìmw
apede�qjh ìti uyhlè
 timè
 tou w sta arqik� b mata tou algor�jmou kai qamhlìtere
 staepìmena odhgoÔn se kalÔtere
 epidìsei
 th
 mejìdou [191, 192℄. Gia to lìgo autì sti
 e-farmogè
 sun jw
 qrhsimopoie�tai par�metro
 w, h opo�a metab�llei thn tim  th
 apì thnarqik  tim  1.2 mèqri thn tim  0.Oi par�metroi c1 kai c2 sth sqèsh (2.11), kaloÔntai koinwnik  (social) kai gnwstik (cognitive) par�metro
, ant�stoiqa. O rìlo
 tou
 sthn sÔgklish th
 BSS den e�nai tìsokr�simo
, wstìso kat�llhlh rÔjmis  tou
 mpore� na suntelèsei se grhgorìterh sÔgklishkai diafug  apì topik� akrìtata. Oi tupikè
 timè
 pou prote�nontai gia ti
 c1, c2 sthn ekdoq th
 mejìdou me b�ro
 adr�neia
, e�nai c1 = c2 = 2.Oi par�metroi r1 kai r2 qrhsimopoioÔntai gia thn diat rhsh th
 poikilìthta
 tou plhju-smoÔ kai e�nai tuqa�oi arijmo� omoiìmorfa katanemhmènoi sto di�sthma [0, 1].H qr sh enì
 mhqanismoÔ elègqou th
 taqÔthta
 twn swmatid�wn sun jw
 dieukolÔneisth sÔgklish th
 mejìdou kaj¸
 apotrèpei thn polÔ gr gorh k�nhsh twn swmatid�wn me-taxÔ diaforetik¸n perioq¸n tou q¸rou anaz thsh
. Gia to skopì autì qrhsimopoie�tai miapar�metro
, Vmax, h opo�a perior�zei th mègisth epitrept  taqÔthta twn swmatid�wn. E�n htaqÔthta enì
 swmatid�ou xeper�sei to kat¸fli aut 
 th
 mègisth
 epitrept 
 taqÔthta
,tìte t�jetai �sh me thn tim  Vmax. H tim  th
 paramètrou aut 
 sun jw
 arqikopoie�tai w
sun�rthsh tou eÔrou
 tou ped�ou orismoÔ tou probl mato
. E�nai shmantikì na shmeiwje�ìti h par�metro
 Vmax den apotele� ìrio gia thn jèsh twn swmatid�wn all� mìno gia tomègejo
 twn bhm�twn k�nhsh
 mèsa sto q¸ro anaz thsh
.Mia pio prìsfath ekdoq  th
 mejìdou BSS qrhsimopoie� mia nèa par�metro gia tonèlegqo th
 taqÔthta
 twn swmatid�wn, h opo�a kale�tai par�gonta
 periorismoÔ (constriction
factor), kai sthn per�ptwsh aut  to sm no
 kine�tai sÔmfwna me ti
 exis¸sei


~vi,t+1 = χ
(
~vi,t + c1r1

(
~pi,t − ~xi,t

)
+ c2r2

(
~pbest,t − ~xi,t

))
, (2.13)

~xi,t+1 = ~xi,t + ~vi,t+1, (2.14)ìpou i = 1, 2, . . . , N, χ e�nai o par�gonta
 periorismoÔ, c1 kai c2 e�nai h koinwnik  kai hgnwstik  par�metro
, ant�stoiqa, r1, r2 e�nai tuqa�oi arijmo� omoiìmorfa katanemhmènoi stodi�sthma [0, 1] kai t e�nai o arijmì
 th
 trèqousa
 epan�lhyh
.SÔmfwna me th jewrhtik  melèth th
 mejìdou [36℄, kai prokeimènou na up�rqei sÔgklishtwn troqi¸n twn swmatid�wn, prèpei na isqÔei c1 + c2 > 4. Sthn per�ptwsh aut , h bèltisthtim  tou par�gonta periorismoÔ d�netai apì thn sqèsh
χ =

2κ

|2 − φ −
√

φ2 − 4φ|
, (2.15)ìpou h metablht  κ an kei sto di�sthma [0, 1] kai h par�metro
 φ = c1+c2, dhlad  φ > 4. Oitimè
 κ = 1 kai φ = 4.1, me c1 = c2 = 2.05, pou ikanopoioÔn th sqèsh (2.15), d�noun gia thn



34 Eisagwg  sthn Upologistik  NohmosÔnhpar�metro χ thn tim  0.729 kai e�nai oi tupikè
 timè
 twn paramètrwn pou qrhsimopoioÔntaisth sqetik  bibliograf�a.H arqikopo�hsh tou plhjusmoÔ kai twn taqut twn twn mel¸n tou sun jw
 g�netai tuqa�amèsa ston q¸ro anaz thsh
, wstìso diaforetikè
 teqnikè
 arqikopo�hsh
 mporoÔn na bel-ti¸soun thn sunolik  apìdosh tou algor�jmou [157℄. Gia omoiìmorfh tuqa�a arqikopo�hshston poludi�stato q¸ro anaz thsh
 mpore� na qrhsimopoihje� h mèjodo
 Sobol [169℄.Genik�, h epilog  k�poiwn paramètrwn gia thn ulopo�hsh th
 mejìdou BSS, ìpw
 e�naito mègejo
 tou sm nou
, h sÔgqronh   asÔgqronh enhmèrwsh tou sm nou
 k.a., èqounapotelèsei jèma èreuna
 all� e�nai akìmh anoikt�. Mia arqik  an�lush tètoiwn jem�twnmpore� na breje� sthn ergas�a [23℄. H genik  morf  th
 mejìdou Beltistopo�hsh
 me Sm no
Swmatid�wn d�netai ston P�naka 2.6.
Πίνακας 2.6: Η γενική μορφή της μεθόδου Βελτιστοποίησης με Σμήνος Σωματιδίων.1. Jèse ton arijmì epanal yewn t = 0 kai arqikopo�hse to sm no
, Pt, twn swma-tid�wn ètsi ¸ste h jèsh ~xi,t k�je swmatid�ou i tou sm nou
 na e�nai tuqa�a mèsasto q¸ro anaz thsh
. Jèse ti
 timè
 twn paramètrwn th
 mejìdou.2. Upolìgise thn apìdosh k�je swmatid�ou tou plhjusmoÔ sÔmfwna me thn su-n�rthsh axiolìghsh
, f .3. SÔgkrine thn apìdosh k�je swmatid�ou me thn kalÔterh apìdos  tou mèqri thntrèqousa epan�lhyh, kai, gia thn per�ptwsh elaqistopo�hsh
,an f(~xi,t) < f(~pi,t), tìte f(~pi,t) = f(~xi,t) kai ~pi,t = ~xi,t.4. SÔgkrine thn apìdosh k�je swmatid�ou me thn apìdosh tou kalÔterou swma-tid�ou th
 geitoni�
 tou (olik 
   topik 
) mèqri thn trèqousa epan�lhyh, kai,gia thn per�ptwsh elaqistopo�hsh
,an f(~xi,t) < f(~pbest,t), tìte f(~pbest,t) = f(~xi,t) kai ~pbest,t = ~xi,t.5. Gia k�je swmat�dio tou sm nou
 upolìgise to di�nusma th
 taqÔtht�
 tou (qrh-simopoi¸nta
 thn Sqèsh (2.11)   thn Sqèsh (2.13) an�loga me thn qrhsimo-poioÔmenh ekdoq  th
 mejìdou).6. Upolìgise th nèa jèsh k�je swmatid�ou tou sm nou
 sÔmfwna me th sqèsh

~xi,t+1 = ~xi,t + ~vi,t+1.7. Jèse ton arijmì epanal yewn t = t + 1.8. Epan�labe thn diadikas�a apì to b ma 2, mèqri na ikanopoihje� to krit rio ter-matismoÔ.H mèjodo
 BSS parousi�zei k�poie
 forè
 to prìblhma pag�deush
 se topik� akrìtata.Prìsfata ìmw
 anaptÔqjhke gia th mèjodo aut  mia teqnik  gia thn apofug  twn topik¸nakrìtatwn, h opo�a kale�tai teqnik  efelkusmoÔ (Streching). O sunduasmì
 th
 teqnik 
aut 
 me thn mèjodo BSS od ghse se meg�lh belt�wsh twn apotelesm�twn th
 mejìdougia mia poikil�a problhm�twn me poll� topik� el�qista [153, 154℄. Ep�sh
, h teqnik  aut qrhsimopoie�tai gia ton entopismì pollapl¸n olik¸n bèltistwn [155℄.



2.1 Eisagwg  sti
 mejìdou
 ExeliktikoÔ UpologismoÔ 35Oi mèjodoi EU emplèkoun trei
 kÔriou
 telestè
, thn diastaÔrwsh   anasunduasmì, thnmet�llaxh kai thn epilog . H mèjodo
 BSS den diajètei �meso telest  anasunduasmoÔ.Wstìso, h stoqastik  epit�qunsh twn swmatid�wn tou sm nou
 pro
 thn prohgoÔmenh kalÔ-terh jèsh tou
, kaj¸
 kai pro
 thn kalÔterh jèsh ìlou tou sm nou
   pro
 thn kateÔjunshtou kalÔterou th
 geitoni�
 sthn topik  ekdoq , paromoi�zetai me thn diadikas�a anasun-duasmoÔ [51, 175, 187, 189℄. Ep�sh
, h prìsjesh th
 taqÔthta
 sthn trèqousa jèsh gia thdhmiourg�a th
 nèa
 e�nai parìmoia me thn met�llaxh twn GA, me thn diafor� ìti sthn BSSh met�llaxh kateujÔnetai apì thn empeir�a tou k�je atìmou all� kai ìlou tou plhjusmoÔ.Dhlad  mporoÔme na poÔme ìti h mèjodo
 BSS k�nei met�llaxh me sune�dhsh [83℄. Tèlo
,h BSS den qrhsimopoie� �mesa telest  epilog 
 gia thn epib�wsh tou kalÔterou mèlou
.W
 sunèpeia autoÔ, swmat�dia me qamhlìterh tim  apìdosh
 mporoÔn na epibi¸soun kat� thndiadikas�a th
 Beltistopo�hsh
 kai e�nai pijanìn na odhghjoÔn se opoiod pote shme�o touq¸rou anaz thsh
 [51℄.H mèjodo
 BSS parousi�zei idia�tero endiafèron kai èqei apodeiqje� polÔ ikan  sthnantimet¸pish polÔplokwn problhm�twn, ìpw
 e�nai h Beltistopo�hsh me periorismoÔ
, hBeltistopo�hsh se suneq¸
 metaballìmena perib�llonta me emf�nish jorÔbou, probl ma-ta me pollè
 sunart sei
 (multiobjective), akèraiou programmatismoÔ, minimax, all� kaipragmatikè
 efarmogè
 [2, 3, 6, 37, 62, 83, 111, 112, 115, 150, 156, 158, 159, 173, 184, 203℄.2.1.7 Beltistopo�hsh me Apoik�e
 Murmhgki¸nH mèjodo
 Beltistopo�hsh
 me Apoik�e
 Murmhgki¸n (BAM) an kei sta sust matath
 NohmosÔnh
 Smhn¸n kai prosomoi�zei mèro
 th
 leitourg�a
 twn fusik¸n apoiki¸nmurmhgki¸n.H leitourg�a mia
 fusik 
 apoik�a
 murmhgki¸n perilamb�nei arketè
 diaforetikè
 erga-s�e
 pou pragmatopoioÔntai apì diaforetikè
 om�de
 murmhgki¸n. Oi kÔrie
 ergas�e
 e�nai hanaparagwg  pou pragmatopoie�tai apì thn bas�lissa, h �muna pou g�netai apì murm gkia -strati¸te
, h sullog  trof 
 pou pragmatopoie�tai apì exeidikeumèna murm gkia - erg�te
,h ep¸ash pou g�netai apì exeidikeumèna murm gkia - erg�te
, to kaj�risma th
 fwli�
 poug�netai apì exeidikeumèna murm gkia - erg�te
 kai to qt�simo kai h sunt rhsh th
 fwli�
pou ep�sh
 pragmatopoie�tai apì exeidikeumèna murm gkia - erg�te
. H dianom  kai h ektè-lesh twn ergasi¸n g�netai autìmata kai bas�zetai sti
 anatomikè
 diaforè
 twn atìmwn kaisthn stigmerg�a (stigmergy). O ìro
 stigmerg�a dhl¸nei thn diaforopoihmènh sumperifor�twn atìmwn mèsa se m�a apoik�a kai ton suntonismì twn drasthriot twn tou
. H fusik stigmerg�a se mia apoik�a qarakthr�zetai w
 [48℄:1. h èlleiyh kentrik 
 kajod ghsh
,2. h epikoinwn�a kai o suntonismì
 metaxÔ twn atìmwn th
 apoik�a
 me b�sh ti
 topikè
metabolè
 tou perib�llonto
,3. h jetik  apìkrish me b�sh thn en�sqush twn dr�sewn twn atìmwn.H algorijmik  montelopo�hsh twn apoiki¸n murmhgki¸n bas�zetai sthn arq  th
 teqnh-t 
 stigmerg�a
, h opo�a or�zetai w
 h {èmmesh epikoinwn�a pou epitugq�netai apì arijmhti-kè
 metabolè
 twn periballontologik¸n katast�sewn oi opo�e
 e�nai mìno topik� prosb�sime
apì ta epikoinwnoÔnta murm gkia} [48℄. O skopì
 th
 montelopo�hsh
 tmhm�twn th
 lei-tourg�a
 twn apoiki¸n murmhgki¸n e�nai h eÔresh enì
 majhmatikoÔ montèlou to opo�o japerigr�fei me akr�beia ta qarakthristik� th
 stigmerg�a
 twn ant�stoiqwn atìmwn - mur-mhgki¸n. Se ant�jesh me thn mèjodo Beltistopo�hsh
 me Sm no
 Swmatid�wn, ìpou ìla ta�toma (swmat�dia) tou sm nou
 emfan�zoun thn �dia sumperifor� kai qarakthristik�, sthmontelopo�hsh twn apoiki¸n murmhgki¸n jewroÔntai {sm nh} pou apoteloÔntai apì meg�loarijmì atìmwn kai ta �toma aut� sun jw
 èqoun diaforetik  dom  kai ergas�e
 all� ìlasuneisfèroun se ènan koinì stìqo.



36 Eisagwg  sthn Upologistik  NohmosÔnh'Ena apì ta pr¸ta erwt mata pou ereun jhkan anaforik� me thn sumperifor� twn mur-mhgki¸n  tan h sullog  trof 
. Ta murm gkia èqoun thn idiìthta na br�skoun p�nta topio sÔntomo monop�ti metaxÔ th
 fwli�
 kai th
 phg 
 trof 
. Ta peir�mata èdeixan ìtiarqik� ta monop�tia epilègontai tuqa�a. Kaj¸
 ìmw
 o qrìno
 pern�ei ìlo kai perissìteramurm gkia akoloujoÔn to suntomìtero monop�ti. H emf�nish aut 
 th
 ikanìthta
 g�netaidunat  me th bo jeia mia
 èmmesh
 morf 
 epikoinwn�a
 metaxÔ twn mel¸n th
 apoik�a
, hopo�a pragmatopoie�tai me thn enapìjesh apì ta murm gkia sto perib�llon mia
 qhmik 
ous�a
, th
 feromình
. Sugkekrimèna, kat� thn di�rkeia anaz thsh
 trof 
 kai kat� thnepistrof  sth fwli� k�je murm gki enapojètei feromình sto monop�ti pou akolouje�. Giathn epilog  monopatioÔ ta murm gkia akoloujoÔn autì me thn megalÔterh sugkèntrwshferomình
. To suntomìtero monop�ti ja èqei perissìtera apojèmata feromình
 kaj¸
 tamurm gkia epistrèfoun apì autì to monop�ti pro
 thn fwli� grhgorìtera, af nonta
 ètsiperissìterh feromình apì aut  pou af noun ta murm gkia pou gurnoÔn apì to makrÔteromonop�ti. Epiplèon, oi enapojèsei
 feromình
 exatm�zontai me to qrìno sunep¸
 h sugkèn-trwsh feromình
 sto makrÔtero monop�ti mei¸netai grhgorìtera apì thn ant�stoiqh stosuntomìtero monop�ti. Aut  akrib¸
 h apl  idèa ulopoie�tai apì thn mèjodo BAM giathn ep�lush problhm�twn sunduastik 
 Beltistopo�hsh
 me efarmogè
 metaxÔ �llwn sthdromolìghsh diktÔwn kai sto qronoprogrammatismì ergasi¸n [19, 48, 49℄.H melèth th
 sumperifor�
 twn murmhgki¸n genikìtera od ghse sthn an�ptuxh algor�j-mwn pou efarmìzontai se poikil�a problhm�twn. Ektì
 apì thn mèjodo BAM pou montelo-poie� th sumperifor� twn murmhgki¸n gia th sullog  trof 
 gia thn ep�lush problhm�twnsunduastik 
 Beltistopo�hsh
, h idiìthta twn murmhgki¸n na katanèmoun dunamik� to fìrtoergas�a
 od ghse se strathgikè
 prosarmìsimh
 an�jesh
 ergasi¸n, h diadikas�a kajari-smoÔ th
 fwli�
 kai katanom 
 th
 ep¸ash
 od ghse se algor�jmou
 gia thn ep�lush touprobl mato
 qrwmatismoÔ gr�fwn kai algor�jmou
 taxinìmhsh
 kai ta qarakthristik� sun-tonismoÔ gia sunergatik  metafor� èdwsan algor�jmou
 gia rompotikè
 ulopoi sei
 poubas�zontai se om�de
 [48℄.2.2 Eisagwg  sta Teqnht� Neurwnik� D�ktuaSthn enìthta aut  parousi�zontai eisagwgik� stoiqe�a kai basikè
 ènnoie
 twn Teqnht¸nNeurwnik¸n DiktÔwn (TND), twn mejìdwn ekpa�deus 
 tou
, kaj¸
 kai ta shmantikìterajewrhtik� apotelèsmata pou èqoun apodeiqje� gia ti
 dunatìthte
 kai thn efarmog  twnTND se di�fora probl mata.Thn aform  gia thn dhmiourg�a twn TND apotèlese o anjr¸pino
 egkèfalo
, h leitour-g�a tou kai oi dunatìthtè
 tou. O anjr¸pino
 egkèfalo
 e�nai èna
 polÔploko
 mh-grammikì
kai par�llhlo
 upologist 
. 'Eqei thn ikanìthta na ektele� ergas�e
 ìpw
 h anagn¸rishprotÔpwn kai o èlegqo
 mhqan¸n kai genikìtera na antilamb�netai polÔ grhgorìtera apìopoiond pote upologist , par� to gegonì
 ìti oi yhfiakè
 pÔle
 leitourgoÔn se ep�pedonanodeuterolèptwn en¸ ta biologik� neurik� sust mata se qiliost� tou deuterolèptou. E-piplèon, o anjr¸pino
 egkèfalo
 èqei thn ikanìthta na maja�nei, na apomnhmoneÔei kai nagenikeÔei, stoiqe�a pou od ghsan se èreuna gia thn algorijmik  montelopo�hsh twn biolo-gik¸n neurik¸n susthm�twn.Upolog�zetai ìti up�rqoun neur¸ne
 pl jou
 t�xh
 10 − 500 disekatommur�wn stonanjr¸pino egkèfalo me 60 trisekatommÔria sun�yei
. Oi neur¸ne
 organ¸nontai se per�pou
1000 kentrikè
 om�de
 k�je mia ek twn opo�wn èqei per�pou 500 neurwnik� d�ktua. Pro
to parìn e�nai adÔnato na montelopoi soume pragmatik� ton anjr¸pino egkèfalo. Wstìso,e�nai efikt  h montelopo�hsh mikr¸n teqnht¸n neurwnik¸n diktÔwn (TND) me stìqo thnep�lush sugkekrimènwn problhm�twn. Me ton trìpo autì mporoÔme na epilÔsoume k�poiaprobl mata me TND pou perior�zontai apì ti
 dunatìthte
 th
 sÔgqronh
 upologistik 
isqÔo
 kai tou apojhkeutikoÔ q¸rou.



2.2 Eisagwg  sta Teqnht� Neurwnik� D�ktua 37Ta basik� domik� stoiqe�a twn biologik¸n neurik¸n susthm�twn e�nai ta neurik� kÔttarapou onom�zontai neur¸ne
. 'Ena
 neur¸na
 apotele�tai apì èna kuttarikì s¸ma, dendr�te
kai ènan �xona. Oi neur¸ne
 e�nai mazik� diasundedemènoi, kai h sÔndesh g�netai metaxÔtou �xona enì
 neur¸na kai enì
 dendr�th enì
 �llou neur¸na. H sÔndesh aut  kale�taisÔnayh. Ta s mata metafèrontai apì tou
 dendr�te
 mèsw tou kuttarikoÔ s¸mato
 ston�xona apì ton opo�o sth sunèqeia metabib�zontai pro
 ìlou
 tou
 sundedemènou
 dendr�te
.'Ena s ma ìmw
 metad�detai ston �xona enì
 neur¸na mìno an {purodot sei} to kÔttaro.'Ena
 neur¸na
 mpore� e�te na perior�sei e�te na prowj sei èna s ma.'Ena
 teqnhtì
 neur¸na
 e�nai montèlo enì
 biologikoÔ neur¸na. K�je teqnhtì
 neu-r¸na
 lamb�nei s mata apì to perib�llon   �llou
 teqnhtoÔ
 neur¸ne
. Ta eiserqìmenas mata e�te perior�zontai e�te aux�nontai mèsw arnhtik¸n   jetik¸n arijmhtik¸n bar¸n poususqet�zontai me k�je sÔndesh pro
 ton teqnhtì neur¸na. H purodìthsh enì
 teqnhtoÔneur¸na kai h isqÔ
 tou exerqìmenou s mato
 elègqontai mèsw mia
 sun�rthsh
 pou kale�taisun�rthsh energopo�hsh
. O teqnhtì
 neur¸na
 sugkentr¸nei ìla ta eiserqìmena s matakai upolog�zei to eiserqìmeno s ma tou diktÔou w
 sun�rthsh twn antisto�qwn bar¸n. Tos ma tou diktÔou e�nai h e�sodo
 th
 sun�rthsh
 energopo�hsh
 apì thn opo�a upolog�zetaito s ma exìdou tou teqnhtoÔ neur¸na.'Ena teqnhtì neurwnikì d�ktuo (TND) e�nai èna diastrwmatomèno d�ktuo teqnht¸n neu-r¸nwn. 'Ena TND mpore� na apotele�tai apì èna str¸ma eisìdou, kruf� str¸mata kai ènastr¸ma exìdou. Oi teqnhto� neur¸ne
 enì
 str¸mato
 sundèontai pl rw
   merik¸
 me tou
neur¸ne
 tou epìmenou str¸mato
. E�nai ep�sh
 dunat  h an�drash dhlad  h sÔndesh pro
ta prohgoÔmena str¸mata.'Eqoun anaptuqje� di�foroi tÔpoi TND, ìpw
1. TND monostrwmatik�, ìpw
 ta Hopfield TND,2. TND polustrwmatik� emprìsjia
 trofodìthsh
, metaxÔ twn opo�wn e�nai ta tupik�d�ktua backpropagation, functional link kai ta product unit d�ktua,3. temporal TND, ìpw
 ta Elman kai Jordan apl� recurrent d�ktua all� kai ta d�ktuaqronik 
 ustèrhsh
 (time-delay),4. ta self-organizing TND,5. sunduasmèna d�ktua emprìsjia
 trofodìthsh
 kai self-organizing d�ktua, ìpw
 ta ra-
dial basis function d�ktua kai �lla.Auto� oi tÔpoi TND èqoun qrhsimopoihje� se èna meg�lo eÔro
 efarmog¸n parousi�zon-ta
 apotelesmatikìthta kai apodotikìthta sthn ep�lush polÔplokwn problhm�twn. Merikè
kl�sei
 efarmog¸n twn TND e�nai oi akìlouje
.1. Omadopo�hsh, ìpou stìqo
 e�nai h prìbleyh th
 om�da
 sthn opo�a an kei èna prìtupo.2. Susqètish protÔpwn, ìpou stìqo
 e�nai h paragwg  tou protÔpou pou sqet�zetaikalÔtera me èna dojèn prìtupo.3. Sumpl rwsh protÔpwn, ìpou stìqo
 e�nai h sumpl rwsh ellip¸n tmhm�twn dojèntwnprotÔpwn.4. Beltistopo�hsh, pou stoqeÔei sthn eÔresh twn bèltistwn tim¸n twn paramètrwn enì
probl mato
 beltistopo�hsh
.5. 'Elegqo
, ìpou dojènto
 enì
 protÔpou prote�netai h katallhlìterh enèrgeia.6. Prosèggish sunart sewn kai montelopo�hsh qronoseir¸n, ìpou stìqo
 e�nai h ekm�-jhsh twn sunarthsiak¸n sqèsewn metaxÔ twn protÔpwn eisìdou kai twn epijumht¸nprotÔpwn exìdou.



38 Eisagwg  sthn Upologistik  NohmosÔnh7. Exìruxh dedomènwn, me stìqo thn anak�luyh krummènwn dom¸n se dedomèna, to opo�oanafèretai kai w
 anak�luyh gn¸sh
.Apì majhmatik  skopi�, èna TND e�nai ousiastik� h ulopo�hsh mia
 mh grammik 
 apei-kìnish
 apì to q¸ro R
I ston R

K , F : R
I 7→ R

K , ìpou ta I,K e�nai oi diast�sei
 tou q¸roueisìdou kai exìdou ant�stoiqa. H sun�rthsh F e�nai sun jw
 mia polÔplokh sun�rthshenì
 sunìlou mh grammik¸n sunart sewn, mia gia k�je neur¸na tou diktÔou.2.2.1 Upologistikì montèlo enì
 neur¸naOi McCulloch kai Pitts sthn melèth [124℄ prìteinan èna duadikì kat¸fli w
 upologistikìmontèlo gia ènan neur¸na. Autì
 o majhmatikì
 neur¸na
 upolog�zei èna �jroisma me b�rhtwn n shm�twn eisìdou, xj , j = 1, 2, . . . , n, kai par�gei mia èxodo y = 1 an to �jroisma e�naimegalÔtero apì èna sugkekrimèno kat¸fli µ, kai mia èxodo y = 0 diaforetik�. Dhlad , hèxodo
 tou neur¸na e�nai
y = θ

( n∑

j=1

wjxj − µ
)
,ìpou θ(·) e�nai mia sun�rthsh kat¸fli, kai wj e�nai to b�ro
 sÔnayh
 pou sqet�zetai methn j−ost  e�sodo. Pollè
 forè
, gia aplìthta tou sumbolismoÔ, to kat¸fli µ jewre�taiw
 èna epiplèon b�ro
 w0 = −µ, to opo�o prosarmìzetai ston neur¸na me mia stajer e�sodo, x0 = 1. Oi McCulloch kai Pitts apèdeixan ìti me kat�llhla epilegmèna b�rh miasÔgqronh rÔjmish tètoiwn neur¸nwn e�nai, kat' arq n, ikan  gia kajolikì upologismì. Tomontèlo twn McCulloch kai Pitts perièqei èna pl jo
 aplousteumènwn upojèsewn pou denekfr�zoun thn pragmatik  sumperifor� twn biologik¸n neur¸nwn. Merikè
 apì autè
 ti
diaforè
 e�nai oi akìlouje
:1. Oi biologiko� neur¸ne
 den apoteloÔn suskeuè
 katwflik 
 leitourg�a
 all� èqoundiabajmizìmenh antapìkrish (ousiastik� h èxodì
 tou
 e�nai mia mh grammik  sun�rthshtwn eisìdwn tou
),2. oi biologiko� neur¸ne
 pragmatopoioÔn èna mh grammikì �jroisma twn eisìdwn kai e�naise jèsh na pragmatopoi soun kai logik  epexergas�a,3. oi biologiko� neur¸ne
 par�goun mia seir� palm¸n kai ìqi mìno mia apl  tim  exìdou,4. oi biologiko� neur¸ne
 enhmer¸nontai asÔgqrona.Wstìso, to montèlo neur¸nwn twn McCulloch kai Pitts xek�nhse mia nèa epoq  gia taupologistik� montèla twn neurwnik¸n diktÔwn. To parap�nw montèlo neur¸na genikeÔthkeme p�ra polloÔ
 trìpou
. Mia profan 
 gen�keus  tou e�nai h qr sh sunart sewn energo-po�hsh
 diaforetik¸n apì to kat¸fli, ìpw
 gia par�deigma, h merik¸
 grammik  sun�rthsh,h sigmoeid 
 kai h sun�rthsh tou Gauss. H sigmoeid 
 e�nai h pio suqn� qrhsimopoioÔmenhsun�rthsh sta TND, kaj¸
 e�nai austhr� aÔxousa kai parousi�zei omalìthta kai asumptw-tikè
 idiìthte
. H tupik  sigmoeid 
 sun�rthsh e�nai h logistik  sun�rthsh, pou or�zetaiw


g(x) =
1

(1 + exp(−λ1x))
,ìpou λ1 e�nai h par�metro
 kl�sh
 th
 sun�rthsh
.



2.2 Eisagwg  sta Teqnht� Neurwnik� D�ktua 392.2.2 Arqitektonik  enì
 TeqnhtoÔ NeurwnikoÔ DiktÔouH sÔndesh poll¸n neur¸nwn metaxÔ tou
 apotele� èna TND. Ta TND mporoÔn najewrhjoÔn w
 kateujunìmenoi gr�foi me b�rh sta opo�a oi kìmboi e�nai teqnhto� neur¸ne
kai oi kateujunìmene
 akmè
 (me b�rh) e�nai sundèsei
 apì ti
 exìdou
 twn neur¸nwn sti
eisìdou
 twn neur¸nwn. An�loga me ton trìpo sÔndesh
 twn neur¸nwn (arqitektonik ), taTND mporoÔn na omadopoihjoÔn se dÔo meg�le
 kathgor�e
:(a) ta TND emprìsjia
 trofodìthsh
, sta opo�a den up�rqoun kleisto� brìgqoi stogr�fo, kai(b) sta feedback (recurrent) TND, sta opo�a up�rqoun kleisto� brìqoi pro
 ta p�swtrofodìthsh
.H pio koin  oikogèneia TND emprìsjia
 trofodìthsh
 e�nai ta strwmatopoihmèna d�-ktua (layered networks) sta opo�a oi neur¸ne
 organ¸nontai se str¸mata me sundèsei
austhr� apì èna str¸ma se èna �llo. Genikìtera, ìla ta d�ktua pou den perièqoun klei-stoÔ
 brìgqou
 mporoÔn na anadiataqjoÔn se morf  strwmatopoihmènwn diktÔwn prìsjia
trofodìthsh
 (ìqi apara�thta pl rw
 diasundedemènwn). Ta tupik� d�ktua aut 
 th
 kath-gor�a
 e�nai ta monostrwmatik� perceptrons, ta polustrwmatik� perceptrons kai ta Radial
Basis Function d�ktua. Ant�stoiqa, ta tupik� d�ktua th
 kathgor�a
 twn feedback diktÔwne�nai ta Competitive d�ktua, ta d�ktua Hopfield kai ta Kohonen’s SOMs.Diaforetikè
 sundèsei
 twn diktÔwn odhgoÔn se diaforetik  sumperifor�. Genik�, ta d�-ktua prìsjia
 trofodìthsh
 e�nai statik� d�ktua, dhlad , doje�sh
 mia
 eisìdou, par�gounmìno èna sÔnolo tim¸n exìdou kai ìqi mia akolouj�a tim¸n. Ta d�ktua prìsjia
 trofodìth-sh
 den èqoun mn mh me thn ènnoia ìti h apìkrish tou diktÔou se mia e�sodo e�nai anex�rththapì thn prohgoÔmenh kat�stash tou diktÔou. Mia exa�resh apoteloÔn ta d�ktua prìsjia
trofodìthsh
 qronik 
 ustèrhsh
 (time delay feedforward networks) sta opo�a h dunamik parousi�zetai lìgw twn diaforetik¸n paragìntwn ustèrhsh
 twn neur¸nwn sto d�ktuo.Ta recurrent d�ktua e�nai ousiastik� dunamik� sust mata. Me thn parous�ash enì
 nèouprotÔpou eisìdou, upolog�zontai oi èxodoi twn neur¸nwn. Lìgw twn sundèsewn pro
 ta p�swtrofodìthsh
, oi e�sodoi se k�je neur¸na tropopoioÔntai, gegonì
 pou odhge� to d�ktuose mia nèa kat�stash. H diadikas�a aut  epanalamb�netai mèqri thn sÔgklish. Auto� oidÔo diaforetiko� tÔpoi diktÔwn apaitoÔn diaforetik� majhmatik� ergale�a gia thn diaqe�ris tou
, ìpw
 gia par�deigma h qr sh diaforik¸n exis¸sewn gia thn perigraf  twn dunamik¸nsusthm�twn.Oi diaforetikè
 arqitektonikè
 diktÔwn apaitoÔn kai diaforetikoÔ
 algor�jmou
 ekpa�-deush
. Sthn par�grafo pou akolouje� d�nontai ta basik� stoiqe�a th
 diadikas�a
 ekpa�-deush
 twn TND.2.2.3 Ekpa�deush twn Teqnht¸n Neurwnik¸n DiktÔwnH ikanìthta m�jhsh
 e�nai èna jemeli¸de
 qarakthristikì th
 eufuòa
. Parìti h ènnoiath
 ekpa�deush
 e�nai suqn� dÔskolo na apodoje�, h diadikas�a ekpa�deush
 upì to pla�siotwn TND mpore� na perigrafe� w
 to prìblhma enhmèrwsh
 th
 arqitektonik 
 tou diktÔoukai twn bar¸n twn sundèse¸n tou me tètoio trìpo ¸ste to d�ktuo na mpore� na apod¸seiapotelesmatik� èna sugkekrimèno èrgo. Tupik�, h ekpa�deush twn TND pragmatopoie�taime dÔo trìpou
. K�poie
 forè
 ta b�rh mporoÔn na tejoÔn a priori apì ton sqediast tou diktÔou mèsw kat�llhlh
 je¸rhsh
 tou probl mato
 pro
 ep�lush. Wstìso, ti
 pe-rissìtere
 forè
 to d�ktuo prèpei na {m�jei} ta b�rh twn sundèse¸n tou apì èna dojènsÔnolo protÔpwn ekpa�deush
. H belt�wsh th
 apìdosh
 epitugq�netai me to qrìno mèswepanalambanìmenh
 ananèwsh
 twn bar¸n tou diktÔou. H dunatìthta twn TND autìma-th
 ekm�jhsh
 apì parade�gmata apotele� èna apì ta megalÔtera pleonekt mat� tou
 se



40 Eisagwg  sthn Upologistik  NohmosÔnhsqèsh me ta paradosiak� expert systems, kaj¸
 den qrei�zetai o kajorismì
 enì
 sunìloukanìnwn gia thn apodotik  leitourg�a tou
.Up�rqoun trei
 basiko� trìpoi ekpa�deush
,(a) h ekpa�deush me ep�bleyh,(b) h ekpa�deush qwr�
 ep�bleyh kai(g) h ubridik  ekpa�deush.Sthn ekpa�deush me ep�bleyh, parèqetai sto d�ktuo èna sÔnolo protÔpwn gia ekpa�deushme ti
 ant�stoiqe
 swstè
 apokr�sei
 tou diktÔou. Sthn per�ptwsh aut  ta b�rh kajor�-zontai me tètoio trìpo ¸ste to d�ktuo na mpore� na par�gei exìdou
 ìso to dunatìn piokont� sti
 gnwstè
 orjè
 apokr�sei
. H reinforcement ekpa�deush e�nai eidik  per�ptwshth
 ekpa�deush
 me ep�bleyh, kat� thn opo�a parèqontai sto d�ktuo ìqi oi swstè
 èxodoiall� kr�sei
 w
 pro
 thn orjìthta twn apokr�se¸n tou. Antijètw
, h ekpa�deush qwr�
ep�bleyh den apaite� thn susqètish swst¸n exìdwn me ti
 ant�stoiqe
 timè
 eisìdou tou su-nìlou protÔpwn ekpa�deush
, all� melet� thn upoke�menh dom  twn dedomènwn eisìdou   ti
susqet�sei
 metaxÔ twn protÔpwn eisìdou kai organ¸nei ta prìtupa se kathgor�e
 an�logame autè
 ti
 susqet�sei
. H ubridik  ekpa�deush sundu�zei thn ekpa�deush me ep�bleyh kaiqwr�
 ep�bleyh. Tupik�, mia analog�a bar¸n tou diktÔou kajor�zontai qrhsimopoi¸nta
 thnekpa�deush me ep�bleyh en¸ ta upìloipa kajor�zontai apì thn qwr�
 ep�bleyh ekpa�deush.Anaforik� me thn ekpa�deush me ep�bleyh twn TND, up�rqoun tr�a jemeli¸dh kai pra-ktik� zht mata pou melet¸ntai kai e�nai h mègisth ikanìthta tou diktÔou na m�jei apì taprìtupa ekpa�deush
, to pl jo
 twn protÔpwn pou apaitoÔntai gia thn ekpa�deush kai hapaitoÔmenh poluplokìthta qrìnou gia thn ekpa�deush tou diktÔou. To pr¸to z thma a-for� sto an h pragmatik  lÔsh perièqetai sto sÔnolo twn lÔsewn pou to d�ktuo mpore� naparèqei, dhlad  an up�rqei ston efiktì q¸ro lÔsewn tou diktÔou. To prìblhma autì e�naiarket� dÔskolo kai paramènei anoiktì se arketè
 peript¸sei
 ekpa�deush
. H ikanìthtaprosèggish
 twn TND prìsjia
 trofodìthsh
 èqei melethje� arket� kai èna apì ta piojemeli¸dh apotelèsmata aut¸n twn ereun¸n e�nai ìti ta tupik� d�ktua prìsjia
 trofodì-thsh
 me èna mìno krufì str¸ma mporoÔn na prosegg�soun opoiad pote suneq  sun�rthshomoiìmorfa se opoiod pote sumpagè
 sÔnolo kai opoiad pote metr simh sun�rthsh se o-poiod pote epijumhtì bajmì akr�beia
 [73, 215℄. Dustuq¸
, oi perissìtere
 jewrhtikè
melète
 agnooÔn to prìblhma ekpa�deush
, dhlad  an up�rqei mèjodo
 ikan  na ekpaideÔseita b�rh tou diktÔou apì empeirikè
 parathr sei
 twn apeikon�sewn.To deÔtero z thma pou afor� sthn poluplokìthta tou sunìlou protÔpwn ekpa�deush
,kajor�zei twn arijmì twn protÔpwn pou e�nai apara�thta gia thn ekpa�deush tou diktÔou¸ste na e�nai egguhmènh h gen�keus  tou. H Ôparxh polÔ l�gwn protÔpwn ekpa�deush
mpore� na prokalèsei prìblhma over-fitting kat� to opo�o to d�ktuo apod�dei kal� sto sÔnoloekpa�deush
 all� �sqhma se anex�rthta prìtupa elègqou ta opo�a wstìso an koun sthn�dia katanom  me to sÔnolo ekpa�deush
.To tr�to z thma afor� sthn upologistik  poluplokìthta tou algor�jmou ekpa�deush
pou qrhsimopoie�tai gia thn ekt�mhsh mia
 lÔsh
 apì to sÔnolo twn protÔpwn ekpa�deush
.Up�rqoun tèsseri
 basiko� tÔpoi kanìnwn ekpa�deush
:(a) oi kanìne
 diìrjwsh
 sf�lmato
 (error-correction),(b) oi kanìne
 Boltzmann,(g) oi kanìne
 Hebbian kai(d) oi kanìne
 competitive learning.
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 parap�nw tÔpou
, oi kanìne
 diìrjwsh
 sf�lmato
 e�nai oi plèon qrhsimo-poioÔmenoi gia polustrwmatik� TND prìsjia
 trofodìthsh
 ta opo�a ja qrhsimopoihjoÔnsta epìmena kef�laia gia thn ep�lush problhm�twn kruptan�lush
.Genik�, sthn ekpa�deush me ep�bleyh d�netai sto d�ktuo h epijumht  èxodo
 gia k�jee�sodo. Kat� th diadikas�a th
 ekpa�deush
, h pragmatik  èxodo
, y, pou par�getai apìto d�ktuo mpore� na diafèrei apì thn epijumht  èxodo, d. H basik  arq  twn kanìnwnekpa�deush
 diìrjwsh
 sf�lmato
 e�nai h qr sh tou sf�lmato
 (d − y) gia thn metabol twn bar¸n tou diktÔou me tètoio trìpo ¸ste to sf�lma autì stadiak� na meiwje�.Gia par�deigma, o kanìna
 ekpa�deush
 tou perceptron bas�zetai sthn arq  th
 diìr-jwsh
 tou sf�lmato
. 'Ena d�ktuo perceptron apotele�tai apì ènan neur¸na me metablht�b�rh, wj , j = 1, 2, . . . , n, kai kat¸fli µ. Dojènto
 enì
 dianÔsmato
 x = (x1, x2, . . . , xn)⊤,h e�sodo
 tou diktÔou e�nai
v =

n∑

j=1

wjxj − µ.H èxodo
 y tou perceptron e�nai (+1) an v > 0, kai 0 alli¸
. Se èna prìblhma kathgo-riopo�hsh
 se dÔo kl�sei
, to perceptron antistoiqe� èna prìtupo eisìdou se mia kl�sh an
y = 1, kai sthn �llh kl�sh an y = 0. H grammik  ex�swsh

n∑

j=1

wjxj − µ = 0,or�zei to sÔnolo sunoriak¸n tim¸n (èna uperep�pedo ston n-di�stato q¸ro eisìdwn) to opo�odiaire� to q¸ro se dÔo tm mata.O Rosenblatt [179℄ anèptuxe mia diadikas�a ekpa�deush
 gia ton kajorismì twn bar¸nkai tou katwflioÔ se èna perceptron, dojènto
 enì
 sunìlou protÔpwn ekpa�deush
. Hdiadikas�a aut  perigr�fetai ston P�naka 2.7.
Πίνακας 2.7: Η διαδικασία εκπαίδευσης ενός δικτύου perceptron.1. Arqikopo�hse ta b�rh kai to kat¸fli se mikrè
 tuqa�e
 timè
.2. D¸se w
 e�sodo sto d�ktuo èna di�nusma eisìdou (x1, x2, . . . , xn)T , kai upolì-gise thn èxodo tou neur¸na.3. Enhmèrwse ti
 timè
 twn bar¸n sÔmfwna me thn sqèsh

wj(t + 1) = wj(t) + η(d − y)xj ,ìpou d e�nai h epijumht  èxodo
, t e�nai o arijmì
 twn epanal yewn, kai η (0 <
η < 1) e�nai to m ko
 tou b mato
.H ekpa�deush pragmatopoie�tai mìno ìtan up�rqei sf�lma apì to d�ktuo. O Rosen-

blatt apèdeixe ìti an ta prìtupa eisìdou e�nai apì dÔo grammik� anex�rthte
 kl�sei
, tìteh diadikas�a ekpa�deush
 tou perceptron ja sugkl�nei met� apì peperasmèno arijmì epana-l yewn (Je¸rhma sÔgklish
 tou perceptron). 'Eqoun protaje� pollè
 parallagè
 autoÔtou algor�jmou ekpa�deush
 [71℄. Ep�sh
 mporoÔn na qrhsimopoihjoÔn �lle
 sunart sei
energopo�hsh
 pou odhgoÔn se diaforetik� qarakthristik� ekpa�deush
. Wstìso, èna pe-
rceptron enì
 mìno str¸mato
 mpore� na diaqwr�sei mìno grammik� diaqwr�sima prìtupa,



42 Eisagwg  sthn Upologistik  NohmosÔnhefìson qrhsimopoie� mia monìtonh sun�rthsh energopo�hsh
. Mia mh-monìtonh sun�rthshenergopo�hsh
, ìpw
 gia par�deigma h sun�rthsh Gauss, mpore� na diamorf¸sei mh-grammik�sunoriak� sÔnola.O algìrijmo
 ekpa�deush
 th
 opisjodromik 
 met�dosh
 tou sf�lmato
 (backpropagation),o opo�o
 e�nai apì tou
 plèon diadedomènou
 algor�jmou
 ekpa�deush
 TND an kei ep�sh
sthn kathgor�a diìrjwsh
 sf�lmato
.2.2.4 Polustrwmatik� Teqnht� Neurwnik� D�ktua prìsjia
 tro-fodìthsh
Ta polustrwmatik� TND prìsjia
 trofodìthsh
 e�nai ta pio suqn� qrhsimopoioÔmenaTND. 'Ena d�ktuo prìsjia
 trofodìthsh
 e�nai èna d�ktuo me akuklikè
 kai monìdrome
kateujunìmene
 sundèsei
 metaxÔ twn neur¸nwn, kai sto opo�o oi neur¸ne
 mporoÔn naomadopoihjoÔn se str¸mata. Kat� sunèpeia, h topolog�a tou diktÔou mpore� na perigrafe�me mia seir� akèraiwn arijm¸n pou anaparistoÔn to pl jo
 twn neur¸nwn pou an koun stoant�stoiqo str¸ma.'Eqei apodeiqje� ìti ta polustrwmatik� d�ktua prìsjia
 trofodìthsh
 e�nai ikan� nadiamorf¸soun opoiad pote sÔnjeta sunoriak� fr�gmata kai na anaparast soun k�je su-n�rthsh Boole [140℄. Ep�sh
 èqei apodeiqje� ìti èna d�ktuo prìsjia
 trofodìthsh
 meèna krufì str¸ma kai ènan stajerì arijmì neur¸nwn sto krufì str¸ma, èqei èna kat¸-tero fr�gma sto bajmì prosèggish
 opoiasd pote sun�rthsh
 [165℄. To prìblhma touk�tw fr�gmato
 mpore� na exaleifje� an qrhsimopoihjoÔn perissìtera kruf� str¸mata. Oi
Mairov kai Pinkus sthn ergas�a [165℄ apèdeixan ìti ston monadia�o kÔbo ston q¸ro R

nopoiad pote suneq 
 sun�rthsh mpore� na proseggiste� omoiìmorfa, w
 pro
 opoiod potesf�lma qrhsimopoi¸nta
 èna d�ktuo me dÔo kruf� str¸mata kai 2n + 1 neur¸ne
 sto pr¸tostr¸ma kai 4n + 3 neur¸ne
 sto deÔtero str¸ma. Epiplèon, o Anthony sthn ergas�a [9℄apèdeixe ìti up�rqei èna d�ktuo me dÔo str¸mata kai sun�rthsh energopo�hsh
 to kat¸fliikanì na upolog�sei opoiad pote sun�rthsh Boole.H an�ptuxh tou algor�jmou ekpa�deush
 th
 opisjodromik 
 met�dosh
 tou sf�lma-to
 (backpropagation) gia ta polustrwmatik� d�ktua prìsjia
 trofodìthsh
 katèsthse tad�ktua aut� w
 ta plèon gnwst� apì ìla ta d�ktua.Genik�, èna tupikì TND prìsjia
 trofodìthsh
 me L str¸mata, apotele�tai apì ènastr¸ma eisìdou, L − 1 kruf� (endi�mesa) str¸mata, kai èna str¸ma exìdou, me neur¸ne
oi opo�oi e�nai diadoqik� sundedemènoi (pl rw
   merik¸
) me prìsjia kateÔjunsh, qwr�
sundèsei
 metaxÔ twn neur¸nwn tou �diou str¸mato
 kai qwr�
 sundèsei
 an�drash
 metaxÔtwn strwm�twn. Sumbol�zoume me w
(l)
ij to b�ro
 th
 sÔndesh
 metaxÔ tou i-ostoÔ neur¸natou str¸mato
 (l − 1) kai tou j-ostoÔ neur¸na tou str¸mato
 l. O stìqo
 enì
 algo-r�jmou ekpa�deush
 e�nai o prosdiorismì
 twn bar¸n tou diktÔou me tètoio trìpo ¸ste naelaqistopoie�tai mia sugkekrimènh sun�rthsh kìstou
.'Estw {(x(1),d(1)), (x(2),d(2)), . . . , (x(p),d(p))} èna sÔnolo p protÔpwn ekpa�deush
 (dh-lad  zeÔgh eisìdwn - exìdwn), ìpou x(i) ∈ R

n e�nai to di�nusma eisìdou ston n-di�statoq¸ro, kai d(i) ∈ [0, 1]m e�nai to epijumhtì di�nusma exìdou ston m-di�stato uperkÔbo. Sepeript¸sei
 problhm�twn kathgoriopo�hsh
 to m t�jetai �so me to pl jo
 twn kl�sewn.H tetragwnik  sun�rthsh sf�lmato
, h opo�a sun jw
 qrhsimopoie�tai gia ta TND sthnbibliograf�a, or�zetai w

E =

1

2

p∑

i=1

∥∥y(i) − d(i)
∥∥2

.H algìrijmo
 th
 opisjodromik 
 met�dosh
 tou sf�lmato
 e�nai mia mèjodo
 me�wsh
 th
kl�sh
 gia thn elaqistopo�hsh th
 parap�nw sun�rthsh
 kìstou
, kai mpore� na perigrafe�ìpw
 d�netai ston P�naka 2.8 [76℄.
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Πίνακας 2.8: Ο αλγόριθμος της οπισθοδρομικής μετάδοσης του σφάλματος.1. Arqikopo�hse ta b�rh se mikrè
 tuqa�e
 timè
2. Epèlexe tuqa�a èna prìtupo eisìdou x(µ)3. Met�dwse to s ma mprost� mèsw tou diktÔou4. Upolìgise to δL

i sto str¸ma exìdou, ìpou
δL
i = g′(hL

i )[dµ
i − yL

i ],ìpou to hl
i anaparist� thn e�sodo tou diktÔou ston i-ostì neur¸na tou l-ostoÔstr¸mato
.5. Upolìgise ta ant�stoiqa δ gia ta prohgoÔmena str¸mata metad�donta
 ta sf�l-mata pro
 ta p�sw, dhlad 

δl
i = g′(hl

i)
∑

j

wl+1
ij δl+1

j ,gia l = (L − 1), . . . , 1.6. Ananèwse ta b�rh qrhsimopoi¸nta
 thn sqèsh
∆wl

ji = ηδi7. P gaine sto b ma 2 kai epanèlabe gia to epìmeno prìtupo eisìdou mèqri tosf�lma sto str¸ma exìdou na g�nei mikrìtero apì èna prokajorismèno kat¸fli  mèqri na pragmatopoihje� to mègisto pl jo
 epitrept¸n epanal yewn.
Up�rqoun poll� anoikt� jèmata gia ton sqediasmì twn TND prìsjia
 trofodìthsh
.Merik� apì aut� e�nai h epilog  tou pl jou
 twn strwm�twn pou apaitoÔntai gia èna do-jèn prìblhma, o arijmì
 twn neur¸nwn an� str¸ma kai to kat�llhlo mègejo
 tou sunìlouekpa�deush
 ¸ste na epitrèpei thn kal  gen�keush tou diktÔou. Parìti ta TND prìsjia
trofodìthsh
 me thn mèjodo th
 opisjodromik 
 met�dosh
 tou sf�lmato
 èqoun qrhsimo-poihje� eurèw
 gia probl mata kathgoriopo�hsh
 kai prosèggish
 sunart sewn, up�rqounp�nta pollo� par�gonte
 sqediasmoÔ tou diktÔou pou prèpei na kajoristoÔn me mia mèjododokim 
 kai diìrjwsh
. Gia to lìgo autì, kat� thn ep�lush enì
 probl mato
 me th qr shTND dokim�zontai di�fore
 arqitektonikè
 diktÔou, sÔnola protÔpwn ekpa�deush
 all� kaidiaforetikè
 mèjodoi ekpa�deush
 prokeimènou na doje� mia oloklhrwmènh eikìna gia thnapìdosh twn TND sto sugkekrimèno prìblhma.Ektì
 apì thn tupik  mèjodo th
 opisjodromik 
 met�dosh
 tou sf�lmato
 [181℄ èqounanaptuqje� kai parallagè
 aut 
, ìpw
 h mèjodo
 th
 pro
 ta p�sw met�dosh
 me metablhtìmègejo
 b mato
 [117℄, h mèjodo
 Resilient Backpropagation [176℄ kai h Online Adaptive

Backpropagation [116℄, kaj¸
 kai �lle
 mèjodoi ekpa�deush
 pou bas�zontai sthn me�wshth
 kl�sh th
 sun�rthsh
 kìstou
, ìpw
 h Scaled Conjugate Gradient mèjodo
 [143℄. Ep�-sh
, ta teleuta�a qrìnia axiopoioÔntai shmantik� gia thn ekpa�deush twn TND kai mèjodoipou den apaitoÔn ton upologismì th
 kl�sh
 th
 sun�rthsh
 kìstou
 kai kat� sunèpeia epi-
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 me ìqi tìso {kalè
} majhmatikè
idiìthte
. Oi mèjodoi autè
 e�nai oi mèjodoi ExeliktikoÔ UpologismoÔ.2.3 H Upologistik  NohmosÔnh sthn kruptolog�aTa teleuta�a qrìnia teqnikè
 th
 Upologistik 
 NohmosÔnh
 emfan�zontai ìlo kai piosuqn� sthn episthmonik  perioq  th
 asf�leia
 upologist¸n all� kai sthn polÔ apaithtik perioq  th
 kruptolog�a
 [75℄. Algìrijmoi pou axiopoioÔn mejodolog�e
 proerqìmene
 apìton Exeliktikì Upologismì kai ta Teqnht� Neurwnik� D�ktua èqoun protaje� gia thn an-timet¸pish diafìrwn problhm�twn kruptograf�a
 kai kruptan�lush
, ìpw
 gia par�deigmagia to sqediasmì kai thn an�lush nèwn kruptografik¸n arqètupwn, gia genn trie
 yeudotu-qa�wn arijm¸n mèqri tmhmatik� (block) kruptosust mata, gia thn kruptan�lush klasik¸nkruptosusthm�twn all� kai gia ton entopismì epijetik¸n mot�bwn se d�ktua upologist¸n.Wstìso, par� to auxanìmeno endiafèron th
 episthmonik 
 koinìthta
 gia thn efarmog mejìdwn Upologistik 
 NohmosÔnh
 sthn kruptolog�a up�rqei sto ped�o autì èna sÔnoloanoikt¸n problhm�twn pou prèpei na epilujoÔn.'Ena kr�simo shme�o kat� thn efarmog  mejìdwn ExeliktikoÔ UpologismoÔ sthn krupta-n�lush e�nai o orismì
 twn antikeimenik¸n sunart sewn pou ja qrhsimopoihjoÔn ¸ste naapofeuqje� to prìblhma twn paraplanhtik¸n q¸rwn anaz thsh
 twn lÔsewn (fitness land-
scapes). Oi q¸roi anaz thsh
 lÔsewn twn problhm�twn pou sqet�zontai me ta sÔgqronakruptosust mata e�nai sqedìn kat� kanìna deltoeid  kai h apeuje�a
 efarmog  euretik¸ngia thn anaz thsh se èna tètoio q¸ro den par�gei apara�thta apotelèsmata kalÔtera apìthn tuqa�a anaz thsh.Genikìtera, mia shmantik  apa�thsh gia mia euretik  mèjodo beltistopo�hsh
 e�nai o trì-po
 axiolìghsh
 k�je pijan 
 lÔsh
 tou pro
 ep�lush probl mato
, dhlad  o prosdiorismì
th
 poiìtht�
 th
. Se pollè
 peript¸sei
 h eÔresh kat�llhlou trìpou axiolìghsh
 e�naito pio dÔskolo mèro
 th
 ep�lush
 enì
 sugkekrimènou probl mato
 kai k�poie
 forè
 e�naianèfikto lìgw th
 fÔsh
 tou probl mato
. E�nai idia�tera shmantikì h epilegmènh teqnik axiolìghsh
 mia
 lÔsh
 na parèqei ousi¸dh kai akrib  sÔgkrish metaxÔ dÔo tuqa�wn lÔsewn.Sugkekrimèna, h ènnoia mia
 {kal 
} lÔsh
 e�nai anoÔsia an den e�nai dunatìn na apofanjoÔ-me an mia lÔsh e�nai kalÔterh apì opoiad pote �llh. H mh-Ôparxh mia
 kat�llhlh
 mejìdouekt�mhsh
 sthn per�ptwsh aut  shma�nei ìti o q¸ro
 twn lÔsewn mpore� na jewrhje� w
 miaep�pedh epif�neia me mia mìno koruf  sto shme�o pou br�sketai to bèltisto. Sunep¸
, hefarmog  euretik¸n mejìdwn anaz thsh
 gia ep�lush ja e�nai m�taih kaj¸
 den mpore� nae�nai apotelesmatik .Ta klasik� kruptosust mata pou èqoun kruptanaluje� pl rw
 mèqri s mera, èqoungenik� thn idiìthta ìtan qrhsimopoioÔn kleidi� kruptogr�fhsh
/apokruptogr�fhsh
 poudiafèroun l�go metaxÔ tou
 na par�goun kruptograf mata/apokruptograf mata pou ep�sh
diafèroun l�go metaxÔ tou
. Kat� autìn ton trìpo, bohjoÔn shmantik� ston orismì twnantikeimenik¸n sunart sewn pou metroÔn gia par�deigma thn eggÔthta enì
 dojènto
 keimè-nou me thn agglik  gl¸ssa. Ant�jeta, ta sÔgqrona kruptosust mata den emfan�zoun thnprohgoÔmenh idiìthta kai autì apotele� shmantikì prìblhma kai ait�a th
 sqetik 
 apotuq�-a
 twn efarmog¸n euretik¸n teqnik¸n sta kruptosust mata aut�, kaj¸
 dokim�zonta
 ènakleid� pou èqei 255 swst� duadik� yhf�a apì ta 256, dhlad  kleid� swstì kat� 99, 61%,autì par�gei apokruptografhmèno ke�meno pou moi�zei entel¸
 tuqa�o. To gegonì
 autìofe�letai sto qarakthristikì pou onom�zetai avalanche effect, kat� to opo�o èna krupto-sÔsthma e�nai isqurì ìtan mia mikr  allag  sthn e�sodì tou epifèrei meg�lh allag  sthnèxodì tou kai proèrqetai san idèa apì th jewr�a di�qush
 tou Shannon [190℄.H parap�nw idiìthta twn sÔgqronwn kruptosusthm�twn (avalanche effect), se sundua-smì me thn apa�thsh twn euretik¸n mejìdwn gia ousi¸dh kai akrib  mèjodo ekt�mhsh
 twndiafìrwn pijan¸n lÔsewn sunep�getai ìti h antimet¸pish problhm�twn kruptolog�a
 me
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 ExeliktikoÔ UpologismoÔ e�nai idia�tera dÔskolh lìgw th
 fÔsh
 twn problh-m�twn aut¸n kai exart�tai shmantik� apì thn Ôparxh kai dhmiourg�a kat�llhlh
 mejìdouaxiolìghsh
 twn pijan¸n lÔsewn.Mèqri t¸ra, dÔo kÔrie
 efarmogè
 twn mejìdwn ExeliktikoÔ UpologismoÔ èqoun meleth-je� idia�tera kai e�nai o sqediasmì
 kal¸n gennhtri¸n yeudotuqa�wn arijm¸n kai o sqediasmì

S-boxes gia tmhmatik� (block) kruptosust mata. To pr¸to prìblhma e�nai arket� apathlìkaj¸
 ìle
 oi teqnikè
 pou èqoun ereunhje� bas�zontai sthn qr sh gennhtri¸n me antikeime-nik  sun�rthsh pou metriètai parathr¸nta
 ti
 yeudotuqa�e
 idiìthte
 tm mato
 twn exìdwntou
. Aut  h mèjodo
 mètrhsh
 th
 tuqaiìthta
 ìmw
 e�nai arket� paraplanhtik  kaj¸
 giana e�nai kal  mia genn tria prèpei sun jw
 na èqei mia polÔ makr� per�odo kai sti
 melète
autè
 mpore� kane�
 na parathr sei apotelesmatik� mìno èna mikrì tm ma th
. Ep�sh
, hqr sh aut 
 th
 teqnik 
 mètrhsh
 qarakthr�zetai plèon w
 polÔ periorismènh kur�w
 epei-d  h tuqaiìthta e�nai mia aìristh ènnoia h opo�a den èqei ènan apodotik� metr simo orismì.Autì
 e�nai kai o lìgo
 pou ta teleuta�a qrìnia autì
 o ereunhtikì
 tomèa
 esti�zei sthndhmiourg�a kal¸n gennhtri¸n yeudotuqa�wn arijm¸n gia sugkekrimène
 efarmogè
 ìpou oiapaitoÔmene
 idiìthte
 th
 genn tria
 e�nai gnwstè
 kai eÔkola metr sime
, egkatale�ponta
thn idèa th
 dhmiourg�a
 kal¸n gennhtri¸n gia k�je per�ptwsh.To deÔtero prìblhma se ant�jesh me ìti anamenìtan parousi�zei meg�lh epituq�a. Osqediasmì
 S-boxes e�nai èna kr�simo stoiqe�o gia thn kataskeu  twn tmhmatik¸n (block)kruptosusthm�twn. Kat� thn kataskeu  enì
 nèou block kruptosust mato
 pollo� ereunh-tè
 akoloujoÔn ti
 sust�sei
 twn kruptosusthm�twn Feistel. Ta kruptosust mata Feistele�nai poll� kai mpore� ìqi bèltista all� arket� sjenar�. Apì to prwtarqikì DES mèqri toprìsfato CAST-256, oi perissìteroi sqediastè
 tmhmatik¸n kruptosusthm�twn protimoÔnautoÔ tou e�dou
 ta sq mata lìgw th
 aplìtht�
 tou
, twn kal¸n idiot twn tou
 kai thnsjenarìtht� tou
 pou e�nai egguhmènh apì thn polÔqronh kai exantlhtik  dokim  tou
. Su-nep¸
, h Ôparxh kal¸n algor�jmwn gia thn automatopoihmènh dhmiourg�a S-boxes d�nei thndunatìthta gia automatopoihmènh dhmiourg�a kal¸n nèwn tmhmatik¸n kruptosusthm�twn kaiaut  e�nai h ait�a gia to auxanìmeno endiafèron sto ped�o autì.H qr sh automatopoihmènwn teqnik¸n gia ton sqediasmì kruptografik¸n sunart sewnkai kruptosusthm�twn genikìtera, apotele� èna shmantikì k�nhtro gia thn efarmog  twnmejìdwn Upologistik 
 NohmosÔnh
 sthn kruptograf�a. Ta perissìtera kruptosust mataapoteloÔntai apì sunduasmì enì
 pl jou
 sqetik� apl¸n leitourgi¸n kai èna meg�lo mèro
th
 episthmonik 
 èreuna
 èqei pragmatopoihje� gia ton prosdiorismì kal¸n kruptografi-k¸n idiot twn aut¸n twn leitourgi¸n. Oi automatopoihmène
 euretikè
 teqnikè
 anaz thsh
mporoÔn na efarmostoÔn gia thn gr gorh anaz thsh enì
 meg�lou pl jou
 dunat¸n krupto-grafik¸n leitourgi¸n ¸ste na broun poie
 apì autè
 ikanopoioÔn ti
 epijumhtè
 idiìthte
.H qr sh automatopoihmènwn teqnik¸n gia thn kruptan�lush kruptosusthm�twn e�nai e-p�sh
 polÔ shmantikì k�nhtro gia thn efarmog  twn ereutik¸n mejìdwn ston tomèa autì, ka-j¸
 afaire� thn an�gkh gia anjr¸pinh allhlep�drash me thn diadikas�a anaz thsh
 pou e�naiarket� qronobìra. Lìgw th
 poluplokìthta
 twn kruptosusthm�twn h eÔresh adunami¸nse aut� e�nai genik� ep�pono qeirwnaktikì èrgo kai h diadikas�a axiopo�hsh
 twn adunami¸ntwn kruptosusthm�twn e�nai sp�nia gr gorh kai apl  akìma kai ìtan qrhsimopoioÔntai oiupologistè
 gia thn ulopo�hsh th
 axiopo�hsh
 (ektì
 apì peript¸sei
 kruptosusthm�twnme shmantik� elatt¸mata). Kaj¸
 ìmw
 h isqÔ
 epexergas�a
 twn upologist¸n suneq¸
aux�netai kai ta katanemhmèna upologistik� sust mata g�nontai oloèna kai epikratèstera,automatopoihmène
 teqnikè
 an�lush
 mporoÔn na efarmostoÔn gr gora se meg�lo arijmìpijan¸n lÔsewn ¸ste na apokleistoÔn �mesa {kakè
} upoy fie
 lÔsei
.Tèlo
, oi euretikè
 mèjodoi beltistopo�hsh
 kai h par�llhlh ulopo�hs  tou
 mpore�na belti¸sei dramatik� thn apìdosh kai na aux sei thn sunolik  apotelesmatikìthta me-g�lou eÔrou
 kruptanalutik¸n epijèsewn dhmiourg¸nta
 nèe
 sunduastikè
 mejodolog�e
kruptan�lush
.
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K E F A L A I O 3Kruptograf�a kai Kruptan�lush me mejìdou
ExeliktikoÔ UpologismoÔ
Se autì to kef�laio parousi�zoume th melèth diaforetik¸n problhm�twn kruptograf�a
kai kruptan�lush
 me th qr sh mejìdwn ExeliktikoÔ UpologismoÔ (EU). Arqik�, tèsseraprobl mata kruptograf�a
 klasik¸n kruptosusthm�twn dhmos�ou kleidioÔ metasqhmat�zon-tai se probl mata diakrit 
 beltistopo�hsh
 kai efarmìzontai mèjodoi EU gia thn ep�lus tou
. Sth sunèqeia, h merik  kruptan�lush kruptosusthm�twn Feistel diaforetikoÔ pl -jou
 gÔrwn montelopoie�tai w
 prìblhma beltistopo�hsh
 kai epilÔetai me mejìdou
 EU.Tèlo
, oi mèjodoi EU efarmìzontai gia thn kataskeu  kruptografik� isqur¸n S-boxes.3.1 Exeliktikì
 Upologismì
 kai kruptolog�aW
 prìdromo
 th
 efarmog 
 twn mejìdwn ExeliktikoÔ UpologismoÔ (EU) sthn kru-ptan�lush mporoÔn na jewrhjoÔn oi ergas�e
 twn Peleg kai Rosenfeld [163℄ to 1979, twn

Hunter kai McKenzie [74℄ to 1983, twn Carrol kai Martin [24℄ to 1986 kai twn King kai Bah-
ler [85℄ to 1992. Sti
 ergas�e
 autè
 qrhsimopoi jhkan gia pr¸th for� automatopoihmène
euretikè
 mèjodoi gia kruptan�lush kai pio sugkekrimèna algìrijmoi qal�rwsh
 (relaxation
algorithms) gia thn kruptan�lush kruptografhm�twn apl 
 antikat�stash
. To 1993 oi
Spillman et al. [199, 200℄ kai o Mathews [118℄ eis gagan thn qr sh genetik¸n algor�jmwngia thn ep�lush problhm�twn apl 
 antikat�stash
, met�jesh
 kai knapsack kruptogra-fhm�twn, en¸ ep�sh
 thn �dia qroni� prot�jhke apì tou
 Forsyth kai Safavi-Naini [61℄ hqr sh th
 mejìdou prosomoiwmènh
 anìpthsh
 (simulated annealing) gia thn antimet¸pishkruptografhm�twn apl 
 antikat�stash
.To 1995 o Jakobsen [77℄ prìteine merikè
 aplopoihmène
 teqnikè
 an�bash
 lìfou (hill-
climbing) gia thn ep�lush twn problhm�twn twn ergasi¸n [61,200℄ kai to 1996 oi Vertan kai
Geangala [205℄ qrhsimopo�hsan genetikoÔ
 algor�jmou
 gia thn kruptan�lush tou Merkle–
Hellman kruptosust mato
. Ep�sh
, to 1997 oi Bagnall et al. [11℄ parous�asan mia ep�jeshmìno me kruptogr�fhma (ciphertext-only) gia mia aplopoihmènh ekdoq  tou kruptosust ma-to
 A�nigma (Enigma rotor machine) qrhsimopoi¸nta
 genetikoÔ
 algìrijmou
.To 1998 o A. Clark dhmos�euse thn diatrib  tou [31℄ me t�tlo {Optimization Heuristics
for Cryptology} sthn opo�a eis gage thn qr sh th
 mejìdou apotreptik 
 anaz thsh
 (tabu
search) gia kruptan�lush, sÔgkrine di�fore
 euretikè
 teqnikè
, sumperilambanomènwn twngenetik¸n algor�jmwn, gia thn kruptan�lush klasik¸n kruptosusthm�twn kai apèdeixe ìti hep�jesh sta knapsack kruptograf mata th
 ergas�a
 [199℄  tan ellip 
. Ep�sh
, oi Millan,
A. Clark kai Dawson prìteinan thn kataskeu  sunart sewn Boole me kalè
 kruptografikè
idiìthte
 axiopoi¸nta
 eufue�
 teqnikè
 an�bash
 lìfou kai genetikoÔ
 algìrijmou
 [136�138℄.Suneq�zonta
 thn èreuna twn Millan, A. Clark kai Dawson, oi J. Clark kai Jacob pa-rous�asan to 2000 sthn ergas�a [32℄ mia mejodolog�a me dÔo ep�peda beltistopo�hsh
 gia thdhmiourg�a sunart sewn Boole kai pio prìsfata prìteinan nèe
 teqnikè
 ep�jesh
 se sq ma-ta anagn¸rish
 (identification schemes) qrhsimopoi¸nta
 thn mèjodo th
 prosomoiwmènh
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 EUanìpthsh
 [33℄.To 2001, oi Burnett et al. sthn ergas�a [22℄ sqed�asan ta S-boxes gia to kruptosÔsthma
MARS, to opo�o  tan metaxÔ twn pènte upoy fiwn kruptosusthm�twn AES, qrhsimopoi¸n-ta
 genetikoÔ
 algor�jmou
 kai teqnikè
 an�bash
 lìfou. To 2002 oi Hernández et al.prìteinan mia nèa teqnik  kruptan�lush
 gia to kruptosÔsthma TEA me meiwmèno arijmìgÔrwn, efarmìzonta
 genetikoÔ
 algor�jmou
 [69,70℄. H teqnik  aut  qrhsimopoi jhke ep�-sh
 gia ton diaqwrismì enì
 kruptograf mato
 tmhmatik 
 kruptogr�fhsh
 apì mia tuqa�amet�jesh.Ep�sh
, to 2004, oi J. Clark, Jacob kai Stepney sth melèth [34℄ ìrisan nèe
 sunart sei
kìstou
 gia probl mata kruptograf�a
, en¸ sthn ergas�a [35℄ belt�wsan ton sqediasmìmikr¸n S-boxes me th qr sh th
 mejìdou prosomoiwmènh
 anìpthsh
. Tèlo
, oi Barbieri
et al. periègrayan mia mèjodo gia thn kataskeu  kal¸n grammik¸n kwd�kwn diìrjwsh
sfalm�twn se block morf  (linear block error-correcting codes) pou qrhsimopoie� genetikoÔ
algor�jmou
 [12℄, akolouj¸nta
 thn idèa gia thn dhmiourg�a kwd�kwn me qr sh genetik¸ntwn Dontas kai Jong [47℄.3.2 Probl mata kruptograf�a
 w
 probl mata diakri-t 
 beltistopo�hsh
Sthn paroÔsa enìthta metasqhmat�zoume tèssera probl mata apì to q¸ro th
 krupto-graf�a
 se probl mata diakrit 
 beltistopo�hsh
. Sth sunèqeia jewroÔme dÔo mejìdou
EU, kai pio sugkekrimèna thn mèjodo beltistopo�hsh
 me sm no
 swmatid�wn (BSS) kai thnmèjodo diaforik 
 exèlixh
 (DE), gia thn antimet¸pish tess�rwn problhm�twn [106, 108℄.Ta peiramatik� apotelèsmata de�qnoun ìti o metasqhmatismì
 twn problhm�twn se pro-bl mata diakrit 
 beltistopo�hsh
 diathre� thn poluplokìtht� tou
 kajist¸nta
 dÔskolhgia ti
 mejìdou
 thn exìruxh plhrofori¸n gia th dunamik  twn upì melèth sunart se-wn [106, 108℄. To gegonì
 autì upodeiknÔei ìti èna kr�simo stoiqe�o gia thn efarmog  twnmejìdwn EU sthn kruptan�lush e�nai o orismì
 kat�llhlh
 antikeimenik 
 sun�rthsh
, dh-lad  h apofug  paraplanhtik¸n q¸rwn anaz thsh
 oi opo�oi odhgoÔn se apotelèsmata pouden e�nai kalÔtera apì aut� th
 tuqa�a
 anaz thsh
. To jèma autì epishm�njhke ep�sh
argìtera sthn ergas�a [75℄.To pr¸to sumpèrasma pou sun�getai apì ta peir�mata aut� e�nai ìti, lìgw th
 apodedeig-mènh
 poluplokìthta
 twn kruptografik¸n problhm�twn, ìtan oi mèjodoi EU efarmìzontaisthn kruptan�lush ja prèpei na d�netai idia�terh prosoq  sth dhmiourg�a th
 antikeimenik 
sun�rthsh
 ètsi ¸ste aut  na emperièqei ìso to dunatìn perissìterh plhrofor�a gia topro
 ep�lush prìblhma. To deÔtero sumpèrasma e�nai ìti oi mèjodoi EU, all� kai oi mèjo-doi Upologistik 
 NohmosÔnh
 genikìtera, mporoÔn na qrhsimopoihjoÔn w
 èna gr gorokai praktikì mètro th
 apotelesmatikìthta
 kai th
 axiopist�a
 proteinìmenwn kruptogra-fik¸n susthm�twn. Pio sugkekrimèna, oi mèjodoi autè
 de�qnoun na mporoÔn na entop�soungr gora asjen  kruptografik� sq mata kai kat� sunèpeia mporoÔn na qrhsimopoihjoÔn giaautì to skopì san èna pr¸to mètro sjenarìthta
 prin apì �lle
 pio sÔnjete
 mejìdou
an�lush
 kruptosusthm�twn.3.2.1 Je¸rhsh twn upì melèth problhm�twnTo pr¸to prìblhma pou jewroÔme se aut  thn enìthta proèrqetai apì to prìblhmatou diakritoÔ logar�jmou (PDL), en¸ ta upìloipa tr�a prokÔptoun apì to prìblhma th
paragontopo�hsh
. Pio sugkekrimèna, to pr¸to prìblhma afor� sto prìblhma tou diakritoÔlogar�jmou, to opo�o mpore� na metasqhmatiste� se elaqistopo�hsh th
 sun�rthsh


f : Z
∗
p 7→ {0, 1, . . . , p − 1},



3.2 Probl mata kruptograf�a
 w
 diakrit 
 beltistopo�hsh
 49ìpou
f(x) = αx − β (mod p),

p e�nai èna
 doje�
 pr¸to
 arijmì
, α e�nai o genn tora
 tou sunìlou Z
∗
p kai to β ∈ Z

∗
pep�sh
 d�netai. Sth sunèqeia ja anaferìmaste sto prìblhma th
 elaqistopo�hsh
 th
 su-n�rthsh
 f w
 Prìblhma 1. To olikì el�qisto th
 sun�rthsh
 f e�nai to mhdèn kai oant�stoiqo
 kajolikì
 elaqistopoiht 
 e�nai o diakritì
 log�rijmo
 tou β w
 pro
 b�sh th

α modulo p. Me ton trìpo autì to prìblhma tou diakritoÔ logar�jmou metasqhmat�zetaise prìblhma akèraiou programmatismoÔ se èna fragmèno sÔnolo. O kajolikì
 elaqisto-poiht 
 th
 sun�rthsh
 f e�nai monadikì
 kaj¸
 to α e�nai genn tora
. Shmei¸noume ìtih tim  th
 sun�rthsh
 f gia dojèn x mpore� na upologiste� eÔkola mèsw tou algor�jmouepanalambanìmenou tetragwnismoÔ kai pollaplasiasmoÔ gia ekjetopo�hsh sto q¸ro Zn(square-and-multiply algorithm). Parìti to prìblhma tou diakritoÔ logar�jmou mpore� najewrhje� w
 monodi�stato prìblhma elaqistopo�hsh
, den e�nai èna eÔkolo prìblhma pro
ep�lush. H sun�rthsh f pou par�getai apì to prìblhma tou diakritoÔ logar�jmou parousi�-zei polÔplokh sumperifor�. Epiplèon, h asf�leia twn kruptosusthm�twn pou bas�zontaisto PDL apaite� th qr sh meg�lwn kleidi¸n kruptogr�fhsh
. To mègejo
 twn kleidi¸ne�nai an�logo me to pl jo
 twn yhf�wn tou pr¸tou arijmoÔ p tou PDL. Gia to lìgo autìsthn elaqistopo�hsh th
 sun�rthsh
 f endiaferìmaste perissìtero gia meg�lou
 pr¸tou
arijmoÔ
 p, gegonì
 pou kajist� thn diadikas�a th
 ep�lush
 arket� dÔskolh. 'Ena
 al-gìrijmo
 beltistopo�hsh
 ikanì
 gia thn eÔresh tou olikoÔ elaq�stou th
 sun�rthsh
 fgia meg�lou
 pr¸tou
 arijmoÔ
 p me qamhlì kìsto
, eparke� gia thn kruptan�lush ìlwntwn kruptosusthm�twn pou bas�zontai stou
 ant�stoiqou
 diakritoÔ
 logar�jmou
. Apei-kon�sei
 th
 sun�rthsh
 f gia p = 101, α = 2, β = 34, p = 1009, α = 11, β = 337 kai
p = 2003, α = 5, β = 668, d�nontai sta Sq mata 3.1 kai 3.2 (a) kai (b), ant�stoiqa, ìpou oitimè
 th
 sun�rthsh
 sumbol�zontai me {∗}.
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Σχήμα 3.1: Απεικόνιση της συνάρτησης f(x) = αx − β (mod p), για p = 101, α = 2 και β = 34.To deÔtero prìblhma or�zetai w
 ex 
: dojènto
 enì
 sÔnjetou akèraiou arijmoÔ N , nabreje� èna zeÔgo
 arijm¸n x2 ≡ y2 (mod N), me x ≡/ ± y (mod N). To prìblhma autìe�nai isodÔnamo me thn eÔresh mh-tetrimmènwn paragìntwn tou akera�ou N , kaj¸
 o arijmì

N diaire� to x2 − y2 = (x− y)(x + y), all� den diaire� oÔte to x− y all� oÔte kai to x+ y.Epomènw
, o m.k.d.(x − y,N) e�nai mh-tetrimmèno
 par�gonta
 tou N [130℄.Metasqhmat�zoume to prohgoÔmeno prìblhma se prìblhma diakrit 
 beltistopo�hsh
or�zonta
 thn sun�rthsh elaqistopo�hsh
 F : {1, 2, . . . , N − 1} × {1, 2, . . . , N − 1} 7→
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Σχήμα 3.2: Απεικόνιση της συνάρτησης f(x) = αx − β (mod p), για p = 1009, α = 11 και
β = 337, γύρω από το ολικό ελάχιστο (αριστερά), και για p = 2003, α = 5 και β = 668, γύρω από το
ολικό ελάχιστο (δεξιά)

{0, 1, . . . , N − 1}, me
F (x, y) = x2 − y2 (mod N), (3.1)upì tou
 periorismoÔ
 x 6= ±y (mod N). O periorismì
 x ≡ −y (mod N) mpore� naenswmatwje� sto prìblhma all�zonta
 to ped�o orismoÔ th
 sun�rthsh
. Sthn per�ptwshaut , to prìblhma mei¸netai sthn elaqistopo�hsh th
 sun�rthsh
 g : {2, 3, . . . , (N − 1)/2}×

{2, 3, . . . , (N − 1)/2} 7→ {0, . . . , N − 1}, me
g(x, y) = x2 − y2 (mod N), (3.2)upì ton periorismì x ≡/ y (mod N). Autì e�nai èna didi�stato prìblhma elaqistopo�hsh
kai to kajolikì el�qisto th
 sun�rthsh
 g e�nai to mhdèn. Gia lìgou
 aplìthta
 sthsunèqeia ja kaloÔme to prìblhma elaqistopo�hsh
 th
 sun�rthsh
 g, dhlad  thn eÔreshtou olikoÔ elaqistopoiht  (x∗, y∗) th
 sun�rthsh
 g, upì ton periorismì x ≡/ y (mod N), w
Prìblhma 2. Mia apeikìnish th
 sun�rthsh
 g(x, y) gia N = 11× 13 = 143, d�netai stoSq ma 3.3 (arister�) kai oi iso�ye�
 th
 sun�rthsh
 g gia thn tim  g(x, y) = 0 apeikon�zontaisto Sq ma 3.3 (dexi�).Ep�sh
 jewroÔme ta akìlouja probl mata elaqistopo�hsh
. Or�zoume thn sun�rthsh

h : {1, 2, . . . , N − 1} 7→ {0, 1, . . . , N − 1} , me
h(x) = (x − a)(x − b) (mod N), (3.3)ìpou a, b mh mhdeniko� akèraioi kai x ≡/ a (mod N), x ≡/ b (mod N). Mia per�ptwsh melèth
gia to prìblhma autì e�nai h sun�rthsh

he(x) = (x − 1)(x − 2), (3.4)ìpou x ≡/ 1 (mod N) kai x ≡/ 2 (mod N). Autì e�nai èna prìblhma monodi�stath
 elaqisto-po�hsh
 me olikì el�qisto th
 sun�rthsh
 he e�nai to mhdèn. Sth sunèqeia ja anaferìmastesto prìblhma elaqistopo�hsh
 th
 sun�rthsh
 he(x), upì tou
 periorismoÔ
 x ≡/ 1 (mod N)kai x ≡/ 2 (mod N), w
 Prìblhma 3. Sto Sq ma 3.4 arister� apeikon�zetai h sun�rthsh
he(x) gia mia mikr  tim  tou N = 23 × 29 = 667.Genikìtera mporoÔme na jewr soume thn elaqistopo�hsh th
 sun�rthsh


w(x) = (x − a)(x − b) · · · (x − m) (mod N), (3.5)
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Σχήμα 3.3: Απεικόνιση της συνάρτησης g(x, y) = x2 − y2 (mod N), για N = 143 (αριστερά), και
οι ισοϋψείς της συνάρτησης g(x, y) = x2 − y2 (mod N), για N = 143 στην τιμή 0 (δεξιά).
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Σχήμα 3.4: Απεικόνιση της συνάρτησης he(x) = (x−1)(x−2) (mod N), για N = 667 (αριστερά),
και απεικόνιση της συνάρτησης we(x) = (x + 1)(x − 1)(x − 2) (mod N), για N = 667 (δεξιά).ìpou x ∈ {0, 1, . . . , N − 1} kai x ≡/ {a, b, . . . ,m} (mod N). Ja melet soume thn per�ptwsh

we(x) = (x + 1)(x − 1)(x − 2) (mod N), (3.6)me x ≡/ {−1, 1, 2} (mod N). Ja anaferìmaste sto monodi�stato prìblhma elaqistopo�hsh
th
 sun�rthsh
 we(x) upì tou
 periorismoÔ
 x ≡/ {−1, 1, 2} (mod N) w
 Prìblhma 4.Sto Sq ma 3.4 dexi� apeikon�zetai h sun�rthsh we(x) gia mikr  tim  tou N = 23×29 = 667.3.2.2 Peiramatik  je¸rhsh kai apotelèsmataGia thn antimet¸pish twn tess�rwn problhm�twn elaqistopo�hsh
 pou or�same para-p�nw efarmìsame thn mèjodo BSS kai thn mèjodo DE kai sugkr�name ta apotelèsmat�tou
 me ta ant�stoiqa apotelèsmata pou l�bame me thn efarmog  th
 teqnik 
 th
 apl 
tuqa�a
 anaz thsh
. Gia ta peir�mata qrhsimopoi jhkan h olik  kai h topik  parallag th
 mejìdou BSS me b�ro
 adr�neia
 all� kai me par�gonta periorismoÔ, kaj¸
 kai oi ek-doqè
 DE/rand/1/bin kai DE/best/2/bin th
 mejìdou DE. Gia ti
 ekdoqè
 th
 mejìdou
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 EUBSS qrhsimopoi jhkan oi tupikè
 timè
 paramètrwn pou d�nontai apì thn bibliograf�a th
mejìdou, kai gia thn topik  parallag  dokim�sthke mègejo
 th
 geitoni�
 �so me 1.Anaforik� me thn mèjodo BSS, prokatarktik� peir�mata sta sugkekrimèna probl mataèdeixan ìti h tim  th
 el�qisth
 kai mègisth
 taqÔthta
, Vmin kai Vmax, twn swmatid�wnephre�zei shmantik� th
 apìdosh th
 mejìdou se k�je per�ptwsh. Sugkekrimèna, to k�twfr�gma sthn tim  th
 taqÔthta
 twn swmatid�wn empìdize thn prìwrh sÔgklish th
 mejìdouse topikì akrìtato gia to Prìblhma 1, en¸ to �nw fr�gma sthn tim  th
 taqÔthta
 twnswmatid�wn prost�teue th mèjodo apì th l yh meg�lwn tim¸n twn taqut twn pou odhge�se èkrhxh tou sm nou
 kai katastrof  th
 dunamik 
 th
 mejìdou gia ta Probl mata 2, 3kai 4. Ta pio enjarruntik� apotelèsmata el fjhsan qrhsimopoi¸nta
 thn tim  Vmin = 1gia to Prìblhma 1 kai Vmax = ⌊(UpBound − LoBound)/5⌋, ìpou to UpBound sumbol�zeito �nw ìrio tou ped�ou orismoÔ th
 sun�rthsh
 kai to LoBound sumbol�zei to k�tw ìrio,gia ta Probl mata 2, 3, 4. Dhlad , h tim  th
 mègisth
 taqÔthta
 twn swmatid�wn tèjhkese Vmax = ((N − 7)/10, (N − 7)/10) gia to Prìblhma 2 kai Vmax = (N − 4)/5 gia taProbl mata 3 kai 4 gia ìla ta peir�mata. Oi timè
 twn paramètrwn pou qrhsimopoi jhkangia thn mèjodo DE e�nai F = 0.5 kai CR = 0.5. Se ìle
 ti
 peript¸sei
 oi plhjusmo� twnmejìdwn perior�sthkan mèsa ston efiktì q¸ro lÔsewn tou ant�stoiqou probl mato
.Gia thn elaqistopo�hsh th
 sun�rthsh
 f (Prìblhma 1), h apìdosh twn mejìdwn mele-t jhke gia pr¸tou
 arijmoÔ
 p, sto di�sthma [1009, 1000003]. Gia k�je pr¸to arijmì p poujewr jhke, pragmatopoi jhkan 100 anex�rthta peir�mata kai ta ant�stoiqa apotelèsmataparousi�zontai ston P�naka 3.1. Anaforik� me ton sumbolismì pou qrhsimopoie�tai ston p�-naka, o sumbolismì
 BSSOB antistoiqe� sthn olik  parallag  th
 mejìdou BSS me b�ro
adr�neia
, to BSSOP e�nai h olik  parallag  th
 mejìdou BSS me par�gonta periorismoÔ,to BSSTB e�nai h topik  parallag  th
 mejìdou me b�ro
 adr�neia
, to BSSTP e�nai htopik  parallag  th
 mejìdou me par�gonta periorismoÔ, to DE1 antistoiqe� sthn ekdoq 
DE/rand/1/bin th
 mejìdou DE kai to DE2 sthn ekdoq  DE/best/2/bin th
 mejìdouDE. Ta apotelèsmata th
 teqnik 
 tuqa�a
 anaz thsh
 sumbol�zontai w
 TA.'Ena pe�rama jewre�tai epituqè
 an h mèjodo
 entop�zei ton kajolikì elaqistopoiht qrhsimopoi¸nta
 sunarthsiakoÔ
 upologismoÔ
 ligìterou
   �sou
 me èna prokajorismènoìrio. Gia to Prìblhma 1, jewr same dÔo diaforetik� kat¸flia sunarthsiak¸n upologism¸n,
log2

2 p kai log3
2 p, ant�stoiqa.Gia to Prìblhma 1, ta posost� epituq�a
 gia k�je mèjodo, dhlad  o arijmì
 twn peiram�-twn sta opo�a h mèjodo
 entìpise ton kajolikì elaqistopoiht  entì
 twn prokajorismènwnor�wn sunarthsiak¸n upologism¸n d�nontai ston P�naka 3.1. Apì thn analog�a c% twnposost¸n epituq�a
 pou parousi�zontai, e�nai safè
 ìti to PDL mpore� na sp�sei an qrh-simopoihjoÔn sunarthsiako� upologismo� pl jou
 100/c forè
 ep� to ant�stoiqo kat¸fli.Ta peiramatik� apotelèsmata de�qnoun ìti to fr�gma twn log2

2 p sunarthsiak¸n upolo-gism¸n den epitrèpei sti
 mejìdou
 na entop�soun ton kajolikì elaqistopoiht , kaj¸
 taposost� epituq�a
 e�nai idia�tera qamhl� gia ìle
 ti
 parallagè
 twn mejìdwn akìma kaigia thn tuqa�a anaz thsh. 'Otan to fr�gma twn sunarthsiak¸n upologism¸n aux�netai se
log3

2 p, ta posost� epituq�a
 twn mejìdwn aux�noun arket� gia mikroÔ
 pr¸tou
 arijmoÔ
kai mei¸nontai proodeutik� kaj¸
 to mègejo
 twn pr¸twn arijm¸n pou melet¸ntai aux�nei.Gia thn elaqistopo�hsh th
 sun�rthsh
 g (Prìblhma 2), h apìdosh twn mejìdwn me-let jhke gia di�fore
 timè
 tou akera�ou N , metaxÔ twn tim¸n N = 199 × 211 = 41989kai N = 691 × 701 = 484391. Gia k�je diaforetik  tim  tou akera�ou N pou melet -jhke, ektelèsthkan 100 anex�rthta peir�mata. Ta ant�stoiqa apotelèsmata d�nontai stonP�naka 3.2.Gia ta probl mata 2, 3 kai 4 to ìrio twn prokajorismènwn sunarthsiak¸n upologism¸npou mpore� na qrhsimopoi sei k�je mèjodo
 gia ton entopismì tou kajolikoÔ elaqistopoiht tèjhke �so me ton plhj�rijmo twn akera�wn pou an koun sto ped�o orismoÔ th
 ant�stoi-qh
 upì melèth sun�rthsh
. Ta posost� epituq�a
 gia k�je mèjodo, dhlad  o arijmì
 twn
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Πίνακας 3.1: Ποσοστά επιτυχίας της κάθε μεθόδου για την ελαχιστοποίηση της συνάρτησης f για
δύο κατώφλια συναρτησιακών υπολογισμών και p = 1009 ως p = 1000003.Posost� epituq�a
 gia sunart. upolog.Mèjodo
 6 log2

2 p 6 log3
2 pBSSOB 7% 61%BSSOP 6% 63%

p = 1009 BSSTB 3% 55%
α = 11 BSSTP 7% 60%
β = 337 DE1 4% 37%DE2 1% 45%TA 15% 68%BSSOB 4% 60%BSSOP 7% 68%
p = 2003 BSSTB 5% 63%
α = 5 BSSTP 6% 63%
β = 668 DE1 5% 23%DE2 1% 24%TA 9% 46%BSSOB 3% 20%BSSOP 2% 21%
p = 3001 BSSTB 3% 17%
α = 14 BSSTP 2% 18%
β = 1001 DE1 1% 15%DE2 1% 8%TA 3% 36%BSSOB 3% 28%BSSOP 3% 14%
p = 4001 BSSTB 2% 27%
α = 3 BSSTP 3% 15%
β = 1334 DE1 1% 8%DE2 1% 10%TA 2% 33%BSSOB 1% 20%BSSOP 2% 35%
p = 9973 BSSTB 2% 15%
α = 11 BSSTP 3% 28%
β = 3324 DE1 1% 11%DE2 0% 5%TA 5% 21%BSSOB 1% 23%BSSOP 1% 20%
p = 10007 BSSTB 1% 24%
α = 5 BSSTP 1% 20%
β = 3336 DE1 1% 10%DE2 0% 6%TA 2% 27%BSSOB 0% 3%BSSOP 1% 7%
p = 99991 BSSTB 0% 3%
α = 6 BSSTP 1% 5%
β = 33330 DE1 0% 4%DE2 0% 2%TA 1% 3%BSSOB 0% 2%BSSOP 0% 2%
p = 500029 BSSTB 0% 2%
α = 6 BSSTP 0% 3%
β = 166676 DE1 0% 2%DE2 0% 0%TA 0% 2%BSSOB 0% 1%BSSOP 0% 2%
p = 1000003 BSSTB 0% 1%
α = 2 BSSTP 0% 2%
β = 333334 DE1 0% 0%DE2 0% 0%TA 0% 0%
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 EUpeiram�twn sta opo�a h mèjodo
 entìpise ton kajolikì elaqistopoiht  entì
 tou prokajo-rismènou or�ou sunarthsiak¸n upologism¸n, h el�qisth tim , h di�meso
, h mèsh tim  kaih tupik  apìklish twn sunarthsiak¸n upologism¸n pou apait jhkan gia thn epituq�a th
mejìdou, d�nontai stou
 ant�stoiqou
 p�nake
.Ta peiramatik� apotelèsmata gia to Prìblhma 2 de�qnoun ìti oi ekdoqè
 th
 mejìdouBSS apod�doun kalÔtera apì ti
 ekdoqè
 th
 mejìdou DE gia ti
 sugkekrimène
 timè
 twnparamètrwn. Epiplèon, h apìdosh th
 mejìdou DE mei¸netai kaj¸
 aux�netai h tim  touakera�ou N se ant�jesh me thn mèjodo BSS h opo�a parousi�zei pio stajer  sumperifor�anaforik� me ti
 paramètrou
 tou probl mato
. Wstìso, se ant�jesh me thn apìdosh twnmejìdwn EU en gènei, h teqnik  th
 tuqa�a
 anaz thsh
 xepern� se apìdosh kai ti
 dÔo me-jìdou
 EU sti
 sugkekrimène
 peript¸sei
 tou probl mato
 pou melet jhkan. To gegonì
autì upodeiknÔei ìti h sqedìn tuqa�a morf  twn sugkekrimènwn upoproblhm�twn kajist�dÔskolh gia ti
 mejìdou
 thn exìruxh plhrofori¸n gia th dunamik  twn sunart sewn. Sti
peript¸sei
 ìpou oi mèjodoi EU entìpisan ton kajolikì elaqistopoiht  apait jhke èna
sqetik� mikrì
 arijmì
 sunarthsiak¸n upologism¸n anaforik� me ton plhj�rijmo tou pe-d�ou orismoÔ th
 upì melèth sun�rthsh
. Ep�sh
, e�nai shmantikì na parathr soume ìtista peir�mata ìpou oi mèjodoi EU apètuqan na entop�soun ton kajolikì elaqistopoiht ,entìpisan k�poion topikì elaqistopoiht  me tim  polÔ kont� sto olikì el�qisto.Parìmoia apotelèsmata l fjhkan apì thn elaqistopo�hsh th
 sun�rthsh
 he (Prìblhma3) kai th
 we (Prìblhma 4). Gia N = 103 × 107 ta apotelèsmata aut� d�nontai stonP�naka 3.3. Gia to Prìblhma 4, ta posost� epituq�a
 th
 mejìdou BSS kai twn parallag¸nth
 e�nai arket� uyhl� (per�pou 82%) en¸ h apìdosh twn parallag¸n th
 mejìdou DEparamènei qamhl . Wstìso, h mèjodo
 th
 tuqa�a
 anaz thsh
 kai se aut  thn per�ptwshxepern� thn apìdosh twn mejìdwn EU anaforik� me ta posost� epituq�a
.
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Πίνακας 3.2: Αποτελέσματα για την ελαχιστοποίηση της συνάρτησης g (βλέπε Εξίσωση (3.2) ).Posostì Sunarthsiako� Upologismo�

N Mèjodo
 Epituq�a
 Mèsh Tim  Tup.Apìk. Di�meso
 El�q.Tim BSSOB 56% 8844.643 5992.515 8325.000 660BSSOP 48% 7149.375 5272.590 5355.000 330BSSTB 51% 8329.412 6223.142 7050.000 270
N = 199 × 211 BSSTP 51% 7160.588 6001.276 5940.000 420DE1 4% 517.500 115.866 465.000 450DE2 9% 5476.667 6455.651 1830.000 60TA 66% 9104.015 5862.358 8700.500 22BSSOB 41% 16210.244 11193.375 15090.000 120BSSOP 45% 16818.667 12664.632 13800.000 630BSSTB 58% 18455.690 12870.897 14520.000 270
N = 293 × 307 BSSTP 50% 16374.000 13597.782 13365.000 120DE1 7% 1598.571 1115.488 1470.000 120DE2 19% 17815.263 12484.580 16290.000 2730TA 64% 21548.531 13926.751 20852.500 57BSSOB 53% 31965.849 24423.975 27570.000 780BSSOP 45% 32532.667 22652.983 33210.000 1740BSSTB 55% 31472.182 23394.791 22620.000 720
N = 397 × 401 BSSTP 54% 38156.111 22925.970 37665.000 750DE1 1% 1680.000 0.000 1680.000 1680DE2 12% 27722.500 17498.736 28620.000 180TA 60% 27302.567 21307.031 23607.500 145BSSOB 56% 49893.750 37515.327 44640.000 930BSSOP 55% 49975.636 36727.380 41760.000 300BSSTB 55% 49207.091 34053.904 50430.000 2010
N = 499 × 503 BSSTP 46% 48443.478 34677.039 43470.000 1920DE1 1% 2480.000 0.000 2480.000 2480DE2 8% 67245.000 35114.316 64770.000 14730TA 61% 54139.443 38642.970 48743.000 140BSSOB 52% 72175.000 48653.823 71550.000 600BSSOP 51% 81476.471 53666.543 75100.000 5000BSSTB 49% 78651.020 48197.105 67400.000 11200
N = 599 × 601 BSSTP 52% 69542.308 48837.949 53050.000 2500DE1 2% 4700.000 4808.326 4700.000 1300DE2 5% 8620.000 8078.180 9300.000 800TA 64% 86123.656 47504.284 89392.500 904BSSOB 46% 207443.478 163585.340 214800.000 800BSSOP 46% 175426.086 138118.794 149200.000 800BSSTB 60% 196993.334 146204.518 144500.000 9200
N = 691 × 701 BSSTP 52% 209307.692 163833.606 200100.000 1800DE1 2% 23800.000 25000.000 23800.000 21000DE2 10% 71000.000 95357.642 15200.000 1600TA 60% 185932.334 126355.926 154999.000 2828
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Πίνακας 3.3: Αποτελέσματα για τις συναρτήσεις he (βλέπε Εξίσωση (3.4) ) και we (βλέπε Εξίσω-
ση (3.6) ), για N = 103 × 107 Posostì Sunarthsiako� Upologismo�Sun�rthsh Mèjodo
 Epituq�a
 Mèsh Tim  Tup.Apìk. Di�meso
 El�q.Tim BSSOB 51% 2013.333 1483.535 1500.000 100BSSOP 57% 1974.035 1609.228 1420.000 60BSSTB 59% 1677.288 1254.688 1420.000 60

he BSSTP 58% 2385.862 1676.898 2040.000 120DE1 1% 100.000 0.000 100.000 100DE2 1% 80.000 0.000 80.000 80TA 65% 2099.646 1448.007 2056.000 6BSSOB 79% 1382.785 1265.927 820.000 40BSSOP 84% 1402.857 1442.194 930.000 40BSSTB 80% 1757.750 1544.267 1110.000 40
we BSSTP 85% 1416.000 1329.034 880.000 40DE1 1% 60.000 0.000 60.000 60DE2 1% 80.000 0.000 80.000 80TA 96% 1507.969 1328.913 1104.000 73.3 Mèjodoi ExeliktikoÔ UpologismoÔ gia thn krupta-n�lush kruptosusthm�twn FeistelSthn enìthta aut  jewroÔme w
 probl mata beltistopo�hsh
 dÔo diaforetikè
 peript¸-sei
 enì
 probl mato
 pou eis�getai apì thn Diaforik  Kruptan�lush enì
 kruptosust -mato
 Feistel. Pio sugkekrimèna, melet�me to prìblhma eÔresh
 merik¸n duadik¸n yhf�wn(bits) tou kleidioÔ pou qrhsimopoie�tai apì èna aplì kruptosÔsthma Feistel, to Data Encry-

ption Standard (DES) me tèsseri
 kai èxi gÔrou
, ant�stoiqa [99, 100℄. Oi dÔo peript¸sei
tou probl mato
 e�nai sumplhrwmatikè
 kaj¸
 opoiod pote prìblhma eÔresh
 duadik¸n yh-f�wn enì
 kleidioÔ sthn Diaforik  Kruptan�lush gia kruptosust mata Feistel mpore� nakathgoriopoihje� se mia apì autè
 ti
 dÔo peript¸sei
.Gia thn ep�lush twn proanaferjèntwn problhm�twn beltistopo�hsh
 qrhsimopoioÔme ti
mejìdou
 BSS kai DE. Ta peiramatik� apotelèsmata gia to DES me tèsseri
 gÔrou
 de�-qnoun ìti oi mèjodoi entop�zoun thn lÔsh apodotik� kai apotelesmatik� kaj¸
 apaitoÔnarket� mikrìtero arijmì sunarthsiak¸n upologism¸n se sqèsh me thn prosèggish th
 e-p�jesh
 exantlhtik 
 anaz thsh
 (brute force attack). Gia thn per�ptwsh tou DES me èxigÔrou
 ta apotelèsmata de�qnoun ìti h apodotikìthta twn mejìdwn exart�tai apì thn ka-taskeu  th
 antikeimenik 
 sun�rthsh
 tou probl mato
.3.3.1 Jewrhtik� stoiqe�a gia to kruptosÔsthma DES'Ena tmhmatikì kruptosÔsthma (block cipher) e�nai mia sun�rthsh pou apeikon�zei tm -mata prwtìtupou keimènou n duadik¸n yhf�wn se tm mata kruptograf mato
 n duadik¸nyhf�wn, ìpou n e�nai èna epilegmèno m ko
 tm mato
. H sun�rthsh aut  parametropoie�taiqrhsimopoi¸nta
 èna kleid� K, me k duadik� yhf�a, to opo�o pa�rnei timè
 apì èna uposÔnolo
K tou sunìlou ìlwn twn dianusm�twn k duadik¸n yhf�wn, pou kale�tai q¸ro
 twn kleidi¸n.H sun�rthsh prèpei na e�nai antistrèyimh ¸ste na epitrèpei monadik  apokruptogr�fhsh.Ta tmhmatik� kruptosust mata mporoÔn na e�nai e�te summetrikoÔ kleidioÔ e�te dhmos�oukleidioÔ [130℄.'Ena kruptosÔsthma Feistel e�nai èna epanalambanìmeno tmhmatikì kruptosÔsthma pou



3.3 Mèjodoi EU gia thn kruptan�lush kruptosusthm�twn Feistel 57bas�zetai ston epanalhptikì upologismì gia ènan prokajorismèno arijmì gÔrwn apl¸n su-nart sewn, pou kaloÔntai sunart sei
 gÔrwn (round functions). H telik  sun�rthsh kru-ptogr�fhsh
 apeikon�zei èna prwtìtupo tm ma keimènou P , n duadik¸n yhf�wn, se èna kru-ptogr�fhma C. Se èna kruptosÔsthma Feistel, h trèqousa upologismènh (apì thn sun�rthshgÔrou) lèxh n duadik¸n yhf�wn qwr�zetai se tm mata twn (n/2) duadik¸n yhf�wn, to ari-sterì tm ma Li kai to dex� tm ma Ri [57℄. 'Epeita, o i-ostì
 gÔro
, ìpou 1 6 i 6 r, èqei toakìloujo apotèlesma:
Li = Ri−1, Ri = Li−1 ⊕ Fi(Ri−1,Ki),ìpou Ki e�nai to upokleid� pou qrhsimopoie�tai ston i-ostì gÔro (prokÔptei apì to kleid�kruptogr�fhsh
 K), kai Fi e�nai mia tuqa�a sun�rthsh gÔrou gia ton i-ostì gÔro. Met�thn efarmog  th
 sun�rthsh
 tou teleuta�ou gÔrou, ta dÔo tm mata antimetat�jontai kai toapotèlesma e�nai to kruptogr�fhma C tou kruptosust mato
 Feistel, dhlad  C = (Rr, Lr).H diadikas�a kruptogr�fhsh
 twn kruptosusthm�twn Feistel apeikon�zetai sthn Eikìna 3.5.

L1

R0

Rr

R1

R
r−1L

r−1

Lr

L0

F1(R0, K1)

F2(R1, K2)

Plaintext P = (L0, R0)

Ciphertext C = (Rr, Lr)

Fr(R
r−1, Kr)

Σχήμα 3.5: Η διαδικασία κρυπτογράφησης των κρυπτοσυστημάτων FeistelSta kruptosust mata Feistel h sun�rthsh apokruptogr�fhsh
 prokÔptei apl� apì thnsun�rthsh kruptogr�fhsh
 efarmìzonta
 ta upokleidi�, Ki, kai ti
 sunart sei
 gÔrwn, Fi,me thn ant�strofh seir�. To gegonì
 autì kajist� thn dom  Feistel mia elkustik  epilog gia ulopoi sei
 logismikè
 all� kai ulikè
.'Ena apì ta pio eurèw
 qrhsimopoioÔmena kruptosust mata Feistel e�nai to Data Encry-
ption Standard (DES) [145℄. To DES e�nai èna kruptosÔsthma summetrikoÔ kleidioÔ, dhlad ta mèlh pou antall�ssoun plhrofor�e
 katèqoun to �dio kleid�. Qrhsimopoie� prwtìtupatm mata keimènou m kou
 n = 64 duadik¸n yhf�wn kai par�gei tm mata kruptograf mato

64 duadik¸n yhf�wn. To apotelesmatikì m ko
 kleidioÔ e�nai k = 64 duadik� yhf�a, 8 apìta opo�a mporoÔn na qrhsimopoihjoÔn w
 yhf�a elègqou isotim�a
 (parity bits). To kÔriomèro
 th
 sun�rthsh
 gÔrou e�nai h sun�rthsh F , h opo�a efarmìzetai sto dex� tm ma twndedomènwn, qrhsimopoi¸nta
 èna upokleid� 48 duadik¸n yhf�wn kai 8 S-boxes. Ta S-boxese�nai apeikon�sei
 pou metasqhmat�zoun ta 6 duadik� yhf�a se 4 duadik� yhf�a me ènan mh-grammikì trìpo kai apoteloÔn to mìno mh-grammikì mèro
 tou kruptosust mato
 DES. Sthn
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 EUèxodo twn 32 duadik¸n yhf�wn th
 sun�rthsh
 F kai sto aristerì tm ma twn dedomènwnefarmìzetai h logik  pr�xh XOR kai ta dÔo mis� antall�ssontai diadoqik� [130, 201℄.DÔo apì ti
 pio isqurè
 kruptanalutikè
 epijèsei
 gia ta kruptosust mata Feistel ba-s�zontai sthn axiopo�hsh sugkekrimènwn adunami¸n twn S-boxes twn upoke�menwn krupto-susthm�twn. Oi epijèsei
 autè
 e�nai h Grammik  Kruptan�lush [119,120℄ kai h Diaforik Kruptan�lush [14,15℄, oi opo�e
 efarmìsthkan epituq¸
 pr¸ta sthn kruptan�lush tou DES.H Diaforik  Kruptan�lush (DK) e�nai mia ep�jesh epilegmènou prwtìtupou keimènou. Sti
epijèsei
 epilegmènou prwtìtupou keimènou o ant�palo
 èqei proswrin  prìsbash sthn su-n�rthsh kruptogr�fhsh
 kai mpore� na epilèxei merik� prwtìtupa ke�mena gia ta opo�a jadhmiourg sei ta ant�stoiqa kruptograf mata. H DK analÔei thn ep�drash sugkekrimènwnallag¸n se zeÔgh prwtìtupwn keimènwn sti
 allagè
 twn ant�stoiqwn kruptografhmènwnzeug¸n. Autè
 oi allagè
 mporoÔn na qrhsimopoihjoÔn gia na apodojoÔn pijanìthte
 stapijan� kleidi� all� kai gia na anagnwristoÔn yhf�a tou kleidioÔ pou qrhsimopoi jhke kat�thn diadikas�a th
 kruptogr�fhsh
. H mèjodo
 aut  sun jw
 efarmìzetai me èna pl jo
zeug¸n prwtìtupou keimènou pou èqoun mia sugkekrimènh diafor� kai bas�zetai mìno staant�stoiqa zeÔgh kruptograf mato
. Gia kruptosust mata parìmoia me to kruptosÔsthma
DES, h diafor� epilègetai na e�nai mia sugkekrimènh tim  th
 logik 
 pr�xh
 XOR metaxÔtwn dÔo prwtìtupwn keimènwn pou apoteloÔn k�je zeÔgo
.Gia ton entopismì tou pio pijanoÔ kleidioÔ, h DK qrhsimopoie� qarakthristikè
. Giathn katanìhsh th
 ènnoia
 th
 qarakthristik 
 prèpei na parathrhje� ìti k�je zeÔgo
 kru-ptografhmènwn prwtìtupwn keimènwn susqet�zetai me thn XOR tim  twn dÔo prwtìtupwnkeimènwn tou, thn XOR tim  twn dÔo kruptografhm�twn tou, ti
 XOR timè
 twn eisìdwnk�je gÔrou kat� ti
 dÔo kruptograf sei
 kai ti
 XOR timè
 twn exìdwn k�je gÔrou kat�ti
 dÔo kruptograf sei
. Autè
 oi XOR timè
 sqhmat�zoun mia qarakthristik  r-gÔrwn [14℄.Pio tupik�, mia qarakthristik  r-gÔrwn e�nai mia tri�da Ω = (ΩP ,ΩΛ,ΩC), ìpou ΩP kai ΩCe�nai arijmo� n duadik¸n yhf�wn kai ΩΛ e�nai mia l�sta r stoiqe�wn ΩΛ = (Λ1,Λ2, . . . ,Λr),kajèna apì ta opo�a e�nai èna zeÔgo
 th
 morf 
 Λi = (λi

I , λ
i
O), ìpou λi

I kai λi
O e�nai arij-mo� n/2 duadik¸n yhf�wn kai n e�nai to m ko
 tm mato
 tou kruptosust mato
 [14℄. Miaqarakthristik  ikanopoie� ti
 akìlouje
 apait sei
:(1) λ1

I e�nai to dex� misì tm ma tou ΩP ,(2) λ2
I e�nai to aristerì misì tm ma tou ΩP ⊕ λ1

O,(3) λr
I e�nai to dex� misì tm ma tou ΩC ,(4) λr−1
I e�nai to aristerì misì tm ma tou ΩC ⊕ λr

O, kai(5) gia k�je i, 2 6 i 6 r − 1, isqÔei ìti λi
O = λi−1

I ⊕ λi+1
I .Se k�je qarakthristik  apod�detai h pijanìthta èna tuqa�o zeÔgo
 me epilegmènh XORtim  prwtìtupou keimènou, ΩP , na èqei ti
 XOR timè
 twn gÔrwn, Λi, kai thn XOR tim kruptograf mato
, ΩC , pou kajor�zontai apì thn qarakthristik . K�je qarakthristik epitrèpei thn anaz thsh enì
 sugkekrimènou sunìlou twn yhf�wn tou upokleidioÔ tou te-leuta�ou gÔrou, kai e�nai ta yhf�a pou phga�noun se sugkekrimèna S-boxes, an�loga me thnepilegmènh qarakthristik . Oi qarakthristikè
 pou e�nai perissìtero qr sime
 e�nai autè
pou èqoun mia mègisth pijanìthta kai ton mègisto arijmì yhf�wn tou upokleidioÔ twn opo�wnoi emfan�sei
 mporoÔn na metrhjoÔn.H DK e�nai mia statistik  mèjodo
 pou sp�nia apotugq�nei kai  tan h pr¸th jewrhtik kruptan�lush tou DES pou apaitoÔse (kat� mèso ìro) ligìtera b mata apì thn exantlhtik anaz thsh, dhlad  ton èlegqo ìlwn twn 256 = 72057 594 037 927 936 pijan¸n kleidi¸n. Pa-rìti autì
 o arijmì
 moi�zei apagoreutikì
, mia ep�jesh exantlhtik 
 anaz thsh
 sto DES

56 duadik¸n yhf�wn qrhsimopoi¸nta
 ta teqnologik� dedomèna twn prohgoÔmenwn dekaeti¸n
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. 'Ena eidikì sÔsthma me kat�llhlo logismikì, kataskeuasmèno apìti
 Cryptography Research, Advanced Wireless Technologies kai EFF (Electronic Fron-
tier Foundation) èftase ton bajmì anaz thsh
 kleidi¸n sta 90 disekatommÔria kleidi� an�deuterìlepto.3.3.2 Je¸rhsh probl mato


DES me tèsseri
 gÔrou
: Gia to kruptosÔsthma DES me tèsseri
 gÔrou
 h Dia-forik  Kruptan�lush (DK) qrhsimopoie� mia qarakthristik  enì
 gÔrou me pijanìthta 1,h opo�a sto pr¸to st�dio kruptan�lush
 apokalÔptei 42 yhf�a tou upokleidioÔ tou teleu-ta�ou gÔrou. Sthn per�ptwsh pou ta upokleidi� upolog�zontai me b�sh ton algìrijmo DES
key scheduling, ta 42 yhf�a pou lamb�nontai apì thn DK e�nai akrib  yhf�a tou kleidioÔkai upole�pontai akìma 14 yhf�a prokeimènou na sumplhrwjoÔn ìla ta yhf�a tou kleidioÔ.Me thn prosèggish th
 ep�jesh
 exantlhtik 
 anaz thsh
, dhlad  me thn anaz thshmetaxÔ ìlwn twn pijan¸n 14 yhf�wn, apaite�tai h dokim  214 dunat¸n peript¸sewn gia thneÔresh twn upoleipìmenwn yhf�wn tou kleidioÔ. To swstì kleid� ja prèpei na ikanopoie�thn gnwst  apì thn qarakthristik  XOR tim  prwtìtupwn keimènwn (plaintext XOR) giaìla ta zeÔgh prwtìtupwn keimènwn pou qrhsimopoioÔntai apì thn DK. Mia enallaktik prosèggish gia thn eÔresh twn 14 yhf�wn tou kleidioÔ pou upole�pontai e�nai h qr sh mia
deÔterh
 qarakthristik 
 pou antistoiqe� sta upoleipìmena yhf�a kai h prosp�jeia gia miapio prosektik  katamètrhsh twn yhf�wn twn upokleidi¸n twn dÔo teleuta�wn gÔrwn, h opo�akajist� arket� sÔnjeth thn prosèggish aut .Sthn paroÔsa melèth, ant� na qrhsimopoi soume ti
 proanaferje�se
 prosegg�sei
 giathn eÔresh twn upoleipìmenwn 14 yhf�wn tou kleidioÔ, prote�noume to metasqhmatismì touprobl mato
 se prìblhma diakrit 
 beltistopo�hsh
 kai thn ep�lus  tou me mejìdou
 EU.Kaj¸
 to swstì kleid� ja prèpei na ikanopoie� thn gnwst  apì thn qarakthristik  XORtim  prwtìtupwn keimènwn gia ìla ta zeÔgh pou qrhsimopoioÔntai apì thn DK, ta kru-ptograf mata aut� mporoÔn na qrhsimopoihjoÔn gia thn axiolìghsh pijan¸n lÔsewn pouprote�nontai apì ti
 mejìdou
 beltistopo�hsh
. JewroÔme ìti to X e�nai èna 14�di�statodi�nusma, sto opo�o k�je sunist¸sa antistoiqe� se èna apì ta 14 �gnwsta duadik� yhf�a toukleidioÔ. 'Ena tètoio di�nusma anaparist� mia pijan  lÔsh sto prìblhma beltistopo�hsh
.Ep�sh
, èstw ìti np e�nai o arijmì
 twn zeug¸n kruptografhm�twn pou qrhsimopoioÔntaiapì thn DK gia thn eÔresh twn 42 yhf�wn tou kleidioÔ. Tìte, mporoÔme na kataskeu�soumeto kleid� me ta 56 yhf�a pou qrhsimopoie� to DES, qrhsimopoi¸nta
 ta 42 yhf�a pou apoka-lÔptei h DK kai ti
 14 sunist¸se
 tou X, me thn kat�llhlh seir�. Me to exagìmeno kleid�twn 56 yhf�wn, apokruptografoÔme ta np zeÔgh kruptografhm�twn kai metr�me ton arij-mì twn apokruptografhmènwn zeug¸n pou ikanopoioÔn thn gnwst  apì thn qarakthristik 
XOR tim  prwtìtupwn keimènwn, thn opo�a sumbol�zoume cnpX. Kat' autìn ton trìpo, w
antikeimenik  sun�rthsh f or�zetai h diafor� metaxÔ tou epijumhtoÔ apotelèsmato
 np kaitou pragmatikoÔ apotelèsmato
 cnpX, dhlad  f(X) = np − cnpX. To olikì el�qisto th
sun�rthsh
 f e�nai to mhdèn kai o olikì
 elaqistopoiht 
 e�nai to swstì kleid� me uyhl pijanìthta.

DES me èxi gÔrou
: H kruptan�lush tou kruptosust mato
 DES me èxi gÔrou
e�nai, ìpw
  tan anamenìmeno, pio polÔplokh apì thn ant�stoiqh gia tou
 tèsseri
 gÔrou
,kaj¸
 h kalÔterh qarakthristik  pou mpore� na qrhsimopoihje� apì thn DK èqei pijanìthtamikrìterh apì 1. Sugkekrimèna, h DK qrhsimopoie� dÔo qarakthristikè
 me pijanìthta psr =
1/16 gia na d¸sei 42 yhf�a tou swstoÔ kleidioÔ. Kai se aut  thn per�ptwsh upole�pontai
14 yhf�a gia thn sumpl rwsh olìklhrou tou kleidioÔ. Wstìso, sthn per�ptwsh aut  toswstì kleid� mpore� na mhn prokÔptei apì ìla ta zeÔgh kruptografhm�twn. Autì sumba�neigiat� den e�nai ìla ta ant�stoiqa zeÔgh prwtìtupou keimènou (plaintext) swst� zeÔgh (right
pairs).
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 EUOrismì
 3.1 'Ena zeÔgo
 kale�tai swstì zeÔgo
 anaforik� me mia qarakthristik  r gÔrwn
Ω = (ΩP ,ΩΛ,ΩC) kai èna anex�rthto kleid� K, an isqÔei ìti P ′ = ΩP , ìpou P ′ e�nai h
XOR tim  tou zeÔgou
, kai gia tou
 pr¸tou
 r gÔrou
 th
 kruptogr�fhsh
 tou zeÔgou
qrhsimopoi¸nta
 to anex�rthto kleid� K ta XORs eisìdou kai exìdou tou i-ostoÔ gÔroue�nai �sa me λi

I kai λi
O, ant�stoiqa [14℄.H pijanìthta èna zeÔgo
 prwtìtupwn keimènwn me XOR tim  �sh me thn tim  ΩP th
 qara-kthristik 
 na e�nai swstì zeÔgo
 qrhsimopoi¸nta
 èna stajerì kleid�, e�nai per�pou �sh methn pijanìthta th
 qarakthristik 
. 'Ena zeÔgo
 to opo�o den e�nai swstì zeÔgo
 kale�tailanjasmèno zeÔgo
 (wrong pair) kai den upodeiknÔei p�nta to swstì kleid� san pijan  tim .H melèth twn swst¸n kai lanjasmènwn zeug¸n èqei de�xei ìti to swstì kleid� emfan�zetaime thn pijanìthta th
 qarakthristik 
 apì ta swst� zeÔgh kai merikè
 �lle
 tuqa�e
 forè
apì ta lanjasmèna zeÔgh. Sumperasmatik�, an ìla ta zeÔgh th
 DK (swst� kai lanjasmè-na) qrhsimopoihjoÔn gia thn sun�rthsh f pou or�same prohgoumènw
, h el�qisth tim  th
sun�rthsh
 ja metab�lletai an�loga me ta sugkekrimèna zeÔgh pou ja qrhsimopoihjoÔn.Antijètw
, an ta swst� zeÔgh diaqwristoÔn apì ta lanjasmèna kai qrhsimopoihjoÔn apo-kleistik� sthn antikeimenik  sun�rthsh f , tìte to olikì el�qisto th
 sun�rthsh
 ja e�naistajerì me tim  mhdèn, ìpw
 kai sthn per�ptwsh tou DES me tèsseri
 gÔrou
. Kaj¸
 odiaqwrismì
 twn swst¸n kleidi¸n den e�nai p�nta efiktì
 kai eÔkolo
, melet�me thn sumpe-rifor� th
 proteinìmenh
 prosèggish
 qrhsimopoi¸nta
 th
 antikeimenik  sun�rthsh f meìla ta zeÔgh th
 DK.3.3.3 Peiramatik  je¸rhsh kai apotelèsmataGia thn exagwg  twn peiramatik¸n apotelesm�twn efarmìsame ti
 mejìdou
 BSS kaiDE jewr¸nta
 k�je sunist¸sa th
 pijan 
 lÔsh
 w
 pragmatikì arijmì mèsa sto di�sthma

[0, 1] kai ìloi oi plhjusmo� perior�sthkan mèsa ston efiktì q¸ro tou probl mato
. Giathn axiolìghsh twn proteinìmenwn lÔsewn efarmìsame thn teqnik  th
 stroggulopo�hsh
twn pragmatik¸n tim¸n th
 lÔsh
 ston kontinìtero akèraio. H teqnik  aut  jewr jhke w
prosèggish gia thn diakrit  beltistopo�hsh sth melèth [171℄ kai prot�jhke gia efarmog sti
 mejìdou
 BSS kai DE sthn ergas�a [111℄ me uyhl� posost� epituq�a
 se probl mataelègqou (benchmarks) all� kai �lle
 efarmogè
.Gia thn mèjodo BSS melet jhkan kai oi dÔo parallagè
 olik 
 kai topik 
 geitoni�
kai gia thn mèjodo DE jewr jhkan kai oi pènte diaforetikè
 peript¸sei
 telest¸n pouperigr�fontai sto Kef�laio 2. Sth mèjodo BSS jèsame w
 mègisth tim  taqut twn thntim  Vmax = 0.5. H teqnik  aut  periorismoÔ th
 mègisth
 tim 
 twn taqut twn prote�netaiapì thn sqetik  bibliograf�a th
 mejìdou gia thn apofug  tou fainomènou èkrhxh
 tousm nou
. Dhlad , h proanaferje�sa tim  qrhsimopoie�tai gia thn apofug  l yh
 apì thmèjodo polÔ meg�lwn tim¸n taqut twn pou odhgoÔn ta swmat�dia sto sÔnoro tou q¸rouanaz thsh
 kai katastrèfoun thn dunamik  th
 [52℄. Ep�sh
, oi timè
 twn paramètrwn gia thmèjodo BSS tèjhkan sti
 tupikè
 timè
, dhlad  χ = 0.729 kai c1 = c2 = 2.05, pou d�nontaisth bibliograf�a [36℄, kai gia th mèjodo DE sti
 timè
 CR = F = 0.5.H proteinìmenh mejodolog�a dokim�sthke gia poll� diaforetik� arqik� kleidi� kai arijmìzeug¸n np. Gia k�je per�ptwsh, to mègejo
 tou plhjusmoÔ  tan �so me 100 kai h apìdoshtwn mejìdwn melet jhke me 100 anex�rthta peir�mata. 'Ena pe�rama jewre�tai epituqè
 anh mèjodo
 entop�zei ton olikì elaqistopoiht  qrhsimopoi¸nta
 mèqri èna prokajorismènoarijmì sunarthsiak¸n upologism¸n. To ìrio autì twn sunarthsiak¸n upologism¸n kai giato kruptosÔsthma DES me tèsseri
 gÔrou
 all� kai gia to DES me èxi gÔrou
 tèjhke �so me
214. Gia ta upoleipìmena yhf�a tou kleidioÔ tou DES me tèsseri
 gÔrou
, ta apotelèsmatagia èxi diaforetik� kleidi�, ki, i = 1, 2, . . . , 6, kai gia zeÔgh dokim¸n pl jou
, np, �so me 20kai 50, d�nontai stou
 P�nake
 3.4, 3.5, ant�stoiqa.Anaforik� me to sumbolismì pou qrhsimopoie�tai stou
 p�nake
 twn apotelesm�twn,
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Πίνακας 3.4: Αποτελέσματα για το κρυπτοσύστημα DES με τέσσερις γύρους για έξι διαφορετικά
κλειδιά χρησιμοποιώντας np = 20 ζεύγη δοκιμών.Posostì Mèsh Tim Kleid� Mèjodo
 Epituq�a
 Sunart.Upolog.BSSOP 99% 742.42BSSTP1 100% 1773.00BSSTP2 100% 1255.00DE1 100% 614.00

k1 DE2 100% 1406.00DE3 100% 780.00DE4 100% 588.00DE5 100% 1425.00BSSOP 99% 911.11BSSTP1 100% 2665.00BSSTP2 100% 1650.00DE1 100% 603.00
k2 DE2 100% 1518.00DE3 100% 879.00DE4 100% 615.00DE5 100% 1649.00BSSOP 94% 1117.02BSSTP1 99% 2447.48BSSTP2 100% 1688.00DE1 99% 693.94
k3 DE2 100% 1497.00DE3 100% 805.00DE4 100% 690.00DE5 100% 1427.00BSSOP 96% 876.04BSSTP1 100% 2089.00BSSTP2 100% 1418.00DE1 99% 701.01
k4 DE2 100% 1378.00DE3 100% 843.00DE4 100% 568.00DE5 100% 1362.00BSSOP 97% 900.00BSSTP1 99% 1979.80BSSTP2 100% 1496.00DE1 100% 662.00
k5 DE2 100% 1493.00DE3 100% 848.00DE4 100% 662.00DE5 100% 1542.00BSSOP 93% 1457.00BSSTP1 95% 4475.79BSSTP2 99% 2913.13DE1 100% 651.00
k6 DE2 100% 1717.00DE3 100% 1063.00DE4 99% 725.25DE5 100% 1583.00
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Πίνακας 3.5: Αποτελέσματα για το κρυπτοσύστημα DES με τέσσερις γύρους για έξι διαφορετικά
κλειδιά χρησιμοποιώντας np = 50 ζεύγη δοκιμών.Posostì Mèsh Tim Kleid� Mèjodo
 Epituq�a
 Sunart.Upolog.BSSOP 99% 860.61BSSTP1 100% 1698.00BSSTP2 100% 1141.00DE1 100% 485.00

k1 DE2 100% 1215.00DE3 100% 785.00DE4 100% 553.00DE5 100% 1382.00BSSOP 94% 741.49BSSTP1 100% 1367.00BSSTP2 100% 1100.00DE1 99% 490.91
k2 DE2 100% 1081.00DE3 100% 669.00DE4 100% 521.00DE5 100% 1128.00BSSOP 99% 631.31BSSTP1 100% 1217.00BSSTP2 100% 1035.00DE1 100% 385.00
k3 DE2 100% 1006.00DE3 100% 546.00DE4 100% 409.00DE5 100% 1016.00BSSOP 90% 947.78BSSTP1 98% 2292.88BSSTP2 100% 1588.00DE1 98% 666.33
k4 DE2 100% 1342.00DE3 100% 838.00DE4 99% 649.50DE5 100% 1294.00BSSOP 100% 707.00BSSTP1 100% 1763.00BSSTP2 100% 1193.00DE1 100% 445.00
k5 DE2 100% 1127.00DE3 100% 684.00DE4 100% 465.00DE5 100% 1131.00BSSOP 96% 880.21BSSTP1 100% 2009.00BSSTP2 100% 1390.00DE1 100% 507.00
k6 DE2 100% 1250.00DE3 100% 692.00DE4 100% 563.00DE5 100% 1230.00



3.3 Mèjodoi EU gia thn kruptan�lush kruptosusthm�twn Feistel 63BSSOP e�nai h parallag  olik 
 geitoni�
 th
 mejìdou BSS me par�gonta periorismoÔ,BSSTP1 e�nai h parallag  topik 
 geitoni�
 megèjou
 1 th
 mejìdou BSS me par�gontaperiorismoÔ, BSSTP2 e�nai h parallag  topik 
 geitoni�
 megèjou
 2 th
 mejìdou BSS mepar�gonta periorismoÔ, kai DE1, DE2, DE3, DE4, DE5 e�nai oi pènte diaforetikè
 ekdoqè
th
 mejìdou DE pou d�nontai apì ti
 Exis¸sei
 (2.3),(2.7),(2.8),(2.9),(2.10), ant�stoiqa.Se k�je p�naka katagr�fetai to posostì epituq�a
 k�je mejìdou, dhlad  o arijmì
 twnfor¸n pou h mèjodo
  tan epituq 
 ston entopismì tou olikoÔ elaqistopoiht  me to pro-kajorismèno ìrio sunarthsiak¸n upologism¸n, kaj¸
 kai h mèsh tim  twn sunarthsiak¸nupologism¸n pou apait jhkan gia ta epituq  peir�mata.Gia ta upoleipìmena yhf�a tou DES me èxi gÔrou
, ìpou kai ta swst� kai ta lanjasmènazeÔgh qrhsimopoioÔntai gia thn kataskeu  th
 antikeimenik 
 sun�rthsh
, ta apotelèsmatagia ta �dia èxi kleidi� pou dokim�sthkan gia thn per�ptwsh tou DES me tèsseri
 gÔrou
 kaigia pl jo
 zeug¸n dokim¸n, np, �so me 200, d�nontai ston P�naka 3.6.Ta apotelèsmata gia to prìblhma eÔresh
 twn upoleipìmenwn (met� thn efarmog  th
DK) yhf�wn tou kleidioÔ tou DES me tèsseri
 gÔrou
 de�qnoun ìti oi qrhsimopoioÔmene
mèjodoi mporoÔn na entop�soun ton olikì elaqistopoiht , dhlad  ta 14 upoleipìmena yhf�atou kleidioÔ, me sqetik� qamhlì upologistikì kìsto
 se sqèsh me thn mèjodo th
 exan-tlhtik 
 anaz thsh
. Ta posost� epituq�a
 gia ìle
 ti
 ekdoqè
 twn dÔo mejìdwn poumelet jhkan e�nai uyhl�. Gia pl jo
 zeug¸n np �so me 20 ta posost� epituq�a
 kuma�nontaiapì 93% èw
 100%, me mèso ìro 99.3%. Gia pl jo
 zeug¸n np �so me 50 ta posost� epitu-q�a
  tan metaxÔ 90% kai 100%, me mèso ìro 99.4%. H belt�wsh twn posost¸n epituq�a
kaj¸
 to pl jo
 twn zeug¸n kruptografhm�twn np pou dokim�zontai aux�netai e�nai ana-menìmenh kaj¸
 ìso megalÔtero
 e�nai o arijmì
 twn zeug¸n pou qrhsimopoioÔntai gia thnaxiolìghsh twn pijan¸n lÔsewn tìso mei¸netai h pijanìthta mia lanjasmènh 14-�da yhf�wnna axiologhje� w
 swst . H mèsh tim  twn sunarthsiak¸n upologism¸n pou apaitoÔntaigia ton entopismì tou olikoÔ elaqistopoiht  apì ìle
 ti
 ekdoqè
 twn mejìdwn e�nai 1309sthn per�ptwsh ìpou np = 20 kai 982 sthn per�ptwsh ìpou np = 50. Autì shma�nei ìtikaj¸
 perissìtera zeÔgh kruptografhm�twn enswmat¸nontai sthn antikeimenik  sun�rth-sh, h axiolìghsh twn pijan¸n lÔsewn e�nai pio akrib 
 all� kai o entopismì
 tou olikoÔelaqistopoiht  g�netai eukolìtera. Wstìso, o arijmì
 twn zeug¸n kruptografhm�twn pouqrhsimopoioÔntai apì thn proteinìmenh mejodolog�a den ja prèpei na xepern� ton ant�stoiqoarijmì zeug¸n pou qrhsimopoioÔntai apì thn DK gia to arqikì prìblhma, kaj¸
 autì jas maine aÔxhsh tou sunolikoÔ kìstou
 th
 kruptan�lush
 w
 pro
 ti
 kruptograf sei
 kaiti
 apokruptograf sei
.Anaforik� me ti
 diaforetikè
 parallagè
 th
 mejìdou BSS, h topik  parallag  memègejo
 geitoni�
 2 (BSSTP2) e�qe posost� epituq�a
 kont� sto 100%, gia ìle
 ti
 peri-pt¸sei
 tou pr¸tou probl mato
, me mèsh tim  sunarthsiak¸n upologism¸n �sh me 1489. Holik  parallag  th
 BSS (BSSOP) pètuqe posost� epituq�a
 apì 93% èw
 100% sti
 dia-foretikè
 peript¸sei
 tou probl mato
, all� me mèso ìro 898 sunarthsiak¸n upologism¸n.Autì shma�nei ìti par� to gegonì
 ìti h olik  parallag  th
 mejìdou BSS epitugq�neisunolik� qamhlìtera posost� epituq�a
, sti
 peript¸sei
 ìpou kai oi dÔo parallagè
 th
mejìdou, olik  kai topik , katafèrnoun na entop�soun ton elaqistopoiht , h olik  paral-lag  apaite� ligìterou
 sunarthsiakoÔ
 upologismoÔ
 apì thn topik  parallag .Oi diaforetikè
 ekdoqè
 th
 mejìdou DE parous�asan stajer  kai parìmoia metaxÔ tou
sumperifor�, me mèso ìro posost¸n epituq�a
 100% se ìle
 ti
 peript¸sei
. Mia mikr exa�resh apotèlese h ekdoq  DE4 pou pètuqe posostì epituq�a
 99% se dÔo peript¸sei
tou probl mato
. O DE1 apa�thse ton qamhlìtero mèso ìro sunarthsiak¸n upologism¸n(576) metaxÔ ìlwn twn jewroÔmenwn mejìdwn kai twn parallag¸n tou
.Apì tou
 P�nake
 3.4, 3.5 kai 3.6, parathroÔme ìti up�rqei shmantik  diafor� sta po-sost� epituq�a
 twn mejìdwn gia to kruptosÔsthma DES me tèsseri
 gÔrou
 kai to DESme èxi gÔrou
. Autì apod�detai sto gegonì
 ìti sthn pr¸th per�ptwsh qrhsimopoioÔme mia
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Πίνακας 3.6: Αποτελέσματα για το κρυπτοσύστημα DES με έξι γύρους για έξι διαφορετικά κλειδιά
χρησιμοποιώντας np = 200 ζεύγη δοκιμών. Posostì Mèsh Tim Kleid� Mèjodo
 Epituq�a
 Sunart.Upolog.BSSOP 26% 7038.46BSSTP1 9% 2188.89BSSTP2 8% 3862.50DE1 36% 5191.67

k1 DE2 52% 5515.39DE3 41% 5807.32DE4 51% 6364.71DE5 59% 6855.93BSSOP 24% 5037.50BSSTP1 3% 1500.00BSSTP2 7% 2357.14DE1 34% 6535.29
k2 DE2 58% 6968.97DE3 40% 5945.00DE4 39% 6897.44DE5 61% 6932.79BSSOP 41% 4902.44BSSTP1 6% 4533.33BSSTP2 5% 7340.00DE1 48% 5070.83
k3 DE2 61% 6967.21DE3 53% 6698.11DE4 48% 5889.58DE5 56% 7926.79BSSOP 47% 4912.77BSSTP1 13% 4407.69BSSTP2 23% 4134.78DE1 57% 6491.23
k4 DE2 76% 7594.74DE3 66% 6418.18DE4 72% 5741.67DE5 76% 7001.32BSSOP 36% 5575.00BSSTP1 4% 1950.00BSSTP2 5% 4700.00DE1 51% 5688.24
k5 DE2 62% 7803.23DE3 57% 5229.83DE4 53% 5377.36DE5 64% 6387.50BSSOP 37% 5624.32BSSTP1 5% 2920.00BSSTP2 9% 3377.78DE1 49% 5681.63
k6 DE2 63% 7380.95DE3 50% 7048.00DE4 51% 5621.57DE5 64% 7679.69



3.4 Kataskeu  S-boxes me mejìdou
 ExeliktikoÔ UpologismoÔ 65qarakthristik  me pijanìthta 1 en¸ sthn deÔterh per�ptwsh h qarakthristik  èqei mikrì-terh pijanìthta (1/16). Autì shma�nei ìti sto sÔnolo twn 200 zeug¸n kruptografhm�twnpou qrhsimopoioÔntai sthn antikeimenik  sun�rthsh, per�pou 12 zeÔgh e�nai swst� kai pro-te�noun thn swst  14-�da yhf�wn, en¸ ta upìloipa 188 zeÔgh prote�noun tuqa�a 14-�de
yhf�wn mei¸nonta
 kat' autìn ton trìpo thn pijanìthta h proteinìmenh 14-�da na e�nai sw-st . Sunep¸
, kaj¸
 h antikeimenik  sun�rthsh g�netai perissìtero axiìpisth ìtan peris-sìtera swst� zeÔgh e�nai diajèsima,   isodÔnama ìtan h pijanìthta th
 qrhsimopoioÔmenh
qarakthristik 
 e�nai meg�lh, e�nai anamenìmeno ìti sthn per�ptwsh twn tess�rwn gÔrwn hapìdosh twn mejìdwn ja na e�nai kalÔterh apì ìti sthn per�ptwsh twn èxi gÔrwn. Parìtita lanjasmèna zeÔgh pou sumperilamb�nontai sthn antikeimenik  sun�rthsh tou DES me èxigÔrou
 e�nai paraplanhtik� gia thn axiolìghsh th
 swst 
 14-�da
 upoleipìmenwn yhf�wn,h olik  parallag  th
 mejìdou BSS (BSSOP) kai ìle
 oi ekdoqè
 th
 mejìdou DE (DE1-DE5) kat�feran na entop�soun ta swst� yhf�a kat� mèso ìro sto 35% twn anex�rthtwnpeiram�twn h mèjodo
 BSS kai sto 55% twn peiram�twn oi ekdoqè
 th
 DE gia ìla taèxi diaforetik� kleidi� pou melet jhkan (P�naka
 3.6). Oi sunarthsiako� upologismo� pouapait jhkan gia ton entopismì th
 swst 
 14-�da
 yhf�wn tou kleidioÔ sthn per�ptwsh tou
DES me èxi gÔrou
  tan kat� mèso ìro 5600 gia ìle
 ti
 mejìdou
.Tèlo
, mia endiafèrousa parat rhsh pou proèkuye apì ta apotelèsmata th
 proteinìme-nh
 mejodolog�a
 e�nai ìti sthn per�ptwsh tou kruptosust mato
 DES me tèsseri
 gÔrou
ìle
 oi mèjodoi se anex�rthta peir�mata entìpisan tèsseri
 diaforetikè
 14-�de
 pou ika-nopoioÔn to krit rio th
 antikeimenik 
 sun�rthsh
. Oi tèsseri
 autè
 lÔsei
 dièferan sedÔo stajerè
 jèsei
, to 10-o kai to 36-o yhf�o tou kleidioÔ tou DES. Sthn per�ptwsh tou
DES me èxi gÔrou
 mìno m�a lÔsh, h swst , entop�sthke apì ìle
 ti
 mejìdou
.Ta apotelèsmata de�qnoun ìti h proteinìmenh mejodolog�a e�nai apotelesmatik  sthnantimet¸pish tètoiou e�dou
 problhm�twn, kaj¸
 gia to kruptosÔsthma DES me tèsseri
gÔrou
 kat�fere na epilÔsei to prìblhma qrhsimopoi¸nta
 kat� mèso ìro 576 sunarthsia-koÔ
 upologismoÔ
 se ant�jesh me thn per�ptwsh th
 mejodolog�a
 exantlhtik 
 anaz thsh
pou apaite� 214 = 16384 upologismoÔ
. Epiplèon, ta apotelèsmata tou DES me èxi gÔrou
de�qnoun ìti h apodotikìtht� th
 exart�tai kur�w
 apì thn kataskeu  th
 antikeimenik 
sun�rthsh
. Tèlo
, e�nai shmantikì ìti h mejodolog�a aut  mpore� na efarmoste� gia ì-la ta kruptosust mata Feistel pou upìkeintai se DK kai endiafèron parousi�zei h pijan efarmog  th
 gia thn eÔresh olìklhrou tou kleidioÔ twn kruptosusthm�twn Feistel.3.4 Kataskeu  S-boxes me mejìdou
 ExeliktikoÔ Upo-logismoÔ'Ena apì ta shmantikìtera domik� stoiqe�a poll¸n sÔgqronwn kruptosusthm�twn sum-metrikoÔ kleidioÔ e�nai ta kut�a (kouti�) antikat�stash
 (substitution boxes (S-boxes)). Ou-siastik�, ta S-boxes e�nai mh-grammikè
 apeikon�sei
 pou lamb�noun w
 or�smata ènan arijmìduadik¸n yhf�wn kai ta metasqhmat�zoun se k�poiou pl jou
 duadik� yhf�a. Ta S-boxesèqoun idia�tera shmantikì rìlo sthn kruptograf�a kaj¸
 qrhsimopoioÔntai gia na parèqounthn idiìthta th
 sÔgqush
 (confusion) sto ant�stoiqo kruptosÔsthma kai se pollè
 pe-ript¸sei
 apoteloÔn to mìno mh-grammikì komm�ti tou kruptosust mato
 (gia par�deigmasto kruptosÔsthma DES). Kaj¸
 h asf�leia twn kruptosusthm�twn pou perilamb�noun
S-boxes bas�zetai kur�w
 sthn epilog  tou
, èna meg�lo tm ma th
 ereunhtik 
 drasthriì-thta
 apì to ped�o th
 kruptograf�a
 afier¸netai sthn kataskeu  isqur¸n S-boxes. Prì-sfata, h apìdosh exeliktik¸n euretik¸n mejìdwn, ìpw
 h mèjodo
 an�bash
 lìfou (hill
climbing) [134℄, oi Genetiko� Algìrijmoi [135℄ kai h mèjodo
 Prosomoiwmènh
 Anìpthsh
(Simulated Annealing) [34℄, sthn kataskeu  isqur¸n S-boxes melet jhke me arket� kal�apotelèsmata.Sthn ergas�a aut  prote�noume mia nèa mejodolog�a gia thn kataskeu  isqur¸n S-boxes



66 Kruptograf�a kai Kruptan�lush me mejìdou
 EUkai efarmìzoume dÔo mejìdou
 EU, thn mèjodo Beltistopo�hsh
 me Sm no
 Swmatid�wn(BSS) kai ton Diaforoexeliktikì Algìrijmo (DE) gia thn ep�lush tou probl mato
.3.4.1 Jewrhtik� stoiqe�a gia ta S-boxes'Estw ìti h f : B
n 7→ B

m e�nai èna S-box pou apeikon�zei n Boolean timè
 se m Booleantimè
. Sthn per�ptwsh pou e�nai m = 1, h f e�nai sun�rthsh Boole apl 
 exìdou kai an oarijmì
 twn eisìdwn pou apeikon�zontai sthn tim  0 e�nai �so
 me ton arijmì twn eisìdwnpou apeikon�zontai sthn tim  1 tìte h sun�rthsh Boole kale�tai isorrophmènh (balanced). Hisorrop�a e�nai mia idiìthta polÔ shmantik  gia ti
 sunart sei
 Boole pou qrhsimopoioÔntaise efarmogè
 th
 kruptograf�a
 kaj¸
 exasfal�zei ìti h sun�rthsh den prosegg�zetai apìkam�a stajer  sun�rthsh. GenikeÔonta
 thn ènnoia th
 isorrop�a
 gia sunart sei
 polla-pl 
 exìdou, an k�je dunat  tim  exìdou apoteloÔmenh apì m duadik� yhf�a emfan�zetai�so arijmì for¸n w
 èxodo
 th
 sun�rthsh
, dhlad  2n−m forè
, tìte h sun�rthsh kale�taikanonik  (regular). Sthn per�ptwsh ìpou n = m, to S-box kale�tai amfimonos manto (bije-
ctive) kai ìle
 oi pijanè
 timè
 exìdou emfan�zontai akrib¸
 mia for�. Gia lìgou
 aplìthta
sth sunèqeia ja anafèroume ti
 sunart sei
 Boole apl 
 exìdou apl� w
 sunart sei
 Boolekai ti
 peript¸sei
 sunart sewn Boole pollapl 
 exìdou w
 S-boxes.Gia ton sqediasmì kruptografik� isqur¸n sunart sewn Boole kai S-boxes kat�llhlwngia kruptografikè
 efarmogè
, up�rqoun dÔo klasik� mètra poiìthta
, h mh-grammikìthta(nonlinearity) kai h autosusqètish (autocorrelation). Prokeimènou na d¸soume tou
 ori-smoÔ
 twn dÔo aut¸n mètrwn e�nai apara�thto na doÔme ti
 ènnoie
 twn grammik¸n kai affine(omoparallhlik¸n) sunart sewn Boole, ton metasqhmatismì Walsh Hadamard, ton p�nakaal jeia
 polikìthta
 (polarity truth table) kai to je¸rhma tou Parseval.Mia grammik  sun�rthsh Boole epilegmènh apì to ω ∈ B

n sumbol�zetai me Lω kai e�nai
Lω(x) = ω1x1 ⊕ ω2x2 ⊕ · · · ⊕ wnxn, ìpou to wixi, gia i = 1, 2, . . . , n, sumbol�zei thnlogik  pr�xh AND twn i-ost¸n duadik¸n yhf�wn tou ω kai tou x, kai to ⊕ sumbol�zei thlogik  pr�xh XOR. To sÔnolo twn affine sunart sewn Boole apotele�tai apì to sÔnolotwn grammik¸n sunart sewn Boole kai tou sumplhr¸matì
 tou.Gia mia sun�rthsh Boole f mia qr simh anapar�stash e�nai o p�naka
 al jeia
 polikìth-ta
 pou d�netai w
 f̂(x) = (−1)f(x). O metasqhmatismì
 Walsh Hadamard mia
 sun�rthsh

Boole f or�zetai w


F̂f (ω) =
∑

x∈Bn

f̂(x)L̂ω(x).O metasqhmatismì
 Walsh Hadamard e�nai èna mètro th
 susqètish
 (correlation) th
 su-n�rthsh
 Boole f me to sÔnolo twn grammik¸n sunart sewn Boole. Genik�, dÔo sunart sei

Boole f, h jewroÔntai mh-susqetismène
 (uncorrelated) ìtan isqÔei ìti

∑

x

f̂(x)ĥ(x) = 0.H mègisth apìluth tim  pou lamb�netai apì ton metasqhmatismì Walsh Hadamard sumbo-l�zetai w

WHmax(f) = max

ω∈Bn

∣∣F̂f (ω)
∣∣kai sundèetai me thn mh-grammikìthta th
 sun�rthsh
 f . Sugkekrimèna, h mh-grammikìthta

Nf mia
 sun�rthsh
 Boole f or�zetai w

Nf = (2n − WHmax(f))/2.Anaforik� me ton metasqhmatismì Walsh Hadamard, ìpw
 apodeiknÔetai apì to je¸rhmatou Parseval isqÔei ìti ∑ω∈Bn(F̂f (ω))2 = 22n , pou sunep�getai ìti

WHmax(f) > 2n/2.
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Bent sunart sei
 all� den e�nai potè isorrophmène
. To sÔnolo twn isorrophmènwn sunar-t sewn me th mègisth mh-grammikìthta kai o prosdiorismì
 twn ant�stoiqwn fragm�twn giati
 isorrophmène
 sunart sei
 apoteloÔn shmantik� anoikt� ereunhtik� probl mata [134℄.H autosusqètish mia
 sun�rthsh
 Boole f e�nai èna mètro th
 autoomoiìtht�
 th
 kaior�zetai w


r̂f (s) =
∑

x∈Bn

f̂(x)f̂(x ⊕ s),ìpou s ∈ B
n. H mègisth apìluth tim  pou lamb�netai apì thn autosusqètish sumbol�zetaiw
 ACmax kai e�nai

ACmax(f) = max
s∈Bn\{0n}

∣∣
∑

x∈Bn

f̂(x)f̂(x ⊕ s)
∣∣.H mh-grammikìthta kai h autosusqètish w
 mètra twn sunart sewn Boole mporoÔn naepektajoÔn sta S-boxes or�zonta
 to sÔnolo twn sunart sewn fβ, pou e�nai grammiko�sunduasmo� twn yhf�wn exìdou tou ant�stoiqou S-box. Sugkekrimèna, gia èna S-box f :

B
n 7→ B

m, mia sun�rthsh fβ(x), gia k�je β ∈ B
m, pou e�nai grammikì
 sunduasmì
 twn myhf�wn exìdou th
 f , or�zetai w


fβ(x) = β1f1(x) ⊕ · · · ⊕ βmfm(x),ìpou fj(x), gia j = 1, . . . ,m sumbol�zei to j-ostì duadikì yhf�o th
 exìdou tou S-box.Up�rqoun 2m − 1 mh tetrimmène
 sunart sei
 fβ, kai gia k�je tètoia sun�rthsh h tim  toumetasqhmatismoÔ Walsh Hadamard, pou sumbol�zetai w
 F̂β(ω) kai h tim  autosusqètish
pou sumbol�zetai w
 r̂β(s), prokÔptoun �mesa apì tou
 prohgoÔmenou
 orismoÔ
. Kat' autìton trìpo, h mh-grammikìthta enì
 S-box e�nai h qamhlìterh mh-grammikìthta metaxÔ ìlwntwn 2m−1 ant�stoiqwn fβ(x) sunart sewn, kai h autosusqètish tou S-box e�nai h uyhlìterhautosusqètish metaxÔ twn �diwn fβ(x) sunart sewn.3.4.2 Je¸rhsh tou probl mato
H èreuna gia ton sqediasmì sunart sewn Boole kai S-boxes pou antimetwp�zei to prì-blhma w
 prìblhma beltistopo�hsh
, stoqeÔei sthn eÔresh sunart sewn me uyhl  mh-grammikìthta  /kai qamhl  autosusqètish. To prìblhma eÔresh
 th
 sun�rthsh
 Boole
f∗ me th mègisth mh-grammikìthta, mpore� na doje� w
 prìblhma megistopo�hsh
, dhlad megistopo�hse w
 pro
 f thn sun�rthsh

Nf = (2n − WHmax(f))/2,  isodÔnama, w
 prìblhma elaqistopo�hsh
 mèsw th
 mègisth
 apìluth
 tim 
 tou metasqh-matismoÔ Walsh Hadamard, dhlad  elaqistopo�hse w
 pro
 f thn sun�rthsh
WHmax(f) = max

ω∈Bn

∣∣F̂f (ω)
∣∣.Gia thn sun�rthsh Boole f∗∗ me thn qamhlìterh autosusqètish, to prìblhma jewre�tai w
elaqistopo�hsh w
 pro
 f th
 sun�rthsh


ACmax(f) = max
s∈Bn\{0n}

∣∣
∑

x∈Bn

f̂(x)f̂(x ⊕ s)
∣∣.Gia thn per�ptwsh twn S-boxes, oi parap�nw antikeimenikè
 sunart sei
 genikeÔontai w
ex 
. Anaforik� me th mh-grammikìthta enì
 S-box, to prìblhma e�nai h elaqistopo�hsh w
pro
 f th
 sun�rthsh


max
β∈Bm, ω∈Bn

∣∣F̂β(ω)
∣∣, (3.7)
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 EUkai gia thn autosusqètish enì
 S-box, to prìblhma e�nai h elaqistopo�hsh w
 pro
 f th
sun�rthsh

max

β∈Bm\{0m}, s∈Bn\{0n}

∣∣r̂β(s)
∣∣. (3.8)3.4.3 Proteinìmenh mejodolog�aGia thn ep�lush tou probl mato
 sqed�ash
 twn S-boxes w
 prìblhma beltistopo�hsh
,efarmìzoume dÔo mejìdou
 ExeliktikoÔ UpologismoÔ, thn mèjodo Beltistopo�hsh
 me Sm -no
 Swmatid�wn kai ton Diaforoexeliktikì Algìrijmo. Se aut  thn enìthta perigr�fontaioi leptomèreie
 th
 proteinìmenh
 mejodolog�a
.Prokeimènou na ulopoi soume ti
 mejìdou
 beltistopo�hsh
 gia thn ep�lush tou probl -mato
 kataskeu 
 twn S-boxes, e�nai apara�thto na jewr soume thn kat�llhlh anapar�sta-sh k�je pijan 
 lÔsh
. Skopì
 ma
 e�nai h eÔresh tou S-box f : B

n 7→ B
m, me n Booleanyhf�a eisìdou kai m Boolean yhf�a exìdou, pou ikanopoie� thn idiìthta th
 uyhlìterh
dunat 
 mh-grammikìthta
   thn idiìthta th
 qamhlìterh
 dunat 
 autosusqètish
   kai tadÔo. H anapar�stash pou qrhsimopoioÔme gia k�je pijan  lÔsh e�nai o p�naka
 al jeia
twn exìdwn tou ant�stoiqou S-box se dekadik  morf . Dhlad , h anapar�stash th
 pijan 
lÔsh
 g�netai mèsw enì
 2n-di�statou dianÔsmato
 akèraiwn sunistws¸n, ìpou k�je suni-st¸sa anaparist� thn ant�stoiqh èxodo m duadik¸n yhf�wn tou S-box se dekadik  morf .Me ton trìpo autì to arqikì prìblhma beltistopo�hsh
 metatrèpetai se prìblhma akèraih
beltistopo�hsh
. Gia thn ep�lush tou probl mato
 jewr same ti
 mejìdou
 BSS kai DE.Oi dÔo autè
 mèjodoi arqik� sqedi�sthkan gia thn ep�lush problhm�twn beltistopo�hsh
pragmatik¸n arijm¸n, ìmw
 h apotelesmatikìtht� tou
 sthn ep�lush problhm�twn akèraih
beltistopo�hsh
 mèsw th
 teqnik 
 th
 stroggulopo�hsh
 ston plhsièstero akèraio èqeiep�sh
 apodeiqje� peiramatik� [111℄.'Opw
 proanafèrame, h isorrop�a (balance) e�nai mia polÔ shmantik  idiìthta gia ti
sunart sei
 Boole pou qrhsimopoioÔntai se efarmogè
 kruptograf�a
. H idiìthta aut klhronome�tai sta S-boxes mèsw th
 kanonikìthta
 (regularity), kaj¸
 èna S-box e�nai ka-nonikì an kai mìno an ìloi oi mh mhdeniko� grammiko� sunduasmo� th
 exìdou tou e�nai i-sorrophmène
 sunart sei
 Boole. Gia to lìgo autì anazhtoÔme kanonik� S-boxes me uyhl mh-grammikìthta  / kai qamhl  autosusqètish. H anapar�stash th
 pijan 
 lÔsh
 pouqrhsimopoi jhke sunep�getai thn anaz thsh pijan¸n lÔsewn sto q¸ro ìlwn twn S-boxesth
 morf 
 f : B

n 7→ B
m, kanonik¸n   mh. Sth sqetik  bibliograf�a [34,134,135℄ prokeimè-nou na epiteuqjoÔn kanonik� S-boxes w
 lÔsei
, g�netai mia arqikopo�hsh me tuqa�a kanonik�

S-boxes w
 upoy fie
 lÔsei
 kai sth sunèqeia h mèjodo
 beltistopo�hsh
 pou qrhsimopoie�-tai e�nai upeÔjunh gia thn diat rhsh th
 kanonikìthta
 twn lÔsewn stou
 paragìmenou
apogìnou
. Sthn paroÔsa melèth, gia thn kataskeu  kanonik¸n S-boxes, prote�name miaenallaktik  teqnik  pou thn onom�same {Teqnik  Kataskeu 
 Kanonikìthta
} (Regularity
Constraction Technique). Me thn qr sh th
 teqnik 
 aut 
 epitrèpetai h exereÔnhsh o-lìklhrou tou q¸rou anaz thsh
 apì thn mèjodo pou efarmìzetai, dhlad  epitrèpetai sthmèjodo h anaz thsh metaxÔ efikt¸n lÔsewn (kanonik¸n S-boxes) kai mh-efikt¸n lÔsewn(mh kanonik¸n S-boxes). Gia thn axiolìghsh th
 pijan 
 lÔsh
 sthn per�ptwsh pou aut e�nai mh-efikt , h proteinìmenh upoy fia lÔsh metasqhmat�zetai sthn kontinìterh, anafo-rik� me thn apìstash Hamming, efikt  lÔsh. Dhlad , k�je sunist¸sa sto di�nusma th
proteinìmenh
 lÔsh
 me tim  pou diatar�ssei thn kanonikìthta th
 lÔsh
 metatrèpetai sthnplhsièsterh dunat  tim  pou apod�dei kanonikìthta sth proteinìmenh lÔsh. Me thn teqnik aut  h mèjodo
 diathre� thn dunamik  th
 kai mpore� na epitelèsei kalÔterh anaz thsh.Gia thn arqikopo�hsh tou plhjusmoÔ twn efarmozìmenwn mejìdwn qrhsimopoie�tai hdiadikas�a pou prote�netai kai sth sqetik  bibliograf�a [135℄, sÔmfwna me thn opo�a ka-taskeu�zetai èna di�nusma pou perièqei 2n−m ant�grafa ìlwn twn 2m dunat¸n exìdwn kaisth sunèqeia oi sunist¸se
 tou metat�jentai tuqa�a ¸ste na dhmiourghje� o tuqa�o
 arqikì
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.3.4.4 Peiramatik  je¸rhsh kai apotelèsmataGia thn ep�lush tou probl mato
 efarmìsthkan oi mèjodoi BSS kai DE jewr¸nta
k�je sunist¸sa th
 pijan 
 lÔsh
 w
 pragmatikì arijmì sto di�sthma [0, 2m − 1] kai ìloioi plhjusmo� pou qrhsimopoi jhkan perior�sthkan sto di�sthma autì. Gia thn axiolìghshtwn proteinìmenwn lÔsewn, efarmìsthke h teqnik  th
 stroggulopo�hsh
 twn pragmatik¸nsunistws¸n th
 lÔsh
 stou
 kontinìterou
 akèraiou
 [171℄, akoloujoÔmenh apì thn Teqnik Kataskeu 
 Kanonikìthta
. Anaforik� me thn mèjodo BSS, jewr jhke h olik  parallag th
 mejìdou me par�gonta periorismoÔ (BSSOP) kai oi topikè
 parallagè
 me par�gontaperiorismoÔ kai mègejo
 geitoni�
 1 (BSSTP1) kai 2 (BSSTP2), ant�stoiqa. Gia thnmèjodo DE qrhsimopoi jhkan kai oi pènte diaforetiko� telestè
 met�llaxh
 (DE1 - DE5)pou perigr�fontai apì ti
 Exis¸sei
 (2.3),(2.7),(2.8),(2.9),(2.10), ant�stoiqa. Oi timè
 twnparamètrwn gia th mèjodo BSS tèjhkan sti
 tupikè
 timè
, dhlad  χ = 0.729 kai c1 = c2 =
2.05, pou d�nontai sth bibliograf�a [36℄, kai gia th mèjodo DE sti
 timè
 CR = F = 0.5.H proteinìmenh mejodolog�a dokim�sthke gia amfimonos manta S-boxes megèjou
 5 ×
5, 6×6, 7×7 kai 8×8. Gia k�je per�ptwsh, to mègejo
 tou plhjusmoÔ pou qrhsimopoi jhke tan 20 kai h apìdosh twn mejìdwn melet jhke me 100 anex�rthta peir�mata. Gia k�jepe�rama qrhsimopoi jhke èna kat¸fli 1000 sunarthsiak¸n upologism¸n, epitrèponta
 ètsi
50 epanal yei
 gia k�je parallag .Ston P�naka 3.7 d�nontai oi bèltiste
 timè
 gia thn mh-grammikìthta kai thn autosusqè-tish twn S-boxes, pou epiteÔqjhkan apì ti
 mejìdou
 qrhsimopoi¸nta
 w
 antikeimenikè
sunart sei
 autè
 pou perigr�fontai apì ti
 Exis¸sei
 (3.7) kai (3.8), ant�stoiqa.
Πίνακας 3.7: Οι βέλτιστες τιμές μη-γραμμικότητας και αυτοσυσχέτισης, αντίστοιχα, για S-boxes
μεγέθους n. Mh-grammikìthta

n BSSOP BSSTP1 BSSTP2 DE1 DE2 DE3 DE4 DE5
5 10 10 10 10 10 10 10 10
6 20 20 20 20 20 20 20 20
7 46 46 46 46 46 44 44 44
8 98 98 98 98 98 98 98 98Autosusqètish
n BSSOP BSSTP1 BSSTP2 DE1 DE2 DE3 DE4 DE5
5 16 16 16 16 16 16 16 16
6 32 32 32 32 32 32 32 32
7 56 56 56 56 56 56 56 56
8 80 88 80 88 88 80 88 88H proteinìmenh mejodolog�a apèdwse ti
 �die
 bèltiste
 timè
 mh-grammikìthta
 pou brè-jhkan kai me th mèjodo An�bash
 Lìfou (Hill Climbing) sth melèth [134℄ sthn opo�a qrh-simopoi jhkan oi �die
 antikeimenikè
 sunart sei
 all� mègejo
 de�gmato
 10000. Exa�reshapotèlese mìno h per�ptwsh n = 8 gia thn opo�a h mèjodo
 An�bash
 Lìfou pètuqe kalÔte-rh tim  mh-grammikìthta
 (100). Autì mpore� na ofe�letai sto mikrìtero mègejo
 de�gmato
  plhjusmoÔ pou qrhsimopoi jhke me thn proteinìmenh mejodolog�a kaj¸
 h di�stash touprobl mato
 aux�netai. Wstìso, sunolik� ta apotelèsmata de�qnoun ìti h sugkekrimènh nèamejodolog�a e�nai apotelesmatik  sthn eÔresh kal¸n kanonik¸n amfimonos mantwn S-boxes.Epiplèon, h proteinìmenh mejodolog�a e�nai apl , apaite� mìno ton upologismì twn tim¸n
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 EUth
 antikeimenik 
 sun�rthsh
 gia ti
 proteinìmene
 lÔsei
 kai mpore� eÔkola na sunduaste�me enallaktikè
 teqnikè
 kataskeu 
 kanonikìthta
 twn lÔsewn.Ston P�naka 3.8 d�nontai oi bèltiste
 sundedemène
 timè
 mh-grammikìthta
 kai autosu-sqètish
 pou epiteÔqjhkan apì ìle
 ti
 jewroÔmene
 mejìdou
 kai sti
 dÔo peript¸sei
 toukrithr�ou anaz thsh
. E�nai shmantikì na parathr soume ìti ta apotelèsmata upodeiknÔounìti up�rqei èna
 {sumbibasmì
} metaxÔ twn tim¸n twn dÔo posot twn.
Πίνακας 3.8: Βέλτιστες συνδεδεμένες τιμές μη-γραμμικότητας και αυτοσυσχέτισης για S-boxes
μεγέθους n για όλες τις μεθόδους.

(Nf , ACmax)
n Krit rio Nf Krit rio ACmax

5 (10, 24) (8, 16)
6 (20, 32) (20, 32)
7 (46, 64) (44, 56)
8 (98, 88) (96, 80)Ston P�naka 3.9 parousi�zetai h suqnìthta ep�teuxh
 twn diaforetik¸n tim¸n mh-grammikìthta
 sta 100 anex�rthta peir�mata pou epitelèsthkan apì k�je mèjodo. Ston p�nakad�nontai ìle
 oi timè
 mh-grammikìthta
 pou brèjhkan akoloujoÔmene
 apì thn suqnìthtaemf�nis 
 tou
 mèsa se parènjesh.Anaforik� me thn apìdosh twn diaforetik¸n parallag¸n twn dÔo efarmozìmenwn mejì-dwn, se ìle
 ti
 peript¸sei
 epiteÔqjhkan oi �die
 bèltiste
 timè
, me exa�resh ti
 parallagè
DE3, DE4 kai DE5 sthn per�ptwsh me n = 7, ìpou h bèltisth tim  mh-grammikìthta
  tan

44, kai ti
 parallagè
 BSSTP1, DE1, DE2, DE4 kai DE5 sthn per�ptwsh me n = 8 ìpouh tim  autosusqètish
 pou epiteÔqjhke  tan 88.
Πίνακας 3.9: Συχνότητα επίτευξης των διαφορετικών τιμών μη-γραμμικότητας στα 100 ανεξάρτητα
πειράματα.

n 5 6 7 8BSSOP 8(99) 10(1) 20(100) 44(99) 46(1) 96(28) 98(72)BSSTP1 8(99) 10(1) 20(100) 44(98) 46(2) 96(19) 98(81)BSSTP2 8(99) 10(1) 20(100) 44(99) 46(1) 96(19) 98(81)DE1 8(99) 10(1) 20(100) 44(99) 46(1) 96(28) 98(72)DE2 8(99) 10(1) 20(100) 44(99) 46(1) 96(31) 98(69)DE3 8(99) 10(1) 20(100) 44(100) 96(17) 98(83)DE4 8(99) 10(1) 20(100) 44(100) 96(42) 98(58)DE5 8(99) 10(1) 20(100) 44(100) 96(36) 98(64)3.5 Sumper�smataSto kef�laio autì melet same di�fora probl mata kruptograf�a
 kai kruptan�lush
 memejìdou
 ExeliktikoÔ UpologismoÔ. Pio analutik�, arqik� melet same thn efarmog  twnmejìdwn EU se tèssera probl mata kruptan�lush
, metasqhmat�zont�
 ta se probl matadiakrit 
 beltistopo�hsh
. Ta apotelèsmata èdeixan ìti o metasqhmatismì
 aut¸n twn pro-blhm�twn diathre� thn poluplokìtht� tou
 kajist¸nta
 thn exìruxh plhrofori¸n gia thndunamik  tou
 dÔskolh. UpodeiknÔei ìmw
 ìti gia thn efarmog  twn EU sthn kruptan�lush,



3.5 Sumper�smata 71èna polÔ kr�simo shme�o afor� sthn dhmiourg�a th
 kat�llhlh
 antikeimenik 
 sun�rthsh
¸ste aut  na perièqei ìso dunatìn perissìterh plhrofor�a gia to pro
 ep�lush prìblhma.Sth sunèqeia tou kefala�ou melet jhke h qr sh twn mejìdwn EU gia thn kruptan�lu-sh kruptosusthm�twn Feistel kai sugkekrimèna gia ton entopismì yhf�wn tou kleidioÔ toukruptosust mato
 DES me tèsseri
 kai èxi gÔrou
, ant�stoiqa. Ta apotelèsmata gia ta dÔoaut� probl mata e�nai shmantik� kaj¸
 oi mèjodoi entìpisan apodotik� kai apotelesmatik�thn lÔsh kai m�lista me trìpo pou den apaite� thn parèmbash tou qr sth ìpw
 sumba�nei me�lle
 mejodolog�e
 ep�lush
. Ep�sh
, kai se aut  thn efarmog  upodeiknÔetai h krisimìthtath
 antikeimenik 
 sun�rthsh
 pou perigr�fei to upì melèth prìblhma sthn apìdosh twnmejìdwn EU.Tèlo
, sto kef�laio autì melet jhke h kataskeu  S-boxes me th bo jeia twn mejìdwnEU. Ta S-boxes apoteloÔn shmantikì domikì stoiqe�o twn sÔgqronwn kruptosusthm�twnsummetrikoÔ kleidioÔ kai h kataskeu  isqur¸n S-boxes apotele� kr�simo tm ma th
 ereunh-tik 
 drasthriìthta
 tou kl�dou th
 kruptograf�a
. Ta apotelèsmata th
 melèth
 aut 
e�nai shmantik� kaj¸
 h proteinìmenh mejodolog�a pou e�nai pio apl  apì ti
  dh up�rqouse
mejìdou
 ep�lush
, apèdwse ti
 bèltiste
 dunatè
 timè
 me mikrìtero upologistikì kìsto
.
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K E F A L A I O 4Melèth problhm�twn kruptograf�a
 me qr shTeqnht¸n Neurwnik¸n DiktÔwn
4.1 Teqnht� Neurwnik� D�ktua kai kruptolog�aTa teleuta�a dekapènte qrìnia èqoun dhmosieuje� sqetik� l�ge
 ereunhtikè
 melète
 poususqet�zoun ta Teqnht� Neurwnik� D�ktua (TND) me thn kruptograf�a kai thn kruptan�-lush. To 1991 o R. Rivest parous�ase mia ergas�a episkìphsh
 pou aforoÔse sth sqèshth
 kruptograf�a
 kai th
 ekpa�deush
 mhqan¸n [177℄, d�nonta
 èmfash ston trìpo me tonopo�o ta dÔo aut� ped�a ja mporoÔsan na suneisfèroun idèe
 to èna sto �llo. Oi Blum,
Furst, Kearns kai Lipton sthn ergas�a [18℄ melèthsan pw
 mporoÔn na dhmiourghjoÔn kal�kruptografik� arqètupa basismèna se probl mata ekpa�deush
 pou jewroÔntai mh epilÔsi-ma. Ergazìmeno
 sthn �dia idèa, o Pointcheval sti
 ergas�e
 [167, 168℄ qrhsimopo�hse èna
NP-Complete prìblhma basismèno sta TND gia ton sqediasmì sugkekrimènou tÔpou asfa-l¸n problhm�twn anagn¸rish
 all� argìtera oi Knudsen kai Meier sto �rjro [88℄ èdeixanìti to sq ma autì  tan ligìtero asfalè
 apì ìti arqik� jewr jhke.To 1998 o Ramzan sth didaktorik  tou diatrib  [170℄ {èspase} to kruptosÔsthma U-
nix Crypt, mia aplopoihmènh morf  tou kruptosust mato
 A�nigma, qrhsimopoi¸nta
 TND.To 2001 mia efarmog  th
 kruptolog�a
 sto ped�o twn TND prot�jhke apì tou
 Changkai Lu [26℄. Sugkekrimèna, prìteinan prwtìkolla gia {oblivious polynomial evaluation}pou mporoÔsan na leitourg soun kateuje�an me arijmoÔ
 kinht 
 upodiastol 
 kai èdwsansan par�deigma thn mh faner  ekpa�deush twn TND. Ep�sh
, sthn ergas�a [220℄ parousi�-sthke èna genikì par�deigma dhmiourg�a
 TND gia efarmog  sthn optik  kruptograf�a.Sti
 dhmosieÔsei
 [80, 81℄ oi D. Karr�
 kai B. Zork�dh
 qrhsimopo�hsan TND prìsjia
trofodìthsh
 kai Hopfield gia na belti¸soun kai na endunam¸soun klasikè
 genn trie
yeudotuqa�wn arijm¸n gia thn asfal  diaqe�rish susthm�twn epikoinwn�a
.Ta TND qrhsimopoi jhkan ep�sh
 gia thn dhmiourg�a enì
 nèou sust mato
 antallag 
kleidi¸n pou bas�sthke se èna nèo fainìmeno, ton sugqronismì twn TND [86,87℄. O sugqro-nismì
 twn TND e�nai èna e�do
 amoiba�a
 ekpa�deush
 twn TND se koinè
 eisìdou
. Wstìso,sthn melèth [87℄ apode�qjhke ìti to nèo prwtìkollo antallag 
 kleidi¸n mpore� na katar-reÔsei me trei
 diaforetikoÔ
 trìpou
, qrhsimopoi¸nta
 GenetikoÔ
 Algor�jmou
, genetikè
epijèsei
 kai pijanotikè
 epijèsei
, ant�stoiqa. Argìtera, sti
 ergas�e
 [141, 182, 183℄ pa-rousi�sthkan merikè
 teqnikè
 belt�wsh
 tou arqik� proteinìmenou prwtokìllou. Tèlo
, hidèa gia efarmog  twn TND sthn kataskeu  S-boxes parousi�sthke to 2005 sthn ergas�-a [93℄.Sth sunèqeia tou kefala�ou parousi�zetai h melèth th
 apodotikìthta
 twn TND sthnep�lush klasik¸n problhm�twn kruptograf�a
 kai problhm�twn apì to ped�o th
 krupto-graf�a
 twn elleiptik¸n kampul¸n. Ep�sh
, melet�tai jewrhtik� h susqètish TND eidik 
morf 
, twn Poluwnumik¸n DiktÔwn Ridge, me thn ep�lush sugkekrimènou probl mato
kruptograf�a
 kai parousi�zontai ta apotelèsmat� th
.
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 me qr sh TND4.2 Teqnht� Neurwnik� D�ktua gia kruptan�lush kla-sik¸n kruptosusthm�twnSthn enìthta aut  melet�me thn apìdosh twn Teqnht¸n Neurwnik¸n DiktÔwn (TND)sthn ep�lush merik¸n klasik¸n problhm�twn kruptan�lush
. Sugkekrimèna, me thn bo jeiatwn TND melet�me thn prosèggish twn sunart sewn pou sqet�zontai me to Prìblhma touDiakritoÔ Logar�jmou (PDL) kai to Prìblhma Antallag 
 Kleidi¸n me to prwtìkollo
Diffie-Hellman (PAKDH), sto q¸ro Zp, ìpou p e�nai pr¸to
 arijmì
, kaj¸
 kai to prìblhmaparagontopo�hsh
 pou sqet�zetai me to kruptosÔsthma RSA.4.2.1 Peiramatik  je¸rhsh kai apotelèsmataAlgìrijmoi ekpa�deush
: Sthn melèth aut  oi algìrijmoi ekpa�deush
 TND pou qrh-simopoi jhkan e�nai h tupik  mèjodo
 opisjodromik 
 di�dosh
 sf�lmato
 (Standard Back
Propagation) [181℄, h mèjodo
 opisjodromik 
 di�dosh
 sf�lmato
 me metablhtì b ma (Back
Propagation with Variable Stepsize) [117℄, h mèjodo
 Resilient Back Propagation [176℄, hmèjodo
 opisjodromik 
 di�dosh
 sf�lmato
 me prosarmozìmeno b ma gia ekpa�deush an�prìtupo eisìdou (Adaptive On-line Back Propagation) [116℄ kai h mèjodo
 Scaled Conju-
gate Gradient [143℄. 'Ole
 oi mèjodoi dokim�sthkan analutik� gia pollè
 diaforetikè
 timè
twn paramètrwn tou
. Sti
 perissìtere
 peiramatikè
 jewr sei
, oi algìrijmoi den parous�-asan shmantikè
 apokl�sei
 sthn apìdos  tou
 me exa�resh thn tupik  mèjodo
 opisjodro-mik 
 di�dosh
 sf�lmato
 h opo�a parous�ase duskol�e
 sthn ekpa�deush ti
 perissìtere
forè
.Arqitektonik  diktÔou: Kaj¸
 o orismì
 mia
 {bèltisth
} arqitektonik 
 diktÔou giaopoiod pote sugkekrimèno prìblhma e�nai arket� dÔskolo
 kai paramènei èna anoiktì prì-blhma twn TND, sthn paroÔsa melèth dokim�same mia poikil�a topologi¸n me diaforetikìpl jo
 kruf¸n strwm�twn kai diaforetikì arijmì neur¸nwn se k�je str¸ma. Ta apote-lèsmata pou parousi�zontai aforoÔn sthn bèltisth apìdosh twn TND metaxÔ ìlwn twndiaforetik¸n jewr sewn kai dokim¸n pou pragmatopoi jhkan gia k�je prìblhma. H arqite-ktonik  pou qrhsimopoi jhke se k�je per�ptwsh pou parousi�zetai perigr�fetai me mia seir�akèraiwn arijm¸n pou sumbol�zoun to pl jo
 twn neur¸nwn se k�je str¸ma tou TND.Kanonikopo�hsh dedomènwn: Gia thn eukolìterh prosarmog  tou diktÔou, ta dedomènametasqhmat�sthkan mèsw mia
 diadikas�a
 kanonikopo�hsh
 prin thn ekpa�deush tou diktÔou.Gia thn per�ptwsh ìpou ta dedomèna pou parousi�zontai sto d�ktuo an koun ston q¸ro
Zp, me p pr¸to arijmì, to di�sthma S = [−1, 1], diaire�tai se p upodiast mata. Kat' autìton trìpo, oi arijmo� apì to sÔnolo dedomènwn metasqhmat�zontai stou
 ant�stoiqou
 toudiast mato
 S. Sugqrìnw
, h tim  exìdou tou diktÔou metasqhmat�zetai se ènan arijmì tou
Zp qrhsimopoi¸nta
 th
 ant�strofh diadikas�a.Axiolìghsh tou diktÔou: Gia thn axiolìghsh th
 apìdosh
 tou diktÔou, arqik� metr -jhke to posostì twn dedomènwn ekpa�deush
 gia ta opo�a to d�ktuo pètuqe na d¸sei w
apotèlesma thn akrib  tim  tou stìqou. To mètro autì sumbol�zetai w
 µ0. Wstìso, ka-j¸
 h tim  exìdou tou diktÔou perior�zetai sto di�sthma [−1, 1], polÔ mikrè
 diakum�nsei
th
 tim 
 exìdou odhgoÔn to d�ktuo se upologismì ìqi th
 akriboÔ
 tim 
 stìqou all�mia
 tim 
 polÔ kont� se aut n. To gegonì
 autì kajist� to mètro µ0 aneparkè
 gia thnaxiolìghsh th
 apìdosh
 tou diktÔou. Gia to lìgo autì qrhsimopoi same to mètro µ±v.To mètro autì katagr�fei to posostì twn dedomènwn gia ta opo�a h diafor� an�mesa sthnepijumht  kai thn pragmatik  èxodo den xepern� kat� ±v thn tim  tou akriboÔ
 stìqou.Prèpei na parathr soume ìti to mètro µ±v èqei diaforetik  shmas�a gia to PDL kai toPAKDH. Sugkekrimèna, to mètro µ±v e�nai polÔ shmantikì sthn per�ptwsh tou PDL. Anto mègejo
 tou diast mato
 (±v) e�nai O(log(p)) tìte to mètro µ±v mpore� na antikata-st sei to akribè
 mètro µ0. Genik�, gia k�poie
 mikrè
 timè
 tou v to mètro µ±v e�nai



4.2 TND gia kruptan�lush klasik¸n kruptosusthm�twn 75apodektì kaj¸
 o upologismì
 tou diakritoÔ logar�jmou mpore� na epibebaiwje� mèsw touekjetikoÔ upologismoÔ sta peperasmèna s¸mata [166℄. Wstìso, h epal jeush th
 lÔsh
gia to prìblhma th
 Apeikìnish
 Diffie-Hellman e�nai anoiktì. SÔnola pijan¸n tim¸n th
Apeikìnish
 Diffie-Hellman mporoÔn na qrhsimopoihjoÔn gia ton upologismì pijan¸n tim¸ngia to PAKDH. Oi timè
 gia to PAKDH mporoÔn na dokimastoÔn sthn pr�xh, kaj¸
 e�naisummetrik� kleidi� epikoinwn�a
 metaxÔ dÔo qrhst¸n. Ta posost� epituq�a
 me to mètro
µ±v gia to PADH mporoÔn na sugkrijoÔn me ta ant�stoiqa gia to PDL. Ta apotelèsmatath
 sÔgkrish
 mporoÔn na susqetistoÔn me thn eikas�a th
 upologistik 
 isodunam�a
 twndÔo problhm�twn.Sthn ergas�a [129℄, melet jhkan ta dÔo probl mata PDL kai PADH gia polloÔ
 dia-foretikoÔ
 mikroÔ
 arijmoÔ
 p. Ta prìtupa eisìdou  tan diaforetikè
 timè
 th
 metablht 
th
 sun�rthsh
 tou diakritoÔ logar�jmou kai th
 apeikìnish
 Diffie-Hellman ant�stoiqa, kaiw
 timè
 stìqou l fjhkan oi timè
 twn ant�stoiqwn sunart sewn, gia stajerè
 epilegmène
timè
 gennhtìrwn g kai pr¸twn arijm¸n p. Ta TND sthn per�ptwsh aut  èdwsan apotelè-smata ekpa�deush
 kai gen�keush
 pou èftanan se posostì epituq�a
 100%. Sth sunèqeia,h apìdosh twn TND melet jhke gia megalÔterou
 pr¸tou
 arijmoÔ
 oi opo�oi èkanan thndiadikas�a ekpa�deush
 twn TND duskolìterh. H Ôparxh meg�lou pl jou
 arijm¸n pou ka-nonikopoioÔntan sto di�sthma [−1, 1] dhmioÔrghse probl mata sthn prosarmog  twn TND.Autì e�qe w
 apotèlesma mikrè
 diaforè
 sthn èxodo tou diktÔou na odhgoÔn se pl rh a-potuq�a apait¸nta
 thn qr sh megalÔterh
 arqitektonik 
. Se peript¸sei
 polÔ meg�lwnpr¸twn arijm¸n h apìdosh twn TND sthn ekpa�deush  tan polÔ qamhl . Merik� endeiktik�apotelèsmata th
 ekpa�deush
 d�nontai ston P�naka 4.1.
Πίνακας 4.1: Αποτελέσματα της εκπαίδευσης Τεχνητών Νευρωνικών Δικτύων για το Πρόβλημα
Διακριτού Λογαρίθμου και το Πρόβλημα Απεικόνισης Diffie-Hellman

p Topolog�a Epoqè
 µ0 µ±2 µ±5 µ±10 Prìblhma
83 1 − 5 − 5 − 1 20000 20% 30% 48% 70% PDL

1 − 5 − 5 − 1 20000 20% 35% 51% 70% PADH

97 1 − 5 − 5 − 1 25000 20% 30% 48% 70% PDL
1 − 5 − 5 − 1 20000 20% 35% 51% 70% PADHSthn paroÔsa melèth to PDL melet jhke upì diaforetik  je¸rhsh. Sugkekrimèna,melet same thn per�ptwsh ìpou gia di�fore
 timè
 pr¸tou arijmoÔ p kai genn tora g, h tim 

h = gu (mod p) paramènei stajer . Ta prìtupa eisìdou apoteloÔntan apì zeÔgh pr¸twnarijm¸n p kai twn ant�stoiqwn gennhtìrwn g kai ta prìtupa stìqou  tan oi ant�stoiqe
 timè

u, ètsi ¸ste logg h ≡ u (mod p), gia mia stajer  tim  h. Upì thn je¸rhsh aut  melet jhketo PDL gia pr¸tou
 arijmoÔ
 me timè
 apì 101 mèqri 2003, me diaforetikè
 topolog�e
diktÔou kai mejìdou
 ekpa�deush
. Sthn per�ptwsh aut , up rxe mia diaforopo�hsh metaxÔtwn apotelesm�twn pou l fjhkan apì diaforetikè
 mejìdou
. Gia mikrè
 timè
 tou p, dhlad gia p apì 101 mèqri 199, ta kalÔtera apotelèsmata gia thn prosèggish th
 tim 
 tou udìjhkan apì thn mèjodo opisjodromik 
 di�dosh
 sf�lmato
 gia ekpa�deush an� prìtupoeisìdou me prosarmozìmeno b ma. Gia megalÔtere
 timè
 tou p, ta kalÔtera apotelèsmatal fjhkan apì thn mèjodo Scaled Conjugate Gradient. Apotelèsmata gia thn nèa je¸rhshtou PDL d�nontai ston P�naka 4.2. 'Ola ta apotelèsmata anafèrontai sthn ekpa�deushtwn TND gia thn prosèggish th
 tim 
 tou diakritoÔ logar�jmou u. Sugkr�nonta
 taapotelèsmata th
 apìdosh
 twn TND gia to PDL upì ti
 dÔo diaforetikè
 jewr sei
sumpera�noume ìti gia to PDL h proseggistik  ikanìthta twn TND e�nai kalÔterh me thn
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 me qr sh TNDdeÔterh je¸rhsh tou probl mato
.
Πίνακας 4.2: Αποτελέσματα της εκπαίδευσης των Τεχνητών Νευρωνικών Δικτύων για το Πρό-
βλημα Διακριτού Λογαρίθμου με την δεύτερη θεώρηση του προβλήματοςEÔro
 p Topolog�a Epoqè
 µ0 µ±15 µ±20 µ±30 µ±40

101 − 199 2 − 15 − 1 600000 100% 100% 100% 100% 100%

503 − 1009 2 − 25 − 1 600000 82% 93% 96% 96% 98%

1009 − 2003 2 − 30 − 1 600000 17% 40% 46.7% 51.8% 54.1%

1009 − 2003 2 − 3 − 3 − 3 − 1 20000 7.5% 34.3% 44.8% 64.2% 71.6%Sthn ergas�a [129℄ ektì
 apì to PDL kai to PADH melet jhke ep�sh
 h apìdosh twnTND sthn prosèggish th
 φ(N) apeikìnish
, N 7→ φ(N), me prìtupa eisìdou arijmoÔ

N = p × q, ìpou p kai q pr¸toi arijmo�, kai prìtupa stìqou
 ti
 ant�stoiqe
 timè
 th
apeikìnish
 φ(N) = (p−1)×(q−1). Sthn per�ptwsh aut  to prìblhma th
 kanonikopo�hsh
twn dedomènwn den apotèlese empìdio. Ta apotelèsmata th
 melèth
 gia to prìblhma autìparous�asan polÔ endiafèron, kaj¸
 ta TND  tan se jèsh ìqi mìno na prosarmostoÔnsta dedomèna ekpa�deush
 all� epiplèon parous�asan polÔ kal  apìdosh anaforik� meto sÔnolo elègqou [129℄. Endeiktik� apotelèsmata th
 ekpa�deush
 twn TND gia thnprosèggish th
 apeikìnish
 φ(N) parousi�zontai ston P�naka 4.3.
Πίνακας 4.3: Αποτελέσματα της εκπαίδευσης των Τεχνητών Νευρωνικών Δικτύων για την απει-
κόνιση φ(N) όπου N = p × q 6 104Topolog�a Epoqè
 µ0 µ±2 µ±5 µ±10 µ±20

1 − 5 − 5 − 1 80000 3% 15% 35% 65% 90%

1 − 7 − 8 − 1 50000 6% 20% 50% 70% 100%Sthn paroÔsa melèth to prìblhma th
 paragontopo�hsh
 ep�sh
 ereun jhke qrhsimo-poi¸nta
 diaforetik  je¸rhsh. Sugkekrimèna, h prosèggish th
 tim 
 th
 sun�rthsh

p2 + q2, doje�sh
 th
 tim 
 tou N , odhge� �mesa sthn paragontopo�hsh tou N stou
 par�-gonte
 p kai q. Gia to lìgo autì, melet same ta TND anaforik� me thn prosèggish th
parap�nw sun�rthsh
 gia di�fore
 timè
 tou N . Ta kalÔtera apotelèsmata tou probl ma-to
 th
 paragontopo�hsh
 upì thn nèa je¸rhsh d�nontai ston P�naka 4.4.
Πίνακας 4.4: Αποτελέσματα της εκπαίδευσης των Τεχνητών Νευρωνικών Δικτύων για το πρόβλη-
μα της παραγοντοποίησης με την δεύτερη θεώρηση και για N από 143 μέχρι 1003Topolog�a Epoqè
 µ0 µ±15 µ±20 µ±30 µ±40

1 − 15 − 1 200000 35.1% 36.8% 42.1% 43.8% 45.6%

1 − 20 − 1 600000 35.1% 43.8% 45.6% 52.6% 56.2%Apì thn sÔgkrish twn apotelesm�twn th
 ekpa�deush
 twn TND gia to prìblhma th
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 upì ti
 dÔo diaforetikè
 jewr sei
 prokÔptei ìti en¸ me th deÔterh je-¸rhsh ta TND de�qnoun na petuqa�noun megalÔtera posost� epituq�a
 gia to mètro µ0wstìso qrei�zontai megalÔtero arijmì epoq¸n gia na d¸soun ta apotelèsmata aut� en¸ant�stoiqa h apìdosh kat� to mètro µ±v den aux�netai an�loga. Epiplèon, ta kalÔteraapotelèsmata pou proèkuyan upì thn pr¸th je¸rhsh anafèrontai se megalÔtere
 timè
 tou
N , se sqèsh me aut� th
 deÔterh
 je¸rhsh
. Sumperasmatik�, parìti oi dÔo diaforetikè
jewr sei
 tou probl mato
 paragontopo�hsh
 e�nai upologistik� isodÔname
, h apìdosh twnTND gia thn prosèggish tou probl mato
 e�nai kalÔterh upì thn pr¸th je¸rhsh.Sunolik�, ta apotelèsmata th
 melèth
 gia thn apìdosh twn TND sto PDL kai stoprìblhma th
 paragontopo�hsh
 pou sqet�zetai me to kruptosÔsthma RSA, upodeiknÔounìti to prìblhma tou diakritoÔ logar�jmou den e�nai eukolìtero sthn ep�lus  tou apì toprìblhma th
 paragontopo�hsh
. To gegonì
 autì èrqetai se sumfwn�a me ta jewrhtik�apotelèsmata, kaj¸
 an doje� mia mèjodo
 upologismoÔ deikt¸n sta peperasmèna s¸matatìte to kruptosÔsthma RSA katarrèei.4.3 Teqnht� Neurwnik� D�ktua gia kruptan�lush kru-ptosusthm�twn elleiptik¸n kampul¸nSthn enìthta aut  melet�me thn apìdosh twn TND sto prìblhma upologismoÔ touligìtero shmantikoÔ duadikoÔ yhf�ou tou diakritoÔ logar�jmou enì
 shme�ou elleiptik¸nkampul¸n. O upologismì
 tou ligìtero shmantikoÔ yhf�ou tou diakritoÔ logar�jmou seelleiptikè
 kampÔle
 me gnwst  peritt  t�xh e�nai shmantikì
 gia ti
 kruptografikè
 efar-mogè
, kaj¸
 odhge� ston upologismì ìlwn twn duadik¸n yhf�wn tou diakritoÔ logar�jmou.Ta apotelèsmata th
 melèth
 aut 
 de�qnoun ìti ta TND e�nai dunatìn na prosarmostoÔnsta dedomèna pou lamb�noun me meg�lh epituq�a, en¸ h apìkris  tou
 se �gnwsta dedomènae�nai l�go kalÔterh apì thn tuqa�a epilog . 'Ena �llo shmantikì eÔrhma e�nai ìti ta TNDapaitoÔn ligìtero q¸ro apoj keush
 gia ta gnwst� prìtupa se sqèsh me ton q¸ro pouapaite�tai gia thn apoj keush tou �diou tou sunìlou dedomènwn.4.3.1 Je¸rhsh probl mato
Gia to prìblhma tou diakritoÔ logar�jmou ep� twn elleiptik¸n kampul¸n, h akìloujhprìtash prokÔptei apì thn asf�leia twn duadik¸n yhf�wn twn diakrit¸n logar�jmwn ep�twn kuklik¸n om�dwn [164, 201℄.Prìtash 4.1 Doje�sh
 mia
 elleiptik 
 kampÔlh
, E, se èna peperasmèno s¸ma, Fq, megnwst  t�xh n, kai mia
 oracle gia èna duadikì yhf�o tou diakritoÔ logar�jmou pou denantistoiqe� se kam�a dÔnamh tou 2 pou diaire� thn t�xh n, tìte ìla ta duadik� yhf�a toudiakritoÔ logar�jmou mporoÔn na upologistoÔn se poluwnumikì qrìno.Parat rhsh 4.1 Mèqri t¸ra den up�rqei algìrijmo
 pou na br�skei thn t�xh mia
 ellei-ptik 
 kampÔlh
 se poluwnumikì qrìno. Epiplèon, h poluplokìthta gia ton upologismì toudiakritoÔ logar�jmou ep� elleiptik¸n kampul¸n qwr�
 gn¸sh th
 t�xh
 tou
, e�nai ekjetik kai sunep¸
 to prìblhma tou diakritoÔ logar�jmou se aut  thn per�ptwsh paramènei ènaupologistik� dÔskolo prìblhma.Apì thn Prìtash 4.1 prokÔptei ìti sthn per�ptwsh mia
 elleiptik 
 kampÔlh
 me peritt t�xh n, mia oracle pou d�nei to ligìtero shmantikì duadikì yhf�o tou diakritoÔ logar�jmouenì
 shme�ou th
 elleiptik 
 kampÔlh
, odhge� ston upologismì ìlwn twn yhf�wn tou dia-kritoÔ logar�jmou se poluwnumikì qrìno. Epiplèon, oi elleiptikè
 kampÔle
 me t�xh pr¸toarijmì jewroÔntai pio asfale�
 gia kruptografikè
 efarmogè
. Gia tou
 parap�nw lì-gou
, melet�me ton upologismì tou ligìtero shmantikoÔ yhf�ou tou diakritoÔ logar�jmou
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 shme�ou elleiptik 
 kampÔlh
 me peritt  t�xh. Sti
 ergas�e
 [38, 194℄ parousi�zontaiektim sei
 gia thn poluplokìthta upologismoÔ twn yhf�wn tou diakritoÔ logar�jmou sediaforetik� s¸mata.Anaforik� me to upì melèth prìblhma, or�zoume thn akìloujh sun�rthsh Boole. 'Estwmia elleiptik  kampÔlh E(Fq) kai P = (xP , yP ), Q = (xQ, yQ) dÔo shme�a th
 kampÔlh

E(Fq), tètoia ¸ste Q = tP , me 0 6 t 6 (n − 1). Or�zoume thn sun�rthsh Boole f :
{0, 1}4⌈log p⌉ 7→ {0, 1}, me

f(xP , yP , xQ, yQ) = lsy(t), (4.1)pou èqei w
 e�sodo ti
 suntetagmène
 xP , yP , xQ, yQ, se duadik  anapar�stash, kai d�nei w
èxodo to ligìtero shmantikì yhf�o (lsy) tou t, dhlad  1 an to ligìtero shmantikì yhf�o tou
t e�nai 1, kai 0 an to ligìtero shmantikì yhf�o tou t e�nai 0. Genik�, èna kÔklwma Boole pouupolog�zei thn parap�nw sun�rthsh mpore� na e�nai ekjetik� meg�lo w
 pro
 to ⌈log p⌉ [38℄.Gia ton upologismì aut 
 th
 sun�rthsh
 Boole qrhsimopoioÔme ta TND. Sth sugkekrimènhmelèth, qrhsimopoioÔme ta TND prìsjia
 trofodìthsh
 gia thn prosèggish th
 sun�rthsh
pou or�zetai sthn (4.1). Gia to genikì prìblhma upologismoÔ mia
 sun�rthsh
 Boole me thqr sh TND prìsjia
 trofodìthsh
, sthn ergas�a [9℄ èqei apodeiqje� to akìloujo je¸rhmapou sthr�zei thn apotelesmatikìthta th
 proteinìmenh
 prosèggish
.Je¸rhma 4.1 Gia k�je mia sun�rthsh Boole up�rqei èna teqnhtì neurwnikì d�ktuo meèna krufì str¸ma kai sun�rthsh energopo�hsh
 kat¸fli ikanì na thn upolog�sei.4.3.2 Peiramatik  je¸rhsh kai apotelèsmataH ekpa�deush TND me neur¸ne
 pou qrhsimopoioÔn w
 sun�rthsh energopo�hsh
 ka-t¸fli apaite� thn qr sh mejìdwn ekpa�deush
 pou den qrhsimopoioÔn plhrofor�a twn pa-rag¸gwn th
 sun�rthsh
 sf�lmato
. Epiplèon, ìpw
 èqei apodeiqje� sthn ergas�a [41℄,ta analogik� TND mporoÔn na e�nai pio isqur� apì ta TND pou qrhsimopoioÔn kat¸flia,akìma kai gia ton upologismì sunart sewn Boole. Gia tou
 parap�nw lìgou
, melet�methn apìdosh twn TND qrhsimopoi¸nta
 w
 sun�rthsh energopo�hsh
 thn sun�rthsh th
uperbolik 
 efaptomènh


f(x) = tanh(λ2x),h opo�a prosegg�zei mia sun�rthsh kat¸fli kaj¸
 h par�metro
 λ2 te�nei sto �peiro. Seìla ta peir�mata, to str¸ma exìdou apotele�tai apì dÔo neur¸ne
 kai o neur¸na
 me thnuyhlìterh tim  exìdou kajor�zei thn kl�sh sthn opo�a an kei to upologizìmeno duadikìyhf�o. Kat' autì ton trìpo, an h tim  exìdou tou pr¸tou neur¸na e�nai mikrìterh apìthn tim  exìdou tou deÔterou neur¸na, tìte to yhf�o jewre�tai ìti an kei sthn Kl�sh 0,pou antistoiqe� se mhdenik  tim  tou yhf�ou kai ant�strofa. Aut  h je¸rhsh ma
 epitrèpeina qrhsimopoi soume mejìdou
 ekpa�deush
 pou metaqeir�zontai parag¸gou
 th
 sun�rth-sh
 sf�lmato
 tou diktÔou. Sugkekrimèna, melet same thn apìdosh tri¸n algor�jmwnekpa�deush
, ènan apì k�je diaforetik  kathgor�a algor�jmwn, thn mèjodo Resilient Ba-
ck Propagation [176℄, thn mèjodo opisjodromik 
 di�dosh
 sf�lmato
 me prosarmozìmenob ma gia ekpa�deush an� prìtupo eisìdou (Adaptive On-line Back Propagation) [116℄ kaithn mèjodo tou DiaforoexeliktikoÔ Algor�jmou [202℄. Anaforik� me thn topolog�a twnTND, dokim�sthke poikil�a topologi¸n me diaforetikì pl jo
 strwm�twn kai neur¸nwn sek�je str¸ma. Stou
 p�nake
 d�nontai oi topolog�e
 me ti
 opo�e
 epiteÔqjhkan ta kalÔteraapotelèsmata gia k�je prìblhma.Gia thn kataskeu  twn sunìlwn dedomènwn qrhsimopoi jhke h biblioj kh ECC LIBgia kruptograf�a elleiptik¸n kampul¸n [91℄. H apìdosh twn TND melet jhke gia tr�adiaforetik� sÔnola dedomènwn th
 upì je¸rhsh sun�rthsh
 Boole pou antistoiqoÔn setuqa�a epilegmèna p me m ko
 yhf�wn 14, 20 kai 32, ant�stoiqa, ìpou Fp e�nai to peperasmènos¸ma ep� tou opo�ou kataskeu�zetai h elleiptik  kampÔlh.
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 kaisÔnolo elègqou. Ta dÔo tr�ta tou sunìlou dedomènwn tèjhkan sto sÔnolo ekpa�deush
kai to upìloipo èna tr�to apotèlese to sÔnolo elègqou. Gia thn axiolìghsh th
 apìdosh
tou TND, arqik� metr same to posostì tou sunìlou ekpa�deush
 gia to opo�o to TNDprìbleye swst� to ligìtero shmantikì yhf�o tou diakritoÔ logar�jmou kat� mèso ìro apì
10 peir�mata. Sth sunèqeia h apìdosh tou diktÔou axiolog jhke metr¸nta
 to mèso ìrotou posostoÔ epituq�a
 gia to sÔnolo elègqou gia ìla ta peir�mata.Ta kalÔtera apotelèsmata gia thn parap�nw je¸rhsh kai gia thn tim  th
 paramètrou
λ2 = 1, l fjhkan qrhsimopoi¸nta
 thn mèjodo opisjodromik 
 di�dosh
 sf�lmato
 meprosarmozìmeno b ma gia ekpa�deush an� prìtupo eisìdou kai d�nontai stou
 P�nake
 4.5, 4.6kai 4.7, ant�stoiqa. Ta apotelèsmata de�qnoun ìti gia ta tr�a diaforetik� m kh duadik¸nyhf�wn, ta TND mpìresan na prosarmostoÔn sta dedomèna ekpa�deush
 me mèsh epituq�a
90%. Anaforik� me ta sÔnola elègqou, ta TND pètuqan kai gia ta tr�a diaforetik� m khyhf�wn mèsh epituq�a 57%, dhlad  l�go uyhlìterh apì thn tuqa�a epilog . Sqetik� me ti
apaitoÔmene
 epoqè
 gia thn ekpa�deush twn TND, kaj¸
 to m ko
 yhf�wn tou p auxanìtanqrei�zontan perissìtere
 epoqè
 gia na epiteuqje� h �dia epituq�a.
Πίνακας 4.5: Αποτελέσματα για p με μήκος 14ων δυαδικών ψηφίων και τοπολογία 56 − 3 − 2Epoqè
 Ekpa�deush 'Elegqo
Kl�sh 0 Kl�sh 1 Epituq�a Kl�sh 0 Kl�sh 1 Epituq�a

500 Kl�sh 0 168 33 83.58% 30 24 55.56%Kl�sh 1 48 151 75.88% 23 23 50.00%

650 Kl�sh 0 184 17 91.54% 33 21 61.11%Kl�sh 1 32 167 83.92% 23 23 50.00%

700 Kl�sh 0 183 18 91.04% 33 21 61.11%Kl�sh 1 30 169 84.92% 21 25 54.35%

1000 Kl�sh 0 186 15 92.54% 33 21 61.11%Kl�sh 1 25 174 87.44% 18 28 60.87%Mia �llh endiafèrousa parat rhsh pou proèkuye anaforik� me to sÔnolo ekpa�deush
e�nai ìti to d�ktuo mpore� na m�jei ta prìtupa ekpa�deush
 kai na apant� swst� w
 pro
to ligìtero shmantikì yhf�o tou diakritoÔ logar�jmou qrhsimopoi¸nta
 ligìterh mn mh apìaut n pou apaite�tai gia thn apoj keush tou ant�stoiqou sunìlou dedomènwn. Ta apote-lèsmata gia th sump�esh twn dedomènwn d�nontai ston P�naka 4.8. Ston P�naka 4.8, to{PDY(p) } sumbol�zei to pl jo
 duadik¸n yhf�wn tou p, me {PDY Dedomènwn} sumbol�-zetai to pl jo
 duadik¸n yhf�wn pou apaite�tai gia thn apoj keush tou sunìlou dedomènwnth
 ekpa�deush
, to {PDY DiktÔou} sumbol�zei to pl jo
 twn duadik¸n yhf�wn pou apai-toÔntai gia thn apoj keush twn bar¸n tou diktÔou kai {Epituq�a} e�nai to posostì epituq�a
tou diktÔou sthn anagn¸rish th
 swst 
 kl�sh
 gia ta dedomèna ekpa�deush
.4.4 Jewrhtik  melèth th
 efarmog 
 Poluwnumik¸nDiktÔwn Ridge sthn kruptograf�aSthn enìthta aut  parousi�zontai merik� jewrhtik� apotelèsmata gia thn efarmog TND eidik 
 morf 
 se probl mata kruptograf�a
. Pio sugkekrimèna, melet�me jewrhtik�
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Πίνακας 4.6: Αποτελέσματα για p με μήκος 20 δυαδικών ψηφίων και τοπολογία 80 − 3 − 2Epoqè
 Ekpa�deush 'Elegqo
Kl�sh 0 Kl�sh 1 Epituq�a Kl�sh 0 Kl�sh 1 Epituq�a
2000 Kl�sh 0 186 14 93.0% 32 26 55.17%Kl�sh 1 23 177 88.5% 17 25 59.52%

3000 Kl�sh 0 191 9 95.5% 30 28 51.72%Kl�sh 1 19 181 90.5% 21 21 50.00%

4000 Kl�sh 0 194 6 98.0% 32 26 55.17%Kl�sh 1 18 182 91.0% 19 23 54.76%

6000 Kl�sh 0 196 4 98.0% 33 25 56.90%Kl�sh 1 17 183 91.5% 20 22 52.38%

Πίνακας 4.7: Αποτελέσματα για p με μήκος 32 δυαδικών ψηφίων και τοπολογία 128 − 3 − 2Epoqè
 Ekpa�deush 'Elegqo
Kl�sh 0 Kl�sh 1 Epituq�a Kl�sh 0 Kl�sh 1 Epituq�a
4000 Kl�sh 0 193 5 97.47% 36 21 63.16%Kl�sh 1 16 186 92.08% 20 23 53.49%

5000 Kl�sh 0 193 5 97.47% 36 21 63.16%Kl�sh 1 15 187 92.57% 19 24 55.81%

8000 Kl�sh 0 193 5 97.47% 35 22 61.40%Kl�sh 1 14 188 93.07% 18 25 58.14%

9000 Kl�sh 0 193 5 97.47% 35 22 61.40%Kl�sh 1 14 188 93.07% 16 27 62.79%thn dunatìthta efarmog 
 twn Poluwnumik¸n DiktÔwn Ridge (Ridge Polynomial Netw-
orks) gia ton upologismì tou ligìtero shmantikoÔ yhf�ou tou diakritoÔ logar�jmou. Oupologismì
 tou ligìtero shmantikoÔ yhf�ou tou diakritoÔ logar�jmou e�nai shmantikì
 giati
 kruptografikè
 efarmogè
 kaj¸
 sqet�zetai metaxÔ �llwn kai me ton upologismì ìlwntwn yhf�wn tou diakritoÔ logar�jmou [67℄.Ta Poluwnumik� D�ktua Ridge (RPD) an koun sthn kl�sh twn TND pou bas�zontai seneur¸ne
 pollaplasiastikoÔ tÔpou, dhlad  oi neur¸ne
 efarmìzoun thn sun�rthsh energo-po�hs 
 tou
 sto ginìmeno twn bar¸n ep� twn eisìdwn tou
. Ta domik� stoiqe�a twn RPDe�nai ta D�ktua P�-S�gma (Pi-Sigma Networks). 'Ena D�ktuo P�-S�gma (PSD) e�nai èna te-qnhtì neurwnikì d�ktuo prìsjia
 trofodìthsh
 me èna krufì str¸ma grammik¸n neur¸nwnpou qrhsimopoie� pollaplasiastikoÔ
 neur¸ne
 sto str¸ma exìdou, dhlad  qrhsimopoie�ginìmena ajroism�twn twn sunistws¸n th
 eisìdou tou. H parous�a enì
 mìno str¸ma-to
 prosarmozìmenwn bar¸n sta PSD èqei w
 apotèlesma thn gr gorh ekpa�deus  tou
.Up�rqoun dÔo eid¸n D�ktua P�-S�gma, ta Analogik� D�ktua P�-S�gma (Analog Pi-Sigma
Networks) kai ta Duadik� D�ktua P�-S�gma (Binary Pi-Sigma Networks). Mia gen�keushtwn Analogik¸n DiktÔwn P�-S�gma e�nai ta Poluwnumik� D�ktua Ridge gia ta opo�a èqei a-podeiqje� ìti èqoun ikanìthte
 kajolikoÔ proseggist  [65℄. Ant�stoiqa, ta Duadik� D�ktua
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Πίνακας 4.8: Αποτελέσματα συμπίεσης δεδομένωνPDY(p) PDY Dedomènwn PDY DiktÔou Epituq�a

14 23200 8400 89.99%
20 32800 11856 94.75%
32 52000 18768 95.27%P�-S�gma mporoÔn na ulopoioÔn opoiad pote sun�rthsh Boole [193℄.Sto Sq ma 4.1 parousi�zetai èna D�ktuo P�-S�gma me mia èxodo. To d�ktuo autì e�nai ènapl rw
 sundedemèno d�ktuo prìsjia
 trofodìthsh
 me dÔo str¸mata. Wstìso, to str¸mame tou
 ajroistikoÔ
 neur¸ne
 den e�nai krufì ìpw
 sthn per�ptwsh twn polustrwmatik¸n

Perceptrons, kaj¸
 ta b�rh apì autì to d�ktuo pro
 to str¸ma exìdou èqoun stajer  tim 
1. Aut  h idiìthta suneisfèrei sthn me�wsh tou apaitoÔmenou qrìnou gia ekpa�deush.
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Σχήμα 4.1: ΄Ενα Δίκτυο Πί-Σίγμα (ΠΣΔ) με έναν νευρώνα εξόδου'Estw x = (1, x1, . . . , xN )⊤ èna di�nusma st lh N + 1 di�stash
, e�sodo
 tou diktÔ-ou epauxhmènh kat� 1, ìpou to xk sumbol�zei thn k-ost  sunist¸sa tou x. K�je e�sodo
pollaplasi�zetai me K dianÔsmata bar¸n di�stash
 N + 1, wj = (w0j , w1j , . . . , wNj)
⊤,

j = 1, 2, . . . ,K kai ta apotelèsmata ajro�zontai apì èna str¸ma K ajroistik¸n grammi-k¸n neur¸nwn, ìpou K e�nai h epijumht  t�xh tou diktÔou. H èxodo
, hj , tou j-ostoÔajroistikoÔ neur¸na, d�netai w
 ex 
:
hj = w⊤

j x =

N∑

k=1

wkjxk + w0j , j = 1, 2, . . . ,K, (4.2)ìpou wkj e�nai èna prosarmozìmeno b�ro
 apì thn sunist¸sa xk th
 eisìdou pro
 ton j-ostì ajroistikì neur¸na kai w0j e�nai to kat¸fli tou j-ostì ajroistikì neur¸na. Ta b�rhmporoÔn na l�boun auja�rete
 pragmatikè
 timè
.H èxodo
 y tou DiktÔou P�-S�gma d�netai w
:
y = σ




K∏

j=1

hj



 = σ(net), (4.3)ìpou σ(·) e�nai mia kat�llhlh sun�rthsh energopo�hsh
 kai net =
∏K

j=1 hj .To d�ktuo pou apeikon�zetai sto Sq ma 4.1 onom�zetai K t�xh
 D�ktuo P�-S�gma kaj¸
perilamb�nei K ajroistikoÔ
 neur¸ne
. O sunolikì
 arijmì
 sundèsewn me prosarmozìme-na b�rh, sumperilambanomènwn twn prosarmozìmenwn katwfli¸n, gia èna K t�xh
 D�ktuoP�-S�gma me N di�stash
 dianÔsmata eisìdou e�nai (N +1)K. An apaitoÔntai èxodoi poll¸nsunistws¸n, gia k�je mia sunist¸sa th
 exìdou qrei�zetai èna anex�rthto str¸ma ajroi-stik¸n neur¸nwn. 'Etsi, gia èna di�nusma exìdou y, M di�stash
 up�rqoun sunolik� sto
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i=1(N + 1)Ki sundèsei
 prosarmozìmenwn bar¸n, ìpou Ki e�nai o arijmì
 twn a-jroistik¸n neur¸nwn gia thn i-ost  sunist¸sa exìdou. To gegonì
 autì kajist� to d�ktuoepekt�simo, kaj¸
 h t�xh tou mpore� na auxhje� prosjètonta
 kai �llou
 ajroistikoÔ
 neu-r¸ne
 me ta sqetizìmena b�rh tou
 qwr�
 na katastrafe� k�poia sÔndesh pou up rqe prin stod�ktuo. Ta PSD mporoÔn na qeiristoÔn kai analogikè
 kai duadikè
 eisìdou
 kai exìdou
qrhsimopoi¸nta
 mia kat�llhlh mh-grammik  sun�rthsh energopo�hsh
 σ(·).Anaforik� me ti
 proseggistikè
 ikanìthte
 twn PSD, parìti h sun�rthsh energopo�h-sh
 efarmìzetai se èna K t�xh
 polu¸numo ìtan qrhsimopoioÔntai K ajroistiko� neur¸ne
,autì den shma�nei ìti mporoÔn na qrhsimopoihjoÔn mìno K t�xh
 ìroi kaj¸
 eis�gonta
sthn e�sodo mia epiplèon sunist¸sa me stajer  tim  1 mporoÔn na dhmiourghjoÔn ìroi met�xh mikrìterh apì K. Wstìso, to K t�xh
 polu¸numo pou dhmiourge�tai den èqei pl rhbajmì eleujer�a
 kaj¸
 oi sunist¸se
 tou apoteloÔntai apì ajro�smata kai ginìmena twn

wkj kai sunep¸
 den e�nai anex�rthte
. Gia to lìgo autì, èna PSD den mpore� na prosegg�-sei omoiìmorfa ìle
 ti
 suneqe�
 sunart sei
 poll¸n metablht¸n pou mporoÔn na oristoÔnse èna sumpagè
 sÔnolo. Parìla aut�, h jewr�a twn poluwnÔmwn Ridge mpore� na qrhsi-mopoihje� gia na apodeiqje� ìti h idiìthta tou kajolikoÔ proseggist  mpore� na epiteuqje�apl� prosjètonta
 ti
 exìdou
 Analogik¸n PSD diaforetik¸n t�xewn. To d�ktuo pouprokÔptei me aut  th diadikas�a e�nai mia gen�keush tou PSD pou onom�zetai PoluwnumikìD�ktuo Ridge kai kataskeu�zetai w
 ex 
.Gia x = (x1, x2, . . . , xN )⊤ kai w = (w1, w2 . . . , wN )⊤ ∈ R
N , sumbol�zoume me 〈x,w〉to eswterikì tou
 ginìmeno, dhlad  〈x,w〉 =

∑N
i=1 xiwi. Gia èna dojèn sumpagè
 sÔnolo

C ⊂ R
N , ìle
 oi sunart sei
 pou or�zontai sto C me thn morf  f(〈x,w〉), ìpou f e�nai miasuneq 
 sun�rthsh mia
 metablht 
, onom�zontai sunart sei
 ridge. 'Ena ridge polu¸numoe�nai m�a ridge sun�rthsh pou mpore� na anaparastaje� w


n∑

i=0

m∑

j=1

aij〈x,w〉i, (4.4)gia aij ∈ R kai wij ∈ R
N .Sti
 ergas�e
 [29,30℄ apode�qjhke ìti k�je polu¸numo sto q¸ro R

N me bajmì mikrìtero  �so me k mpore� na anaparastaje� me èna polu¸numo Ridge kai epiplèon mpore� na ulo-poihje� me èna Poluwnumikì D�ktuo Ridge [65℄. Apì ta apotelèsmata aut� kai to je¸rhma
Stone-Weierstrass prokÔptei ìti ta polu¸numa Ridge th
 morf 
 (4.4) èqoun thn idiìthtakajolikoÔ proseggist  [65℄.'Ena Poluwnumikì D�ktuo Ridge (RPD) or�zetai w
 èna TND prìsjia
 trofodìthsh
pou bas�zetai sthn genikeumènh morf  twn ridge poluwnÔmwn [65℄

p(x) =

ntotal∑

j=1

j∏

i=1

(〈x,wji〉 + wji), (4.5)ìpou ntotal =
∑k

l=0 nl, kai nl =
(N+l−1

l

), e�nai o sunolikì
 arijmì
 poluwnÔmwn bajmoÔ l
N -metablht¸n, kai prosegg�zei mia �gnwsth sun�rthsh f se èna sumpagè
 sÔnolo C ⊂ R

Nw
 ex 

f(x) ≈ (〈x,w11〉 + w11) + (〈x,w21〉 + w21)(〈x,w22〉 + w22) + · · ·

+(〈x,wntotal1〉 + wntotal1) · · · (〈x,wntotalntotal
〉 + wntotalntotal

). (4.6)K�je ìro
 ginomènou th
 (4.6) mpore� na epiteuqje� w
 èxodo
 enì
 DiktÔou P�-S�gma megrammikoÔ
 neur¸ne
 exìdou. Gia to lìgo autì, h morf  twn Poluwnumik¸n DiktÔwn Ridgempore� na jewrhje� w
 gen�keush twn DiktÔwn P�-S�gma. Sto Sq ma 4.2 anaparist�tai hgenik  arqitektonik  twn RPD pou qrhsimopoie� ta PSD w
 domik� stoiqe�a. To RPD èqeièna mìno str¸ma prosarmozìmenwn bar¸n to opo�o apotele� pleonèkthma gia thn taqÔthta
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 tou. H Sqèsh (4.6) apotele� th b�sh gia ènan algìrijmo {auxhtik 
} ekpa�-deush
 ìpou D�ktua P�-S�gma uyhlìterh
 t�xh
 mporoÔn na prostejoÔn diadoqik� mèqri naepiteuqje� to epijumhtì ep�pedo akr�beia
 tou diktÔou.
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Σχήμα 4.2: ΄Ενα Πολυωνυμικό Δίκτυο Ridge (RΠΔ) με έναν γραμμικό νευρώνα εξόδουH ikanìthta kajolikoÔ proseggist  twn RPD, h grhgorìterh ekpa�deus  tou
 se sÔg-krish me �lla e�dh TND, kai h dunatìtht� tou
 na ekpaideÔontai {auxhtik�}, ta kajist� miashmantik  mejodolog�a gia efarmog  se di�fora probl mata ìpw
 gia par�deigma probl -mata prosèggish
 kai eÔresh
 riz¸n [55℄, all� kai probl mata kruptograf�a
.Sthn paroÔsa melèth jewroÔme to prìblhma upologismoÔ tou ligìtero shmantikoÔ yh-f�ou tou diakritoÔ logar�jmou me pragmatik� polu¸numa, gia to opo�o isqÔei to akìloujoje¸rhma.Je¸rhma 4.2 ( [194℄) 'Estw 0 6 M < M + H 6 p − 1 kai èstw èna polu¸numo
f(X) ∈ R[X] tètoio ¸ste, f(x) > 0 an to x e�nai tetragwnikì upìloipo modulo p, kai
f(x) < 0 alli¸
, gia k�je stoiqe�o x ∈ S apì k�poio sÔnolo S ⊆ {M + 1, . . . ,M + H} meplhj�rijmo |S| > H − s. Tìte, gia opoiod pote ε > 0, isqÔei gia to bajmì tou poluwnÔmou
f to akìloujo fr�gma

deg f >






H/2 − 2s − 1 − p1/2 log p, gia opoiod pote H,

C(ε)min{H,H2p−1/2} − 2s − 1, an p1/4+ε 6 H 6 p1/2+ε,
(p − 1)/2 − 2s − 1, an M = 0,H = p − 1,

(4.7)ìpou to C(ε) > 0 exart�tai mìno apì to ε.Ep�sh
, gia ta pragmatik� polu¸numa poll¸n metablht¸n pou upolog�zoun to ligìteroshmantikì yhf�o tou diakritoÔ logar�jmou, isqÔei to akìloujo je¸rhma.Je¸rhma 4.3 ( [194℄) 'Estw α0, α1 dÔo diakrito� pragmatiko� arijmo�, r = ⌊log p⌋, kaièstw èna polu¸numo f(X1, . . . ,Xr) ∈ R[X1, . . . ,Xr] tètoio ¸ste, f(αu1
, . . . , αur) > 0, an xe�nai tetragwnikì upìloipo modulo p, kai f(αu1

, . . . , αur ) < 0, alli¸
, ìpou x = u1u2 . . . ure�nai h duadik  anapar�stash tou x, kai 1 6 x 6 2r − 1. Tìte to polu¸numo f èqei bajmì
deg f > log r + o(log r) kai perièqei toul�qiston spr f > 0.25r + o(r) diakrit� mon¸numa.Kaj¸
 h ikanìthta kajolikoÔ proseggist  twn RPD epitugq�netai ajro�zonta
 ti
exìdou
 PSD diaforetik¸n t�xewn, gia thn prosèggish twn pragmatik¸n poluwnÔmwn pouupolog�zoun to ligìtero shmantikì yhf�o tou diakritoÔ logar�jmou prokÔptei to akìloujopìrisma.Pìrisma 4.1 'Estw to polu¸numo f(X) ∈ R[X] pou ikanopoie� ti
 sunj ke
 tou Jewr -mato
 4.2, dhlad  e�nai tètoio ¸ste f(x) > 0 an to x e�nai tetragwnikì upìloipo modulo p,kai f(x) < 0 alli¸
, gia k�je stoiqe�o x ∈ S apì k�poio sÔnolo S ⊆ {M + 1, . . . ,M + H}me plhj�rijmo |S| > H − s, kai to polu¸numo f(X1, . . . ,Xr) pou ikanopoie� ti
 sunj ke
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 me qr sh TNDtou Jewr mato
 4.3, dhlad  e�nai tètoio ¸ste f(αu1
, . . . , αur) > 0, an x e�nai tetragwnikìupìloipo modulo p, kai f(αu1

, . . . , αur) < 0, alli¸
, ìpou x = u1u2 . . . ur e�nai h duadik anapar�stash tou x, kai 1 6 x 6 2r − 1. Tìte, isqÔoun oi akìlouje
 prot�sei
:
(a) Up�rqoun dÔo Poluwnumik� D�ktua Ridge pou ulopoioÔn to polu¸numo f(X) kai topolu¸numo f(X1,X2 . . . ,Xr), ant�stoiqa, kai
(b) H mègisth t�xh twn DiktÔwn P�-S�gma pou apoteloÔn kajèna apì ta RPD tou (a),apaite�tai na e�nai gia thn pr¸th per�ptwsh �sh me

deg f >






H/2 − 2s − 1 − p1/2 log p, gia opoiod pote H,

C(ε)min{H,H2p−1/2} − 2s − 1, an p1/4+ε 6 H 6 p1/2+ε,
(p − 1)/2 − 2s − 1, an M = 0,H = p − 1,

(4.8)ìpou to C(ε) > 0 exart�tai mìno apì to ε, kai �sh me
deg f(X1,X2 . . . ,Xr) > log r + o(log r), (4.9)gia thn deÔterh per�ptwsh.Epiprosjètw
, h eggen 
 idiìthta twn RPD na anaparistoÔn to telikì polu¸numo pouulopoioÔn met� thn ekpa�deush, w
 èna polu¸numo poll¸n metablht¸n, mpore� na apobe�idia�terh
 shmas�a
 gia to ped�o th
 kruptograf�a
. Tèlo
, h susqètish poll¸n krupto-grafik¸n apotelesm�twn pou jewroÔn th qr sh sunart sewn Boole me thn idiìthta twnDuadik¸n DiktÔwn P�-S�gma na ulopoioÔn opoiad pote sun�rthsh Boole, mporoÔn na odh-g sei se jewrhtik� apotelèsmata pou aforoÔn kai aut  thn kl�sh sunart sewn.4.5 Sumper�smataSto kef�laio autì melet jhkan trei
 diaforetikè
 efarmogè
 twn TND sthn krupto-log�a. H pr¸th efarmog  afor� sthn kruptan�lush klasik¸n kruptosusthm�twn ìpw
to prìblhma tou diakritoÔ logar�jmou (PDL), to prìblhma antallag 
 kleidi¸n Diffie-

Hellman (PAKDH) kai to prìblhma th
 paragontopo�hsh
. Ta tr�a probl mata dìjhkanme dÔo diaforetikè
 jewr sei
 kai melet jhkan me di�fore
 topolog�e
 kai mejìdou
 ek-pa�deush
 twn TND. Ta apotelèsmata èdeixan ìti ta TND e�nai ikan� na ekpaideutoÔn semeg�lo bajmì gia mikrè
 timè
 twn paramètrwn twn problhm�twn kai na parousi�soun kal gen�keush. Wstìso, ìso oi timè
 twn paramètrwn aux�nontai h apìdosh twn TND pèfteishmantik� akìma kai w
 pro
 thn ekpa�deus  tou
. Ep�sh
, oi diaforetikè
 jewr sei
 twnproblhm�twn parous�asan mia diakÔmansh twn apotelesm�twn an�loga me to upì melèthprìblhma.H deÔterh efarmog  twn TND pou melet jhke  tan gia thn kruptan�lush kruptosusth-m�twn elleiptik¸n kampul¸n kai sugkekrimèna gia ton upologismì tou ligìtero shmantikoÔyhf�ou tou diakritoÔ logar�jmou. Ta apotelèsmata èdeixan ìti ta TND mporoÔn na pro-sarmostoÔn sta dedomèna pou lamb�noun me meg�lh epituq�a en¸ ant�jeta h apìkris  tou
se �gnwsta dedomèna e�nai l�go kalÔterh apì thn tuqa�a anaz thsh. Wstìso èna shmantikìeÔrhma e�nai h apa�thsh apì ta TND ligìterou q¸rou apoj keush
 gia ta gnwst� prìtupase sqèsh me to q¸ro pou apaite�tai gia thn apoj keush tou �diou tou sunìlou.Tèlo
, melet jhke jewrhtik� h efarmog  Poluwnumik¸n DiktÔwn Ridge ston upolo-gismì tou ligìtero shmantikoÔ yhf�ou tou diakritoÔ logar�jmou pou èqei w
 apìrroia ènaje¸rhma Ôparxh
 Poluwnumik¸n DiktÔwn Ridge gia thn ulopo�hsh twn upì melèth sunar-t sewn - poluwnÔmwn kai èna k�tw fr�gma gia thn mègisth t�xh twn diktÔwn aut¸n.



Mèro
 IIUpologistik� Majhmatik� kaiKruptolog�a





K E F A L A I O 5Poluwnumik  parembol  se probl matakruptograf�a

5.1 Eisagwg H kruptograf�a dhmos�ou kleidioÔ e�nai �mesa sundedemènh me èna sÔnolo dÔskolwn kaipolÔplokwn majhmatik¸n problhm�twn apì ta ped�a th
 upologistik 
 �lgebra
, th
 jew-r�a
 arijm¸n, th
 jewr�a
 pijanot twn, th
 majhmatik 
 logik 
, th
 Diofantik 
 poluplo-kìthta
 kai th
 algebrik 
 gewmetr�a
. Tètoia probl mata e�nai h paragontopo�hsh [178℄, odiakritì
 log�rijmo
 [4,148,166℄, o log�rijmo
 tou Lucas [197,198℄ kai �lla [131℄. Ta kru-ptosust mata bas�zontai sthn upìjesh ìti ta probl mata aut� e�nai upologistik� adÔnataupì thn ènnoia ìti o upologismì
 tou
 den mpore� na oloklhrwje� se poluwnumikì qrìno.Pollè
 teqnikè
, ìpw
 algebrikè
, arijmojewrhtikè
, parembol 
 kai �lle
, èqoun pro-taje� gia thn antimet¸pish twn parap�nw problhm�twn [4,38,96,123,126�128,144,146,148,166, 194, 216, 217℄. Sthn melèth aut  esti�zoume se teqnikè
 parembol 
 efarmosmène
 sepeperasmèna s¸mata. Sugkekrimèna, jewroÔme ti
 mejìdou
 Aitken kai Neville gia ant�-strofh poluwnumik  parembol  se mia metatopismènh diakrit  ekjetik  sun�rthsh kai sthsunèqeia sth sun�rthsh tou Lucas.Sthn enìthta pou akolouje� parousi�zontai prohgoÔmene
 melète
 gia mejìdou
 parem-bol 
 se peperasmèna s¸mata, esti�zonta
 sth sun�rthsh tou diakritoÔ logar�jmou kaisthn apeikìnish Diffie-Hellman. Sth sunèqeia, perigr�fontai oi mèjodoi parembol 
 Aitkenkai Neville kai analÔetai h proteinìmenh teqnik  gia ant�strofh parembol  sta peperasmènas¸mata, parousi�zonta
 ta apotelèsmata th
 efarmog 
 th
 gia mia metatopismènh diakrit ekjetik  sun�rthsh. H ant�strofh parembol  me ti
 mejìdou
 Aitken kai Neville melet�taiep�sh
 analutik� gia to prìblhma tou logar�jmou tou Lucas.5.2 Mèjodoi parembol 
 se peperasmèna s¸mataSe èna peperasmèno s¸ma Fq, ìpou q = pn, me p pr¸to arijmì kai n ènan jetikì akèraio,k�je sun�rthsh mpore� na anaparastaje� w
 polu¸numo mèsw th
 parembol 
 Lagrange.Gia k�je sun�rthsh, f : Fq 7→ Fq, up�rqei monadikì polu¸numo p(x) bajmoÔ to polÔ (q−1)pou sump�ptei me thn f . H parembol  e�nai upologistik� {elkustik } mìno sthn per�ptwshenì
 poluwnÔmou me mikrì arijmì mh-mhdenik¸n suntelest¸n (dhlad  me uyhl  araiìthta).Kaj¸
 sthn kruptograf�a oi sunart sei
 kruptogr�fhsh
 kai apokruptogr�fhsh
 or�zontaiw
 sunart sei
 se peperasmèna s¸mata, h prosp�jeia èkfras 
 tou
 w
 polu¸numa e�naiidia�tera epijumht .Anaforik� me thn sun�rthsh tou diakritoÔ logar�jmou, up�rqei h polÔ gnwst  èkfrashtou Wells [213℄:

logα(x) =

p−2∑

i=1

xi

1 − αi
,
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ìpou x 6= 0, α, x ∈ Zp, kai α e�nai èna
 genn tora
 tou Z
∗
p. O tÔpo
 autì
 mpore� nagenikeuje� gia thn per�ptwsh enì
 s¸mato
 Fq pr¸th
 t�xh
 dÔnamh
 kai epiplèon, gia thnper�ptwsh ìpou to α den e�nai genn tora
 th
 pollaplasiastik 
 om�da
 tou s¸mato
 [127,128, 144℄. 'Ena
 diakritì
 metasqhmatismì
 Fourier mpore� ep�sh
 na qrhsimopoihje� w
ex 
 [128℄:

logα(x) = (1, 2, . . . , p − 1) (α−ij)
16i,j6p−1





x
x2...

xp−1




.Gia thn apeikìnish Diffie-Hellman, èqei protaje� h akìloujh èkfrash [216℄:

K(x, y) = −
∑

16i,j6p−1

xiyjα−ij .H èkfrash aut  mpore� na anaparastaje� mèsw enì
 diakritoÔ metasqhmatismoÔ Fourier w
ex 
:
K(x, y) = (y, y2, . . . , yp−1) (−α−ij)

16i,j6p−1





x
x2...

xp−1



 .H antallag  kleidi¸n tou Diffie-Hellman bas�zetai sto gegonì
 ìti den èqei breje� apl anapar�stash th
 apeikìnish
 Diffie-Hellman F (gu, gv) = guv, me 0 6 u, v < d kai g mhmhdenikì stoiqe�o tou Fq t�xh
 d|q−1. EÔkola mpore� na epalhjeuje� [216℄ ìti to polu¸numo:
F (x, y) = e

d−1∑

i,j=0

g−ijxiyj, ed ≡ 1 (mod p),anaparist� thn apeikìnish antallag 
 kleidi¸n Diffie-Hellman sto s¸ma Fq, ìpou q = pn.To polu¸numo F mpore� na e�nai bajmoÔ to polÔ 2(d − 1), en¸ o mègisto
 arijmì
 mh-mhdenik¸n suntelest¸n tou F e�nai d2. Gia thn ep�lush tou PAKDH kai thn kat�rreushtou kruptosust mato
 Diffie-Hellman ja arkoÔse h eÔresh enì
 aploÔ poluwnÔmou pou jaikanopoioÔse thn F (gu, gv) = guv, gia ìla ta zeÔgh (u, v) ∈ W enì
 meg�lou uposunìlou
W ⊆ [0, d − 1]2.5.3 Oi mèjodoi parembol 
 Aitken kai NevilleOi mèjodoi parembol 
 tÔpou Lagrange epitugq�noun thn epijumht  akr�beia qrhsimo-poi¸nta
 ton mikrìtero dunatì arijmì shme�wn parembol 
. Wstìso, o kat�llhlo
 arijmì
shme�wn parembol 
 den e�nai gnwstì
 ek twn protèrwn. Sun jw
, jewre�tai èna
 arijmì
arqik¸n shme�wn parembol 
 kai, an ta shme�a aut� den e�nai epark  nèa shme�a prost�jentaiepanalhptik� mèqri na epiteuqje� h apaitoÔmenh akr�beia. H prìsjesh enì
 nèou shme�ouparembol 
 sthn per�ptwsh th
 parembol 
 Lagrange den mpore� na pragmatopoihje� apeu-je�a
, kaj¸
 to polu¸numo parembol 
 all�zei, kai sunep¸
 ìloi oi upologismo� prèpei nag�noun apì thn arq .Oi mèjodoi parembol 
 Aitken kai Neville e�nai polÔ gnwstè
 kai jewroÔntai w
 kla-sikè
 mèjodoi gia thn parembol  sunart sewn sto sÔnolo twn pragmatik¸n arijm¸n [21℄.Epiplèon, oi mèjodoi Aitken kai Neville e�nai kataskeuastikè
 kat� trìpo tètoio pou epitrè-pei thn prìsjesh enì
 nèou shme�ou parembol 
 me qamhlì upologistikì kìsto
. Autì topleonèkthma twn proanaferjèntwn mejìdwn parembol 
 se sqèsh me thn mèjodo Lagrange,
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 kai to gegonì
 ìti oi tÔpoi parembol 
 tou
 mporoÔn na efarmostoÔn se opoiod potes¸ma apotèlese to k�nhtro gia thn melèth th
 apìdosh
 tou
 sta peperasmèna s¸mata.'Estw f(x) mia sun�rthsh orismènh se èna s¸ma F, xi ∈ F, i = 0, 1, . . . , n, shme�a pa-rembol 
 an� dÔo diaforetik� metaxÔ tou
, kai fi = f(xi). Tìte, to polu¸numo parembol 
tou Aitken or�zetai w
:
P0,1,...,m,i(x) =

1

(xi − xm)

∣∣∣∣
P0,1,...,m(x) xm − x
P0,1,...,m−1,i(x) xi − x

∣∣∣∣ , gia { m = 0, 1, . . . , n − 1,
i = (m + 1), . . . , n,ìpou, genik� to P0,1,...,k sumbol�zei to polu¸numo Aitken pou paremb�llei ìla ta shme�a

x0, x1, . . . , xk.To ant�stoiqo polu¸numo parembol 
 tou Neville e�nai:
Pi,i+1,...,i+m(x) =

1

(xi+m − xi)

∣∣∣∣
Pi,i+1,...,i+m−1(x) xi − x
Pi+1,i+2,...,i+m(x) xi+m − x

∣∣∣∣ ,gia{ m = 1, 2, . . . , n,
i = 0, . . . , (n − m),ìpou, genik� to Pi,i+1,...,i+k sumbol�zei to polu¸numo Neville pou paremb�llei ìla ta shme�a

xi, xi+1, . . . , xi+k.Se pollè
 efarmogè
 oi timè
 fi, i = 0, 1, . . . , n, mia
 sun�rthsh
 y = f(x) sta ant�-stoiqa shme�a xi, i = 0, 1, . . . , n, d�nontai, kai zhte�tai na breje� to shme�o x∗ gia to opo�oisqÔei ìti f(x∗) = y∗. To prìblhma autì onom�zetai prìblhma ant�strofh
 parembol 
th
 sun�rthsh
 f . Kai oi dÔo mèjodoi parembol 
 Aitken kai Neville mporoÔn na efarmo-stoÔn gia to prìblhma th
 ant�strofh
 parembol 
 apl¸
 antall�ssonta
 ta xi kai yi = fistou
 ant�stoiqou
 tÔpou
 parembol 
 [21℄. Kat� autì ton trìpo, h èkfrash gia thn mèjodo
Aitken gia ant�strofh parembol  e�nai:

P0,1,...,m,i(y) =
1

(yi − ym)

∣∣∣∣
P0,1,...,m(y) ym − y
P0,1,...,m−1,i(y) yi − y

∣∣∣∣ , gia { m = 0, 1, . . . , n − 1,
i = (m + 1), . . . , n,en¸ h ant�stoiqh èkfrash th
 mejìdou Neville gia ant�strofh parembol  e�nai:

Pi,i+1,...,i+m(y) =
1

(yi+m − yi)

∣∣∣∣
Pi,i+1,...,i+m−1(y) yi − y
Pi+1,i+2,...,i+m(y) yi+m − y

∣∣∣∣ , gia { m = 1, 2, . . . , n,
i = 0, . . . , (n − m).5.4 Oi mèjodoi Aitken kai Neville gia ant�strofh parem-bol  sta peperasmèna s¸mataSthn enìthta aut  melet�me ti
 mejìdou
 Aitken kai Neville gia ant�strofh parembol sta peperasmèna s¸mata. Sugkekrimèna, melet�me thn teqnik  th
 ant�strofh
 parembol 
sti
 timè
 th
 metatopismènh
 diakrit 
 ekjetik 
 sun�rthsh
:

f(x) = αx − b (mod p),sto q¸ro Zp me p ènan pr¸to arijmì kai α èna prwteÔon stoiqe�o tou Zp. H sun�rthshaut  e�nai amfimonos manth, afoÔ to α e�nai prwteÔon stoiqe�o.Epeid  oi jewroÔmene
 mèjodoi e�nai kataskeuastikè
, den qrhsimopoioÔntai ìla ta sh-me�a tou ped�ou orismoÔ th
 sun�rthsh
 w
 shme�a parembol 
, all� tìsa shme�a ìsa e�naiapara�thta gia thn kataskeu  enì
 poluwnÔmou pou paremb�llei thn sunarthsiak  tim 
f(x∗) = 0 (mod p). H diadikas�a xekin� paremb�llonta
 dÔo sunarthsiakè
 timè
 th
 su-n�rthsh
 f(x) gia dÔo tuqa�e
 timè
 tou x. To polu¸numo pou prokÔptei upolog�zetaisto mhdèn kai an to shme�o x pou prokÔptei den e�nai o diakritì
 log�rijmo
 tou b ep� tou
αmodulop, tìte h sunarthsiak  tim  tou shme�ou autoÔ apotele� to nèo shme�o parembol 
.



90 Poluwnumik  parembol  se probl mata kruptograf�a

Πίνακας 5.1: Περιπτώσεις παραμέτρων του προβλήματος που μελετήθηκαν.

# Prìblhma p α b

1 101 2 30
2 599 7 200
3 1759 6 500
4 2003 5 100
5 2411 6 700
6 2801 3 300
7 3001 14 100
8 3313 10 400
9 3631 15 3600
10 4001 3 1000
11 4441 21 500
12 4751 19 4500
13 5003 2 1000
14 5209 17 300
15 5881 31 3000
16 6007 3 2000
17 6841 22 4000
18 7001 3 500
19 7841 12 3500
20 8011 14 40
21 8761 23 6000
22 8929 11 3000
23 9001 7 200
24 10007 5 1000H apodotikìthta kai ta qarakthristik� twn jewroÔmenwn mejìdwn ant�strofh
 parem-bol 
 se peperasmèna s¸mata pr¸th
 t�xh
 dokim�sthkan gia diaforetikoÔ
 pr¸tou
 arij-moÔ
, p kai timè
 tou b. Oi di�fore
 peript¸sei
 tim¸n twn paramètrwn tou probl mato
pou dokim�sthkan d�nontai ston P�naka 5.1.Ta apotelèsmata gia 100 anex�rthta peir�mata gia ta parap�nw stigmiìtupa tou probl -mato
 parousi�zontai stou
 P�nake
 5.2, 5.3, 5.4. Stou
 p�nake
 d�netai o arijmì
 epalhjeÔ-sewn pou pragmatopoi jhkan (# EpalhjeÔsewn), to pl jo
 twn shme�wn parembol 
 pouqrhsimopoi jhkan (# Shme�wn) kai o bajmì
 tou poluwnÔmou pou proèkuye w
 apotèlesma(Bajmì
 Pol/mou). Oi epalhjeÔsei
 anafèrontai sto pl jo
 upologism¸n tou poluwnÔmousto mhdèn pou pragmatopoioÔntai gia na diapistwje� an to apotèlesma - shme�o e�nai o dia-kritì
 log�rijmo
. K�je epal jeush apaite� ènan upologismì th
 metatopismènh
 diakrit 
ekjetik 
 sun�rthsh
, f , gia mia sugkekrimènh tim  tou x. O arijmì
 twn shme�wn pou qrh-simopoioÔntai anafèretai sto pl jo
 twn shme�wn parembol 
, y = f(x), pou qrei�zontaikat� th diadikas�a, kai sunep¸
 upolog�zontai, mèqri na breje� to kat�llhlo polu¸numoparembol 
. Prèpei na parathrhje� ìti to telikì polu¸numo parembol 
 den paremb�lleikat� an�gkh ìla ta shme�a pou qrhsimopoioÔntai apì thn diadikas�a. Tèlo
, h tr�th posìth-ta (Bajmì
 Pol/mou) antistoiqe� ston bajmì tou telikoÔ poluwnÔmou pou paremb�llei thntim  tou diakritoÔ logar�jmou. To pl jo
 twn shme�wn parembol 
 pou qrhsimopoioÔntaigia thn kataskeu  tou telikoÔ poluwnÔmou e�nai (Bajmì
 Pol/mou +1). Gia k�je pe�rama,dÔo arqik� shme�a parembol 
 epilègontai tuqa�a sto ped�o [1, p − 1]. Gia k�je mia apì ti
trei
 posìthte
 pou katametr¸ntai, stou
 p�nake
 d�nontai h mèsh tim  (Mèsh T.), h di�me-
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 (Di�m.), h tupik  apìklish (Tup.Ap.), kaj¸
 kai h el�qisth (El�q.T.) kai mègisth tim (Mèg.T.).Ta apotelèsmata de�qnoun ìti to upologistikì kìsto
 gia thn ep�lush tou probl mato
tou diakritoÔ logar�jmou, anaforik� me to pl jo
 twn apaitoÔmenwn epalhjeÔsewn, e�naiuyhlì kai gia ti
 dÔo mejìdou
 ant�strofh
 parembol 
. Wstìso, o sqetik� mikrì
 bajmì
twn telik¸n poluwnÔmwn pou prokÔptoun apì thn diadikas�a th
 ant�strofh
 parembol 
sunist� endiafèron apotèlesma kaj¸
 de�qnei ìti sti
 perissìtere
 peript¸sei
 up�rqei ènapolu¸numo qamhloÔ bajmoÔ pou paremb�llei ton diakritì log�rijmo. Gia to lìgo autì, heÔresh twn kat�llhlwn shme�wn parembol 
 e�nai kr�simh gia thn me�wsh tou upologistikoÔkìstou
 gia thn ep�lush tou probl mato
 tou diakritoÔ logar�jmou.'Ena akìma endiafèron apotèlesma apotele� h uyhl  suqnìthta me thn opo�a polu¸numamikroÔ bajmoÔ prokÔptoun apì ta diaforetik� peir�mata gia k�je stigmiìtupo tou probl -mato
. To sumpèrasma autì diafa�netai apì ti
 qamhlè
 timè
 th
 diamèsou gia ton bajmìtou telikoÔ poluwnÔmou pou d�nontai ston P�naka 5.4, se ant�jesh me ti
 ant�stoiqe
 mè-giste
 timè
 oi opo�e
 emfan�zontai polÔ arai�. H suqnìthta emf�nish
 twn diaforetik¸nbajm¸n twn telik¸n poluwnÔmwn gia ìla ta peir�mata kai twn dÔo mejìdwn apeikon�zontaisto Sq ma 5.1. Anaforik� me thn apotelesmatikìthta th
 k�je mejìdou sthn eÔresh toukat�llhlou poluwnÔmou, h mèjodo
 Aitken  tan l�go kalÔterh apì thn mèjodo Neville sti
perissìtere
 peript¸sei
.
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Σχήμα 5.1: Συχνότητα εμφάνισης πολυωνυμικών βαθμών για όλα τα στιγμιότυπα του προβλήματος
με (a) την μέθοδο Aitken και (b) την μέθοδο Neville.H apìdosh twn dÔo mejìdwn ant�strofh
 parembol 
 melet jhke ep�sh
 gia di�fore
timè
 tou b, krat¸nta
 stajer  thn tim  tou p. Ta apotelèsmata anaforik� me aut  thnpeiramatik  je¸rhsh parousi�zontai ston P�naka 5.5. Sunolik�, h sumperifor� kai twn dÔomejìdwn e�nai arket� stajer  anaforik� me thn par�metro b.5.5 Sumper�smataSthn prohgoÔmenh enìthta melet jhke h apìdosh dÔo mejìdwn ant�strofh
 parembo-l 
, sugkekrimèna twn mejìdwn Aitken kai Neville, gia mia metatopismènh diakrit  ekjetik sun�rthsh se peperasmèna s¸mata. Ta apotelèsmata de�qnoun ìti to upologistikì kìsto
gia thn ep�lush tou PDL me aut  thn mejodolog�a e�nai uyhlì kai gia ti
 dÔo mejìdou
.Sunolik�, h mèjodo
 Aitken apede�qjh l�go kalÔterh apì thn mèjodo Neville. Shmantikìapotèlesma wstìso apotele� to gegonì
 ìti ta telik� polu¸numa pou prokÔptoun apì thn
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Πίνακας 5.2: Αποτελέσματα των μεθόδων αντίστροφης παρεμβολής Aitken και Neville για το
πλήθος των απαιτούμενων επαληθεύσεων σε 100 ανεξάρτητα πειράματα.Prìblhma # EpalhjeÔsewn

AITKEN NEVILLEMèsh T. Di�m. Tup.Ap. El�q.T. Mèg.T. Mèsh T. Di�m. Tup.Ap. El�q.T. Mèg.T.
1 51.06 49.50 27.24 4.00 98.00 53.57 54.50 26.47 5.00 100.00

2 304.34 298.50 190.44 9.00 598.00 313.76 308.00 168.96 11.00 593.00

3 845.33 776.50 505.70 52.00 1741.00 961.97 960.00 502.37 32.00 1748.00

4 885.76 858.50 577.26 4.00 1978.00 1030.32 1076.00 544.13 113.00 1970.00

5 1185.38 1233.50 698.64 6.00 2385.00 1076.98 1060.50 626.18 6.00 2352.00

6 1251.48 1225.00 813.69 39.00 2800.00 1406.53 1362.00 789.02 18.00 2742.00

7 1490.59 1434.00 871.58 7.00 2996.00 1472.15 1438.00 893.62 8.00 2979.00

8 1727.81 1689.50 886.54 80.00 3280.00 1682.65 1556.50 978.54 42.00 3206.00

9 1701.35 1536.50 1109.06 29.00 3578.00 1830.08 1894.00 1040.59 5.00 3625.00

10 1953.68 1758.00 1228.28 41.00 3996.00 2134.41 2023.00 1191.16 14.00 3994.00

11 2297.73 2430.00 1298.40 18.00 4438.00 2197.55 2415.00 1265.07 17.00 4370.00

12 2092.47 1744.00 1452.38 6.00 4613.00 2451.19 2322.00 1361.64 27.00 4625.00

13 2569.09 2992.00 1450.74 48.00 4875.00 2681.18 2864.00 1461.67 28.00 4916.00

14 2538.64 2831.00 1437.81 44.00 5203.00 2485.72 2675.50 1511.98 109.00 5192.00

15 3140.46 3172.50 1686.20 116.00 5730.00 2936.12 2825.50 1826.41 28.00 5861.00

16 3227.38 3088.50 1684.70 38.00 5993.00 3139.66 2867.00 1757.40 45.00 5988.00

17 3725.76 4058.00 2022.05 184.00 6838.00 3429.21 3255.00 1932.10 158.00 6805.00

18 3238.45 2996.50 2019.04 60.00 6926.00 3177.59 3110.00 1939.81 9.00 6990.00

19 3794.16 3498.00 2256.09 98.00 7831.00 3697.39 3648.50 2259.73 181.00 7796.00

20 3801.96 3979.50 2289.30 10.00 7989.00 4025.00 4266.50 2322.49 94.00 7985.00

21 4253.92 4782.00 2463.25 146.00 8704.00 4592.02 5090.50 2732.54 115.00 8611.00

22 4823.47 5221.00 2403.39 57.00 8916.00 4463.26 4737.00 2378.70 7.00 8723.00

23 4350.66 4492.00 2364.91 104.00 8919.00 4719.24 4997.00 2690.34 58.00 8878.00

24 4927.91 5450.50 2932.47 92.00 9734.00 4932.99 4711.50 2988.91 58.00 9963.00
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Πίνακας 5.3: Αποτελέσματα των μεθόδων αντίστροφης παρεμβολής Aitken και Neville για το
πλήθος των χρησιμοποιούμενων σημείων σε 100 ανεξάρτητα πειράματα.Prìblhma # Shme�wn

AITKEN NEVILLEMèsh T. Di�m. Tup.Ap. El�q.T. Mèg.T. Mèsh T. Di�m. Tup.Ap. El�q.T. Mèg.T.
1 12.36 11.50 6.15 2.00 27.00 12.78 12.00 5.93 2.00 30.00

2 31.95 29.00 19.01 4.00 96.00 31.43 29.00 15.31 4.00 72.00

3 50.97 44.50 27.15 10.00 126.00 57.22 53.00 28.57 8.00 134.00

4 50.15 47.00 28.76 2.00 138.00 56.97 55.50 26.52 15.00 124.00

5 59.90 58.00 31.35 3.00 147.00 55.07 53.00 27.40 3.00 135.00

6 60.21 56.50 35.48 9.00 220.00 65.74 61.00 31.44 6.00 145.00

7 68.81 62.50 36.85 3.00 190.00 67.51 62.00 36.23 3.00 172.00

8 74.44 68.00 35.10 12.00 170.00 72.76 64.50 37.08 9.00 150.00

9 72.75 63.00 43.54 7.00 176.00 75.23 73.50 39.30 2.00 216.00

10 79.38 68.50 45.88 9.00 224.00 86.02 75.00 46.77 5.00 233.00

11 86.37 84.50 45.71 6.00 272.00 81.52 83.50 41.62 5.00 195.00

12 78.01 66.00 44.95 3.00 181.00 87.62 80.50 42.45 7.00 189.00

13 88.88 95.50 43.22 10.00 193.00 94.79 91.50 48.01 7.00 202.00

14 87.19 90.00 44.47 9.00 284.00 88.97 86.00 51.54 15.00 252.00

15 100.56 96.00 48.11 15.00 210.00 98.40 88.50 56.98 7.00 264.00

16 103.76 93.00 50.98 9.00 269.00 102.50 88.50 54.64 9.00 265.00

17 113.78 111.00 60.69 19.00 343.00 103.87 94.00 52.77 18.00 265.00

18 98.18 88.50 52.63 11.00 252.00 95.84 90.50 52.48 4.00 301.00

19 108.69 96.50 59.65 14.00 329.00 105.62 100.00 57.46 19.00 281.00

20 107.27 105.00 58.25 4.00 312.00 112.37 110.50 59.54 14.00 303.00

21 112.20 117.50 56.97 17.00 299.00 121.49 122.50 63.21 15.00 266.00

22 125.86 124.00 59.34 10.00 353.00 115.79 116.50 53.26 3.00 261.00

23 113.89 111.50 56.05 14.00 290.00 123.24 120.50 64.18 11.00 280.00

24 121.69 125.50 62.27 13.00 268.00 123.68 113.00 66.22 11.00 332.00
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Πίνακας 5.4: Αποτελέσματα των μεθόδων αντίστροφης παρεμβολής Aitken και Neville για το
βαθμό του τελικού πολυωνύμου σε 100 ανεξάρτητα πειράματα.Prìblhma Bajmì
 Pol/mou

AITKEN NEVILLEMèsh T. Di�m. Tup.Ap. El�q.T. Mèg.T. Mèsh T. Di�m. Tup.Ap. El�q.T. Mèg.T.
1 6.27 5.00 4.44 1.00 25.00 7.61 6.50 5.39 1.00 29.00

2 16.19 11.00 14.25 1.00 80.00 16.92 13.00 12.02 1.00 49.00

3 23.82 18.00 20.77 1.00 113.00 29.43 22.50 24.09 1.00 109.00

4 26.62 19.50 23.10 1.00 113.00 29.95 22.50 22.53 1.00 95.00

5 30.07 21.00 28.41 1.00 125.00 26.16 19.00 22.84 1.00 121.00

6 33.38 24.50 28.74 1.00 121.00 32.41 25.00 27.40 1.00 111.00

7 29.91 25.00 24.50 1.00 116.00 33.91 26.00 27.82 1.00 112.00

8 37.70 32.00 25.80 2.00 123.00 31.71 23.00 26.33 1.00 115.00

9 38.66 31.50 34.32 1.00 143.00 40.04 34.00 32.91 1.00 135.00

10 39.24 29.00 35.27 2.00 168.00 43.19 42.00 33.19 1.00 177.00

11 47.17 35.50 34.66 1.00 127.00 35.95 26.00 29.54 1.00 128.00

12 35.35 25.00 36.91 1.00 174.00 44.07 34.00 34.27 2.00 143.00

13 43.37 36.00 34.83 1.00 130.00 45.92 35.00 38.28 1.00 145.00

14 44.20 35.00 38.53 3.00 282.00 44.92 31.50 38.03 1.00 211.00

15 54.73 44.00 44.67 1.00 180.00 49.17 38.00 44.79 1.00 209.00

16 45.27 36.00 36.94 1.00 173.00 54.55 49.50 43.29 1.00 190.00

17 55.38 40.00 45.02 1.00 218.00 53.58 39.00 48.15 1.00 230.00

18 48.93 38.50 43.07 1.00 212.00 52.54 46.50 40.90 1.00 196.00

19 53.68 44.00 44.84 1.00 192.00 46.34 34.50 39.05 1.00 168.00

20 54.72 38.50 48.85 1.00 242.00 61.39 45.50 53.68 2.00 288.00

21 59.54 42.00 55.87 1.00 296.00 67.06 56.50 50.40 1.00 200.00

22 63.53 51.50 54.91 2.00 259.00 62.33 52.00 46.77 1.00 209.00

23 56.89 43.50 51.90 3.00 288.00 60.18 51.50 48.67 1.00 202.00

24 64.41 51.50 50.12 2.00 222.00 56.21 42.50 54.51 1.00 258.00
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Πίνακας 5.5: Αποτελέσματα από 100 ανεξάρτητα πειράματα για p = 2003, α = 5 και διαφορετικές
τιμές της παραμέτρου b.

Πρόβλημα μέτρο (%) # Σημείων Βαθμός Πολ/μου
Μέση Τιμή 61.07 29.25

p = 2003 Διάμεσος 60.00 25.00
a = 5 Ελάχ.Τ. 5.00 1.00
b = 9 Μέγ.Τ. 142.00 112.00

Μέση Τιμή 58.86 26.87
p = 2003 Διάμεσος 57.00 19.00
a = 5 Ελάχ.Τ. 13.00 1.00
b = 100 Μέγ.Τ. 180.00 140.00

Μέση Τιμή 57.41 29.52
p = 2003 Διάμεσος 51.00 21.00
a = 5 Ελάχ.Τ. 10.00 1.00
b = 600 Μέγ.Τ. 153.00 108.00

Μέση Τιμή 54.07 27.46
p = 2003 Διάμεσος 51.00 21.00
a = 5 Ελάχ.Τ. 8.00 2.00
b = 900 Μέγ.Τ. 110.00 78.00

Μέση Τιμή 55.89 28.86
p = 2003 Διάμεσος 49.00 20.00
a = 5 Ελάχ.Τ. 8.00 1.00
b = 1300 Μέγ.Τ. 173.00 133.00

Μέση Τιμή 55.48 28.09
p = 2003 Διάμεσος 50.00 23.00
a = 5 Ελάχ.Τ. 5.00 2.00
b = 1550 Μέγ.Τ. 145.00 123.00

Μέση Τιμή 55.11 27.88
p = 2003 Διάμεσος 51.00 23.00
a = 5 Ελάχ.Τ. 9.00 2.00
b = 1900 Μέγ.Τ. 162.00 121.00

Μέση Τιμή 52.23 23.82
p = 2003 Διάμεσος 48.00 20.00
a = 5 Ελάχ.Τ. 3.00 1.00
b = 2000 Μέγ.Τ. 138.00 100.00
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mejodolog�a e�nai sun jw
 qamhloÔ bajmoÔ. Autì shma�nei ìti sti
 perissìtere
 peript¸-sei
 up�rqei èna polu¸numo qamhloÔ bajmoÔ to opo�o paremb�llei thn tim  tou diakritoÔlogar�jmou. Gia to lìgo autì, h eÔresh twn kat�llhlwn shme�wn parembol 
 e�nai kr�si-mh gia thn me�wsh tou upologistikoÔ kìstou
 th
 mejodolog�a
 aut 
 gia thn ep�lush touprobl mato
 tou diakritoÔ logar�jmou.5.6 Ant�strofh parembol  me ti
 mejìdou
 Aitken kai
Neville gia to log�rijmo tou LucasH sun�rthsh tou Lucas e�nai mia monìdromh sun�rthsh pou prìsfata prot�jhke gia qr -sh sthn kruptograf�a dhmos�ou kleidioÔ. H asf�leia twn kruptosusthm�twn pou bas�zontaisth sun�rthsh tou Lucas ofe�letai sthn duskol�a ep�lush
 tou probl mato
 logar�jmoutou Lucas. Sth melèth aut , to prìblhma logar�jmou tou Lucas ereun�tai qrhsimopoi¸nta
teqnikè
 parembol 
. Sugkekrimèna, oi mèjodoi Aitken kai Neville gia ant�strofh parembo-l  efarmìzontai se timè
 th
 akolouj�a
 tou Lucas ¸ste na breje� èna polu¸numo pou japaremb�llei to log�rijmo tou Lucas.5.7 Eisagwgik� stoiqe�a'Ena ousiastikì komm�ti th
 kruptograf�a
 dhmos�ou kleidioÔ e�nai h qr sh monìdromwnsunart sewn. Oi sunart sei
 autè
 mporoÔn na upologistoÔn eÔkola all� oi ant�strofè
tou
 e�nai polÔ dÔskolo na upologistoÔn. Oi monìdrome
 sunart sei
 sun jw
 proèrqontaiapì upologistik� dÔskola probl mata th
 jewr�a
 arijm¸n, ìpw
 to prìblhma tou diakri-toÔ logar�jmou kai to prìblhma th
 paragontopo�hsh
 metaxÔ �llwn. H pio gnwst  kaisuqn� qrhsimopoioÔmenh monìdromh sun�rthsh e�nai h diakrit  ekjetik  sun�rthsh, h opo�aapotele� th b�sh gia di�fora kruptosust mata dhmos�ou kleidioÔ [46, 53℄.Oi Smith kai Lennon sti
 ergas�e
 tou
 [197,198℄ prìteinan mia nèa monìdromh sun�rthshgia to sqediasmì kruptosusthm�twn dhmos�ou kleidioÔ, thn sun�rthsh tou Lucas, h opo�aor�zetai w
 ex 
. 'Estw p èna
 perittì
 pr¸to
 arijmì
 kai Fp èna peperasmèno s¸ma t�xh


p. Gia èna stajerì stoiqe�o m ∈ Fp, jewroÔme thn akìloujh epanalhptik  grammik  sqèshdeÔterh
 t�xh

V0(m) = 2, V1(m) = m,

Vt(m) = mVt−1(m) − Vt−2(m), t > 2. (5.1)H akolouj�a {Vt(m)}, t = 0, 1, . . ., onom�zetai akolouj�a tou Lucas paragìmenh apì to mkai h apeikìnish,
t 7→ Vt(m), t > 0,kale�tai sun�rthsh tou Lucas.Oi Smith kai Lennon sthn ergas�a [197℄ apèdeixan ìti isqÔei Vt(m) = µt + µ−t, t > 0,ìpou µ kai µ−1 e�nai oi r�ze
 tou qarakthristikoÔ poluwnÔmou th
 Ex�swsh
 5.1, dhlad tou f(X) = X2 − mX + 1. Oi r�ze
 µ kai µ−1 d�nontai apì ti
 akìlouje
 sqèsei
,

µ =
m +

√
m2 − 4

2
, µ−1 =

m −
√

m2 − 4

2
.An to m2 − 4 e�nai tetragwnikì upìloipo w
 pro
 mètro p   mhdèn, tìte kai oi dÔo r�ze
br�skontai sto Fp, diaforetik� kai oi dÔo r�ze
 an koun sto Fp2 \ Fp.H asf�leia twn kruptosusthm�twn pou qrhsimopoioÔn thn sun�rthsh tou Lucas bas�ze-tai sthn duskol�a ep�lush
 tou probl mato
 logar�jmou tou Lucas w
 pro
 b�sh m to opo�o
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 97or�zetai w
 ex 
. Dojèntwn enì
 pr¸tou arijmoÔ p, opoioud pote m ∈ Fp kai z ∈ {Vt(m)},ìpou {Vt(m)}, me t > 0, e�nai h akolouj�a tou Lucas pou par�getai apì to m, na breje�èna
 akèraio
 arijmì
 x tètoio
 ¸ste Vx(m) = z.To prìblhma tou logar�jmou tou Lucas e�nai idia�tera shmantikì gia thn sÔgqronh kru-ptograf�a [8, 17, 95, 197, 198℄. Epiplèon, h sun�rthsh tou Lucas mpore� na jewrhje� w
 miagen�keush th
 diakrit 
 ekjetik 
 sun�rthsh
, kaj¸
, ìpw
 apode�qjhke sthn melèth [8℄,apotele� mia eidik  morf  tou poluwnÔmou tou Dickson. To gegonì
 autì purodìthse thnèreuna gia thn upologistik  isodunam�a tou logar�jmou tou Lucas kai tou probl mato
 toudiakritoÔ logar�jmou [17, 95℄ kai apode�qjhke sthn ergas�a [95℄ ìti h asf�leia th
 sun�r-thsh
 tou Lucas e�nai se poluwnumikì qrìno isodÔnamh me ta genikeumèna probl mata toudiakritoÔ logar�jmou. H duskol�a tou probl mato
 tou diakritoÔ logar�jmou sthr�zetai apìpollè
 ereunhtikè
 melète
 [38, 84, 92, 97, 125, 127, 144, 147, 217, 218℄ kai ìpw
 apode�qjhkesti
 [38, 147, 217℄ den up�rqoun qamhloÔ bajmoÔ polu¸numa parembol 
 tou diakritoÔ lo-gar�jmou gia èna meg�lo sÔnolo dojèntwn dedomènwn. Ant�stoiqh melèth gia poluwnumik anapar�stash kai k�tw fr�gmata ston bajmì twn poluwnÔmwn parembol 
 gia mia sun�r-thsh pou sqet�zetai me to prìblhma logar�jmou tou Lucas parousi�zetai sthn ergas�a [8℄.Sugkekrimèna, sthn ergas�a aut  parousi�zetai h akrib 
 èkfrash enì
 poluwnÔmou baj-moÔ p− 1 pou anaparist� to log�rijmo tou Lucas kai d�nontai k�tw fr�gmata gia to bajmìpoluwnÔmwn pou paremb�lloun ton log�rijmo tou Lucas se uposÔnola dojèntwn dedomènwn.H eÔresh enì
 poluwnÔmou qamhloÔ bajmoÔ   uyhl 
 araiìthta
 to opo�o na anaparist�to log�rijmo tou Lucas apotele� mia mèjodo gia ton gr goro upologismì tou. Gia tolìgo autì, sthn paroÔsa melèth ereunoÔme to prìblhma logar�jmou tou Lucas upì miadiaforetik  skopi�. Sugkekrimèna, jewroÔme ti
 mejìdou
 Aitken kai Neville gia ant�strofhparembol  gia thn antimet¸pish tou sugkekrimènou probl mato
, axiopoi¸nta
 to idia�teroqarakthristikì tou
 ìti kajor�zoun eswterik� to ped�o th
 paremballìmenh
 sun�rthsh
.5.8 Je¸rhsh tou probl mato
Melet�me ti
 mejìdou
 Aitken kai Neville gia ant�strofh parembol  se mia metatìpishth
 sun�rthsh
 tou Lucas, kai sugkekrimèna gia thn sun�rthsh
f(t) = Vt(m) − z, t > 0,ìpou z ∈ Fp, h opo�a den e�nai amfimonos manth. Ousiastik�, anazhtoÔme èna polu¸numopou paremb�llei thn tim  f(t∗) = 0 th
 sun�rthsh
. Kaj¸
 oi dÔo mèjodoi e�nai kataskeua-stikè
, h diadikas�a th
 parembol 
 xekin� paremb�llonta
 dÔo sunarthsiakè
 timè
 th
sun�rthsh
 f(t) gia dÔo tuqa�e
 timè
 tou t. To polu¸numo pou dhmiourge�tai upolog�zetaisto mhdèn kai h tim  t0 pou prokÔptei epalhjeÔetai upolog�zonta
 thn sunarthsiak  tim 

f(t0). An isqÔei ìti f(t0) = 0 tìte to t0 e�nai o log�rijmo
 tou Lucas w
 pro
 b�sh mkai h diadikas�a termat�zetai, diaforetik� h sunarthsiak  tim  f(t0) apotele� to nèo shme�oparembol 
.Gia ton upologismì th
 sun�rthsh
 f(t) jewroÔntai dÔo peript¸sei
 an�loga me ti
r�ze
 tou qarakthristikoÔ poluwnÔmou th
 akolouj�a
 tou Lucas. E�n oi r�ze
 an kounsto s¸ma Fp tìte ìloi oi upologismo� pragmatopoioÔntai sto s¸ma Fp. Diaforetik�, an oir�ze
 an koun sto s¸ma Fp2 , tìte oi apara�thtoi upologismo� diakrit 
 ekjetopo�hsh
 giathn eÔresh th
 tim 
 Vt(m) pragmatopoioÔntai sto s¸ma Fp2 .5.9 Peiramatik  je¸rhsh kai apotelèsmataOi dÔo mèjodoi ant�strofh
 parembol 
 dokim�sthkan gia to prìblhma logar�jmou tou
Lucas gia di�fore
 timè
 pr¸twn arijm¸n p, prwteuìntwn riz¸n g w
 pro
 mètro p, timè
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b�sh
 m kai timè
 tou z, kai gia ti
 dÔo peript¸sei
 riz¸n, dhlad  sto s¸ma Fp kai sto
Fp2 , ant�stoiqa. Ta stigmiìtupa twn problhm�twn pou jewr jhkan parousi�zontai stonP�naka 5.6, ìpou oi timè
 tou ped�ou {R�ze
 sto Fp} antistoiqoÔn sthn per�ptwsh ìpouoi r�ze
 an koun sto s¸ma Fp, kai oi timè
 tou ped�ou {R�ze
 sto Fp2} antistoiqoÔn sthnper�ptwsh ìpou oi r�ze
 an koun sto s¸ma Fp2 .
Πίνακας 5.6: Στιγμιότυπα των προβλημάτων που θεωρήθηκαν για την περίπτωση ριζών του χαρα-
κτηριστικού πολυωνύμου της ακολουθίας του Lucas στο σώμα Fp (Ρίζες στο Fp) και στο σώμα Fp2

(Ρίζες στο Fp2).

Ρίζες στο Fp Ρίζες στο Fp2

# Πρόβλημα p g m z m z

1 101 2 3 82 4 14

2 599 7 3 365 5 23

3 1759 6 5 1701 4 14

4 2003 5 4 14 3 7

5 2411 6 3 7 6 34

6 2801 3 3 7 4 14

7 3001 14 4 2261 5 23

8 3313 10 4 902 5 23

9 3631 15 3 3419 4 14

10 4001 3 3 2990 4 14

11 4751 19 5 2178 11 119

12 5003 2 5 23 3 7

13 5881 31 4 3362 9 79

14 6007 3 5 1681 3 7

15 7001 3 3 5739 4 14

16 7841 12 3 6924 4 14

17 8011 14 3 7 5 23

18 8929 11 4 545 6 34

19 9001 7 4 8403 5 23

20 10007 5 4 2627 5 23Ta apotelèsmata gia 100 anex�rthta peir�mata gia k�je stigmiìtupo tou probl mato
d�nontai stou
 P�nake
 5.7,5.8. Kai stou
 dÔo p�nake
, d�nontai o arijmì
 twn epalhjeÔsewn(# EpalhjeÔsewn), o arijmì
 twn shme�wn pou qrhsimopoi jhkan (# Shme�wn), kai o bajmì
twn telik¸n poluwnÔmwn (Bajmì
 Pol/mou). Oi epalhjeÔsei
 aforoÔn ston arijmì twnfor¸n upologismoÔ enì
 poluwnÔmou sto mhdèn ¸ste na epalhjeuje� an to apotèlesma -shme�o isoÔtai me ton log�rijmo tou Lucas w
 pro
 b�sh m. K�je epal jeush apaite� ènanupologismì th
 sun�rthsh
 f(t), gia mia sugkekrimènh tim  tou t.H posìthta {# Shme�wn} anafèretai sto pl jo
 twn shme�wn parembol 
, y = f(t), pouqrhsimopoioÔntai apì thn diadikas�a (kai sunep¸
 upolog�sthkan) mèqri na breje� to kat�l-lhlo polu¸numo parembol 
. Wstìso, lìgw tou kataskeuastikoÔ qarakt ra twn mejìdwnparembol 
, to telikì polu¸numo mpore� na mhn paremb�llei ìla ta shme�a aut�. Tèlo
,o {Bajmì
 Pol/mou} antistoiqe� sto bajmì tou telikoÔ poluwnÔmou pou paremb�llei thntim  tou logar�jmou tou Lucas. O arijmì
 twn shme�wn parembol 
 pou qrhsimopoioÔntaigia thn kataskeu  tou telikoÔ poluwnÔmou e�nai (Bajmì
 Pol/mou +1).Gia k�je pe�rama, dÔo arqik� shme�a parembol 
 epilègontai tuqa�a sto ped�o [1, p − 1].Gia k�je mia apì ti
 trei
 posìthte
 pou katagr�fontai (# EpalhjeÔsewn, # Shme�wn,Bajmì
 Pol/mou), h mèsh tim  (M.T.), h di�meso
 (Di�m.), h tupik  apìklish (T.A.), kaj¸
kai h el�qisth (El.) kai mègisth tim  (Mèg.) upolog�zontai.
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Πίνακας 5.7: Αποτελέσματα των μεθόδων αντίστροφης παρεμβολής Aitken και Neville σε 100
ανεξάρτητα πειράματα για την περίπτωση ριζών στο σώμα Fp.

AITKENPrìblhma # EpalhjeÔsewn # Shme�wn Bajmì
 Pol/mouM.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg.
1 46.97 30.00 51.12 0.00 326.00 32.47 28.50 23.48 1.00 97.00 4.73 4.00 3.77 0.00 14.00

2 134.58 105.00 126.94 0.00 661.00 112.55 96.50 85.81 1.00 407.00 7.66 5.50 6.34 0.00 31.00

3 464.38 314.50 500.02 0.00 3495.00 365.39 293.50 302.84 1.00 1524.00 13.61 11.00 10.70 0.00 52.00

4 84.05 52.50 102.85 0.00 584.00 80.43 53.00 90.57 1.00 478.00 5.75 5.00 4.66 0.00 24.00

5 601.71 396.50 557.74 2.00 2849.00 489.61 368.50 370.75 4.00 1677.00 18.50 16.00 14.20 1.00 74.00

6 243.02 164.50 231.45 0.00 898.00 225.30 162.50 203.31 1.00 764.00 9.36 7.00 7.89 0.00 37.00

7 66.05 44.00 65.70 0.00 335.00 65.67 45.00 62.01 1.00 314.00 5.35 4.00 4.67 0.00 19.00

8 414.79 291.00 399.04 15.00 2483.00 372.23 279.00 313.86 17.00 1744.00 14.34 11.00 10.95 1.00 68.00

9 574.65 439.00 520.08 2.00 2558.00 502.32 420.00 403.84 4.00 1803.00 16.19 13.00 12.13 1.00 61.00

10 81.65 52.00 88.25 0.00 575.00 80.91 53.50 83.38 1.00 534.00 6.13 5.00 4.65 0.00 20.00

11 1115.85 594.00 1318.30 0.00 7572.00 876.33 565.50 828.60 1.00 3786.00 19.45 14.00 18.84 0.00 87.00

12 1237.94 1036.50 1023.22 2.00 4789.00 1021.75 941.00 727.05 4.00 3078.00 23.59 20.00 16.60 1.00 74.00

13 1529.05 959.00 1694.05 3.00 7310.00 1187.00 891.00 1087.87 5.00 4202.00 21.93 16.00 19.67 1.00 98.00

14 1527.72 947.50 1852.38 8.00 9698.00 1176.03 887.00 1051.08 10.00 4769.00 23.84 18.50 20.97 1.00 107.00

15 1671.58 1029.00 1724.95 0.00 8898.00 1343.99 957.00 1132.74 1.00 5041.00 26.37 21.00 23.21 0.00 120.00

16 3715.67 3104.00 3289.47 65.00 18856.00 2597.46 2553.50 1722.80 67.00 7104.00 36.50 28.00 31.03 1.00 135.00

17 401.51 247.00 454.12 1.00 2715.00 380.71 245.00 404.40 3.00 2295.00 12.99 10.00 10.67 0.00 47.00

18 2371.20 1656.50 2296.85 19.00 10017.00 1883.87 1518.00 1521.90 21.00 6039.00 28.75 21.00 25.50 1.00 109.00

19 1048.29 651.50 1199.67 31.00 7100.00 926.81 627.00 924.16 33.00 4871.00 19.92 15.00 17.25 1.00 82.00

20 2353.83 1845.50 1898.68 47.00 8071.00 1965.46 1692.00 1398.36 49.00 5515.00 27.60 22.0 22.80 1.00 102.00

NEVILLEPrìblhma # EpalhjeÔsewn # Shme�wn Bajmì
 Pol/mouM.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg.
1 47.61 47.50 49.23 0.00 278.00 33.02 31.50 23.10 1.00 89.00 4.61 3.50 3.89 0.00 16.00

2 181.90 152.00 176.20 0.00 968.00 142.16 114.00 107.05 1.00 478.00 9.24 7.00 7.28 0.00 28.00

3 443.11 380.50 435.98 0.00 1958.00 355.42 269.50 294.37 1.00 1192.00 11.37 9.00 8.83 0.00 42.00

4 88.90 90.00 86.86 0.00 438.00 86.28 59.00 79.70 1.00 395.00 5.25 3.50 4.57 0.00 18.00

5 627.15 554.00 519.77 13.00 3125.00 514.05 474.00 357.92 15.00 1760.00 15.23 11.50 12.00 1.00 46.00

6 240.76 171.00 238.60 0.00 1092.00 223.14 147.50 207.55 1.00 901.00 9.63 7.00 7.86 0.00 34.00

7 64.05 56.00 53.57 0.00 265.00 63.49 53.00 50.62 1.00 246.00 5.83 4.00 4.65 0.00 18.00

8 406.36 367.50 434.64 2.00 2431.00 360.96 245.00 346.01 4.00 1689.00 11.96 9.50 10.60 1.00 48.00

9 594.15 535.50 489.96 2.00 2448.00 523.27 417.50 391.60 4.00 1801.00 17.59 15.00 14.02 1.00 56.00

10 75.33 46.00 83.51 0.00 419.00 74.92 44.50 79.66 1.00 398.00 5.60 4.00 4.56 0.00 21.00

11 1203.58 990.50 1413.61 0.00 7020.00 926.54 635.00 874.09 1.00 3645.00 19.15 15.00 17.59 0.00 117.00

12 1139.67 837.00 1305.51 2.00 9144.00 911.31 648.50 790.61 4.00 4167.00 22.20 18.50 19.20 1.00 99.00

13 1465.15 1181.50 1509.38 6.00 8697.00 1169.27 901.00 972.77 8.00 4533.00 22.94 17.50 18.60 1.00 76.00

14 1540.68 1527.00 1379.59 18.00 6942.00 1250.55 1023.00 932.83 20.00 4072.00 24.29 20.50 19.00 1.00 79.00

15 1974.82 1880.00 2009.95 0.00 10388.00 1534.43 1291.00 1281.68 1.00 5434.00 29.09 21.00 23.76 0.00 94.00

16 3835.49 2762.00 3987.39 16.00 23017.00 2560.39 2389.50 1850.69 18.00 7430.00 39.72 32.50 33.01 1.00 138.00

17 357.01 286.50 375.17 1.00 2473.00 341.58 238.00 339.51 3.00 2122.00 10.96 8.00 10.22 0.00 58.00

18 2405.76 1619.50 2704.83 6.00 18320.00 1862.98 1382.00 1557.72 8.00 7764.00 32.41 25.00 27.33 1.00 175.00

19 978.87 627.00 1087.30 11.00 7372.00 875.50 677.00 844.18 13.00 5012.00 17.90 14.00 17.09 1.00 112.00

20 2476.01 2530.00 2554.21 18.00 19746.00 1994.78 2044.50 1551.64 20.00 8634.00 28.85 25.50 22.83 1.00 89.00
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Πίνακας 5.8: Αποτελέσματα των μεθόδων αντίστροφης παρεμβολής Aitken και Neville σε 100
ανεξάρτητα πειράματα για την περίπτωση ριζών στο σώμα Fp2 .

AITKENPrìblhma # EpalhjeÔsewn # Shme�wn Bajmì
 Pol/mouM.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg.
1 8.46 5.50 10.04 0.00 52.00 8.79 7.00 7.70 1.00 38.00 1.78 2.00 1.68 0.00 7.00

2 259.60 217.50 216.44 0.00 1029.00 188.77 183.50 125.91 1.00 485.00 11.70 9.50 8.61 0.00 39.00

3 792.54 625.50 666.09 2.00 2592.00 568.34 537.50 378.71 4.00 1367.00 18.39 16.50 12.93 1.00 47.00

4 1002.74 725.50 1053.57 6.00 7133.00 669.78 616.50 461.80 8.00 1948.00 19.34 15.00 17.28 1.00 112.00

5 1221.30 816.50 1236.63 0.00 8447.00 819.35 703.00 555.48 1.00 2333.00 21.43 18.50 16.93 0.00 73.00

6 1216.80 800.50 1328.68 2.00 7059.00 828.70 692.50 642.93 4.00 2583.00 19.48 17.00 15.38 1.00 84.00

7 1306.25 894.50 1394.61 5.00 10001.00 906.64 777.00 658.66 7.00 2904.00 24.78 23.00 20.42 1.00 131.00

8 460.96 325.00 444.91 2.00 2506.00 406.35 311.00 350.57 4.00 1775.00 14.92 13.00 11.39 1.00 52.00

9 1852.59 968.50 2190.82 65.00 13735.00 1169.41 850.50 920.04 66.00 3557.00 28.13 20.50 23.27 1.00 107.00

10 517.33 367.00 491.07 3.00 3244.00 462.29 350.50 377.75 5.00 2190.00 14.25 12.00 10.63 1.00 48.00

11 641.66 490.50 710.80 4.00 5491.00 562.10 469.00 508.02 6.00 3246.00 16.57 15.00 12.05 1.00 56.00

12 2322.47 2016.00 2028.76 3.00 11154.00 1637.83 1645.00 1089.07 5.00 4450.00 36.11 31.50 25.07 1.00 128.00

13 3349.57 2301.50 3346.93 25.00 16341.00 2124.32 1896.50 1499.86 27.00 5527.00 35.01 27.50 27.40 1.00 131.00

14 2314.08 1489.50 2559.03 31.00 15257.00 1640.25 1329.50 1285.18 33.00 5537.00 27.70 23.00 24.11 1.00 126.00

15 3167.17 2457.50 3003.33 9.00 13716.00 2205.43 2077.50 1568.08 11.00 6065.00 35.16 25.50 29.45 1.00 130.00

16 3875.90 3470.50 3187.13 54.00 15872.00 2716.24 2797.00 1649.76 56.00 6795.00 41.02 32.50 34.22 1.00 158.00

17 943.05 691.00 862.04 5.00 3881.00 852.02 665.50 722.69 7.00 3117.00 20.60 14.50 17.55 1.00 68.00

18 2272.53 1853.50 2076.25 10.00 11965.00 1841.48 1679.50 1397.48 12.00 6589.00 32.23 29.00 26.49 1.00 112.00

19 3751.20 2800.50 3565.80 33.00 17037.00 2673.58 2415.00 1959.90 35.00 7579.00 37.28 26.50 34.72 1.00 168.00

20 4972.11 3962.50 4461.65 2.00 16878.00 3384.46 3297.50 2388.80 4.00 8165.00 50.69 39.50 41.17 1.00 174.00

NEVILLEPrìblhma # EpalhjeÔsewn # Shme�wn Bajmì
 Pol/mouM.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg. M.T. Di�m. T.A. El. Mèg.
1 7.36 8.00 7.57 0.00 33.00 7.93 6.00 6.17 1.00 29.00 1.77 2.00 1.58 0.00 6.00

2 269.56 164.00 343.32 0.00 2083.00 178.21 147.50 137.31 1.00 581.00 10.07 7.00 7.89 0.00 37.00

3 851.42 900.50 840.22 3.00 5562.00 580.66 463.00 403.11 5.00 1677.00 21.04 15.50 18.03 1.00 102.00

4 1133.77 1005.00 1110.86 4.00 5971.00 729.59 666.00 493.48 6.00 1901.00 22.38 18.00 17.16 1.00 85.00

5 1316.51 1312.50 1225.28 0.00 5497.00 868.04 790.00 574.28 1.00 2157.00 21.65 17.50 16.85 0.00 75.00

6 1634.80 1316.50 1623.25 57.00 6694.00 1022.62 921.50 736.33 57.00 2526.00 24.51 21.00 20.67 1.00 91.00

7 1502.49 1171.00 1403.31 5.00 6676.00 1014.02 950.00 709.49 7.00 2684.00 23.92 19.50 17.91 2.00 79.00

8 365.08 334.50 368.11 2.00 1871.00 330.31 249.00 301.13 4.00 1439.00 12.18 10.00 9.37 1.00 46.00

9 1825.26 1353.00 2055.20 18.00 9359.00 1166.45 863.50 912.58 20.00 3335.00 28.32 20.50 26.26 1.00 122.00

10 729.39 660.50 715.29 7.00 3595.00 619.75 506.50 516.94 9.00 2365.00 18.89 16.50 14.89 1.00 74.00

11 841.00 761.00 770.95 5.00 3295.00 724.86 633.00 591.19 7.00 2399.00 20.08 16.00 15.18 1.00 69.00

12 2179.27 1727.50 2342.17 2.00 12466.00 1490.78 1290.50 1154.39 4.00 4572.00 26.64 20.00 23.14 1.00 112.00

13 3227.29 2515.00 2925.22 97.00 16257.00 2159.17 1978.00 1312.52 98.00 5489.00 35.71 31.00 28.66 1.00 147.00

14 2952.24 1982.00 3670.16 10.00 21967.00 1852.00 1375.00 1521.13 12.00 5844.00 29.04 21.00 24.87 1.00 112.00

15 3352.11 3112.00 3736.95 32.00 22103.00 2218.47 1899.50 1638.08 34.00 6685.00 33.77 29.00 28.86 1.00 158.00

16 3952.63 3453.50 4181.73 29.00 25482.00 2603.54 2453.50 1891.57 31.00 7552.00 39.48 31.50 32.31 1.00 150.00

17 951.18 1125.50 939.90 3.00 5047.00 851.16 668.00 767.83 5.00 3723.00 21.73 16.50 18.31 1.00 97.00

18 2132.81 1954.50 2372.73 25.00 18035.00 1709.60 1362.50 1370.63 27.00 7732.00 25.69 19.50 21.77 1.00 102.00

19 4891.85 3395.00 5014.92 94.00 27638.00 3171.10 2881.50 2126.46 96.00 8569.00 48.10 39.50 39.87 1.00 206.00

20 4221.56 4179.50 4096.85 35.00 20638.00 2999.15 2767.00 2112.28 37.00 8723.00 40.68 31.50 31.38 1.00 146.00



5.10 Sumper�smata 101Ta apotelèsmata de�qnoun ìti kai oi dÔo mèjodoi Aitken kai Neville parousi�zoun pa-rìmoia sumperifor� sthn eÔresh tou poluwnÔmou pou paremb�llei thn tim  tou logar�jmoutou Lucas (kai gia ti
 dÔo peript¸sei
 tou ped�ou orismoÔ twn riz¸n) kai qrei�zontai per�pouto èna tr�to tou plhj�rijmou tou s¸mato
 epalhjeÔsei
 gia na to broun, pou e�nai arket�meg�lo kìsto
. Wstìso, endiafèron parousi�zei to gegonì
 pou parathr jhke kai gia toprìblhma tou diakritoÔ logar�jmou (Enìthta 5.4) ìti o bajmì
 twn telik¸n poluwnÔmwne�nai qamhlì
. Autì shma�nei ìti up�rqei èna polu¸numo qamhloÔ bajmoÔ pou paremb�lleithn tim  tou logar�jmou tou Lucas.Sugkritik� me ta apotelèsmata pou proèkuyan gia to prìblhma tou diakritoÔ logar�j-mou kai perigr�fontai sthn arq  tou kefala�ou, sthn per�ptwsh tou logar�jmou tou Lucaso arijmì
 twn epalhjeÔsewn pou apaitoÔntai gia thn eÔresh tou kat�llhlou poluwnÔmoue�nai mikrìtero
 apì ton ant�stoiqo arijmì pou qrei�zetai gia to prìblhma tou diakritoÔlogar�jmou. To �dio isqÔei kai gia ton bajmì twn telik¸n poluwnÔmwn, dhlad  oi bajmo�twn poluwnÔmwn pou paremb�lloun thn tim  tou diakritoÔ logar�jmou e�nai uyhlìteroi apìtou
 ant�stoiqou
 bajmoÔ
 twn poluwnÔmwn pou paremb�lloun thn tim  tou logar�jmou tou
Lucas. Wstìso, den isqÔei to �dio gia ton arijmì twn shme�wn parembol 
 pou qrhsimo-poioÔntai apì thn diadikas�a, kaj¸
 perissìtera shme�a upolog�zontai kai qrhsimopoioÔntaigia to prìblhma tou logar�jmou tou Lucas.5.10 Sumper�smataTo prìblhma tou logar�jmou tou Lucas e�nai idia�tera shmantikì gia thn sÔgqronh kru-ptograf�a kaj¸
 h asf�leia poll¸n kruptosusthm�twn bas�zetai se autì. H eÔresh enì
poluwnÔmou qamhloÔ bajmoÔ   qamhl 
 sparsity pou anaparist� to log�rijmo tou Lucase�nai kr�simh gia thn ep�lush tou probl mato
. Gia to skopì autì, sthn paroÔsa melèthdÔo mèjodoi ant�strofh
 parembol 
, oi mèjodoi Aitken kai Neville efarmìzontai gia thnantimet¸pish tou probl mato
 tou logar�jmou tou Lucas. Sugkekrimèna, melet�tai h ant�-strofh parembol  sti
 timè
 th
 sun�rthsh
 tou Lucas gia thn eÔresh enì
 poluwnÔmou pouparemb�llei thn tim  tou logar�jmou tou Lucas. Kai oi dÔo mèjodoi èqoun kataskeuastikìqarakt ra pou epitrèpei na xekin� h diadikas�a me dÔo shme�a parembol 
 kai na prost�-jentai nèa shme�a parembol 
 apeuje�a
 me qamhlì upologistikì kìsto
. Ta apotelèsmatade�qnoun ìti to upologistikì kìsto
 gia thn antimet¸pish tou probl mato
 logar�jmou tou
Lucas me thn mejodolog�a aut  paramènei uyhlì. Wstìso, up�rqoun polu¸numa qamhloÔbajmoÔ pou paremb�lloun thn tim  tou logar�jmou tou Lucas gia k�je stigmiìtupo touprobl mato
 pou melet�tai. Tèlo
, ta apotelèsmata sugkrinìmena me ta ant�stoiqa gia toprìblhma tou diakritoÔ logar�jmou parèqoun mia endiafèrousa parat rhsh anaforik� methn upologistik  isodunam�a twn dÔo problhm�twn.
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K E F A L A I O 6Nèa kruptosust mata summetrikoÔ kleidioÔbasizìmena se periodikè
 troqiè

6.1 Eisagwg Ta teleuta�a qrìnia oi ereunhtikè
 melète
 sto ped�o twn mh grammik¸n dunamik¸n su-sthm�twn kai eidik� twn susthm�twn me qaotik  sumperifor� od ghsan kai sth diereÔnhshpijan¸n efarmog¸n tou
. MetaxÔ twn efarmog¸n aut¸n emfan�sthke kai to ped�o th
qaotik 
 kruptogr�fhsh
. Sta pla�sia th
 qaotik 
 kruptogr�fhsh
 arqik� melet jh-kan autìnoma qaotik� sust mata w
 genn trie
 yeudotuqa�wn arijm¸n kai sth sunèqeiao sugqronismì
 qaotik¸n susthm�twn od ghse sthn diereÔnhsh mh-autìnomwn qaotik¸nsusthm�twn me s mata suneq¸n tim¸n gia thn met�dosh plhrofori¸n [121, 142, 162, 214℄.Sugkekrimèna, anaptÔqjhkan di�fora sq mata gia to metasqhmatismì twn shm�twn plh-rofor�a
 se qaotik  kumatomorf  gia kruptogr�fhsh kai thn �ntlhsh th
 plhrofor�a
 apìmetadidìmenh kumatomorf  gia thn apokruptogr�fhsh. Ta pio shmantik� apì aut� e�naita sust mata qaotik 
 metatrop 
 (chaotic masking), ta sust mata qaotik 
 met�jesh
kleid¸mato
 (chaos shift keying) kai ta sust mata qaotik 
 allo�wsh
   ant�strofa su-st mata. Sta sust mata qaotik 
 metatrop 
 to sÔsthma kruptogr�fhsh
 apotele�tai apìèna autìnomo qaotikì sÔsthma, h èxodo
 tou opo�ou prost�jetai sthn plhrofor�a pro
 kru-ptogr�fhsh. To �jroism� tou
 metad�detai mèsw tou kanalioÔ. To sÔsthma apokruptogr�-fhsh
 qrhsimopoie� to metadidìmeno s ma gia ton sugqronismì enì
 isodÔnamou qaotikoÔsust mato
 me to ant�stoiqo th
 kruptogr�fhsh
. To anakataskeuasmèno qaotikì s maafaire�tai sth sunèqeia apì to metadidìmeno s ma opìte prokÔptei h plhrofor�a. Prokeimè-nou na e�nai egguhmèno
 o sugqronismì
 tou apodèkth h plhrofor�a pou metad�detai prèpeina e�nai epark¸
 mikr  se sqèsh me to qaotikì s ma. Sta sust mata qaotik 
 met�jesh
kleid¸mato
 (chaos shift keying), to sÔsthma kruptogr�fhsh
 apotele�tai apì dÔo   pe-rissìtera autìnoma qaotik� sust mata me diaforetikè
 paramètrou
. SÔmfwna me to s math
 plhrofor�a
 èna apì ta sust mata aut� epilègetai kai h èxodì
 tou metad�detai stokan�li. To sÔsthma apokruptogr�fhsh
 apotele�tai apì ton �dio arijmì qaotik¸n susth-m�twn, ta opo�a prospajoÔn na sugqronistoÔn me ta ant�stoiqa th
 kruptogr�fhsh
. Oipar�metroi rujm�zontai ètsi ¸ste mìno èna zeÔgo
 qaotik¸n susthm�twn na sugqron�zetaik�je for�. H an�qneush tou sugqronismoÔ autoÔ apokwdikopoie� thn plhrofor�a. Tèlo
,sta sust mata qaotik 
 allo�wsh
 (  ant�strofa sust mata) h kruptogr�fhsh g�netai apìèna mh autìnomo qaotikì sÔsthma tou opo�ou h kat�stash ephre�zetai apì thn plhrofor�a.O apokwdikopoiht 
 sugqron�zetai me ton kwdikopoiht  mèsw anakataskeu 
 th
 kat�sta-s 
 tou qrhsimopoi¸nta
 to metadidìmeno s ma. H plhrofor�a anakt�tai efarmìzonta
 thnant�strofh diadikas�a kruptogr�fhsh
 sthn anakataskeuasmènh kat�stash kai sto metadi-dìmeno s ma. 'Ola ta parap�nw sust mata èqoun melethje� analutik� kai peiramatik� tìsose efarmogè
 suneqoÔ
 qrìnou ìso kai se diakritoÔ qrìnou sti
 ergas�e
 [63, 151, 221℄.To endiafèron gia thn efarmog  tou q�ou
 sthn diadikas�a th
 kruptogr�fhsh
 proèku-ye apì thn profan  poluplokìthta tou gewmetrikoÔ s mato
 kai ti
 statistikè
 idiìthte
pou parathroÔntai sta mh grammik� dunamik� sust mata [90, 219℄. Kat� autì ton trìpo,
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ta qaotik� s mata mporoÔn na jewrhjoÔn w
 suneq¸n tim¸n isodÔnama twn yeudotuqa�wnakolouji¸n diakrit¸n tim¸n pou qrhsimopoioÔntai sthn klasik  kruptograf�a [40℄.Sto kef�laio autì parousi�zoume èna nèo kruptosÔsthma summetrikoÔ kleidioÔ pou ba-s�zetai se mh grammik� dunamik� sust mata. To kruptosÔsthma axiopoie� ti
 idiìthte
 twnmh grammik¸n apeikon�sewn kai twn stajer¸n shme�wn tou
 gia thn kruptogr�fhsh th
plhrofor�a
. Sugkekrimèna, to prwtìtupo m numa apotele�tai apì sumboloseirè
 (qara-kt re
) apì èna gnwstì alf�bhto (gia par�deigma ASCII), en¸ to kruptogr�fhma apote-le�tai apì stajer� shme�a mh grammik¸n apeikon�sewn. Epiplèon, eis�goume èna mètro th
poiìthta
 twn kleidi¸n pou qrhsimopoioÔntai. Tèlo
, parousi�zoume kai analÔoume trei
tropopoi sei
 tou basikoÔ kruptosust mato
 pou to kajistoÔn pio sjenarì se di�fore
kruptanalutikè
 epijèsei
.6.2 Basik� stoiqe�a mh grammik¸n dunamik¸n apeiko-n�sewnGenik�, oi didi�state
 mh grammikè
 apeikon�sei
 parousi�zoun thn akìloujh morf :
Φ :

{
x̂1 = ϕ1(x1, x2),
x̂2 = ϕ2(x1, x2).

(6.1)Se mia mh grammik  apeikìnish th
 morf 
 (6.1) up�rqoun shme�a ta opo�a e�nai amet�blh-ta   stajer� upì thn apeikìnish. Ta shme�a aut� sun jw
 apokaloÔntai periodikè
 troqiè
th
 apeikìnish
. 'Ena shme�o X = (x1, x2)
⊤ kale�tai stajerì shme�o th
 apeikìnish
 Φ an

Φ(X) = X. Ep�sh
, kale�tai stajerì shme�o t�xh
 p,   periodik  troqi� periìdou p, anisqÔei
X = Φp

p(X) ≡ Φ(Φ · · · (Φ(X)) · · · ))︸ ︷︷ ︸
p forè
 . (6.2)'Ena tupikì par�deigma mia
 mh grammik 
 apeikìnish
 e�nai h didi�stath apeikìnish tou

Hénon [68, 211℄:
Φ :

(
x̂1

x̂2

)
= R(a)

(
x1

x2 + g(x1)

)
, (6.3)ìpou (x1, x2)

⊤ ∈ R
2 kai

R(a) =

(
cos a − sin a
sin a cos a

)
,ìpou a ∈ [0, π] e�nai h gwn�a peristrof 
 kai g(x1) = −x2

1. Sto Sq ma 6.1 parousi�zetai hdidi�stath apeikìnish tou Hénon gia diaforetikè
 timè
 twn paramètrwn th
.Parìti qrhsimopoioÔme thn didi�stath apeikìnish tou Hénon, mia meg�lh poikil�a a-peikon�sewn mporoÔn na qrhsimopoihjoÔn metaxÔ twn opo�wn kai oi apeikon�sei
 Standard
Map [172℄, Gingerbreadman Map [45℄, Predator-Prey Map [196℄, kaj¸
 kai apeikon�sei
 me-galÔterh
 di�stash
 ìpw
 h apeikìnish tou Lorenz [114℄, tou Rössler [180℄ kai h 4-di�stathapeikìnish tou Hénon [212℄.Gia ton upologismì twn periodik¸n troqi¸n mia
 apeikìnish
 èqoun protaje� di�fore
mèjodoi. Gia par�deigma, qrhsimopoi¸nta
 to pakèto CHABIS [209,210℄ gia thn apeikìnishtou Hénon me a = cos−1(0.24) kai g(x1) = −x2

1, upolog�zetai to akìloujo stajerì shme�ome per�odo p = 5

X5
1 = (0.5672405470221847,−0.1223202134278941)⊤ .
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(a) (b)

(g) (d)
Σχήμα 6.1: Η διδιάστατη απεικόνιση του Hénon στο χώρο (x1, x2) για (α) cosα = 0.24, g(x1) =
−x2

1
, (β) cosα = 0.24, g(x1) = −0.9x2

1
, (γ) cosα = 0.2, g(x1) = −x2

1
, (δ) cosα = 0.2, g(x1) =

−0.9x2

1Gia na l�boume ta upìloipa stajer� shme�a th
 �dia
 troqi�
 apaitoÔntai aplè
 epanal yei
efarmog 
 th
 apeikìnish
 sto stajerì shme�o pou èqei  dh upologiste�,
X5

2 = Φ(X5
1 ) = (0.5672405470221847, 0.4440820516139216)⊤ ,

X5
3 = Φ(X5

2 ) = (0.0173925844399303, 0.5800185952239573)⊤ ,

X5
4 = Φ(X5

3 ) = (−0.5585984457571741, 0.1560161118011652)⊤ ,

X5
5 = Φ(X5

4 ) = (0.0173925844399305,−0.5797160932304572)⊤ .Kat� autì ton trìpo, an mia apeikìnish kai èna stajerì th
 shme�o me per�odo p e�nai gnw-st�, ta upìloipa (p − 1) stajer� shme�a th
 �dia
 periodik 
 troqi�
 mporoÔn eÔkola naupologistoÔn. To pakèto CHABIS d�nei thn dunatìthta upologismoÔ eustaj¸n   astaj¸nperiodik¸n troqi¸n me polÔ meg�le
 timè
 periìdwn [211, 212℄.Se k�je periodik  troqi� antistoiqe� èna
 arijmì
 peristrof 
 σ = ν/(2π) = i1/i2,ìpou ν e�nai h suqnìthta th
 troqi�
 kai i1, i2 e�nai dÔo jetiko� akèraioi. Apì thn akolouj�ame thn opo�a ta parap�nw stajer� shme�a dhmiourgoÔntai ston q¸ro (x1, x2), mporoÔme nasumper�noume ìti o arijmì
 peristrof 
 th
 troqi�
 e�nai σ = 1/5, to opo�o shma�nei ìti htroqi� par�gei i2 = 5 shme�a, peristrefìmenh gÔrw apì to kèntro i1 = 1 for�.
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6.3 Basik  morf  tou proteinìmenou kruptosust ma-to
H kentrik  idèa tou proteinìmenou kruptosust mato
 e�nai h apìkruyh th
 plhrofor�a
sta stajer� shme�a mia
 troqi�
 (sumbol�zetai me O) mia
 mh grammik 
 apeikìnish
. 'E-stw X0,Φ
p
1(X0), Φp

2(X0), . . . , Φp
p−1(X0) stajer� shme�a th
 troqi�
 O. 'Ola ta stajer�shme�a th
 troqi�
 O apojhkeÔontai me th seir� me thn opo�a emfan�zontai efarmìzonta
epanalhptik� p− 1 forè
 thn apeikìnish Φ qrhsimopoi¸nta
 to arqikì stajerì shme�o X0.Mia tètoia troqi� O mpore� na upologiste� qrhsimopoi¸nta
 thn genikeumènh mèjodo diqotì-mhsh
 [209�211℄, kaj¸
 ep�sh
 kai mejìdou
 upologistik 
 nohmosÔnh
 [160, 161℄,   �lle
paradosiakè
 mejìdou
 eÔresh
 riz¸n (ìpw
 oi mèjodoi Newton kai Broyden).IsodÔnama, a
 jewr soume thn om�da Go = 〈Zp,+〉, me stoiqe�a, ri ∈ Zp, ta opo�a ek-fr�zoun to pl jo
 twn epanal yewn th
 apeikìnish
 Φ ep� opoioud pote arqikoÔ stajeroÔshme�ou X0 mia
 periodik 
 troqi�
 me per�odo p. O telest 
 {+} sumbol�zei to pl jo
 twnepanal yewn th
 apeikìnish
 Φ ep� enì
 arqikoÔ stajeroÔ shme�ou X0 kai antistoiqe� sthnsÔnjesh th
 apeikìnish
 Φ, dhlad 

Φp
ri

(X0) ◦ Φp
rj

(X0) = (Φp
ri
◦ Φp

rj
)(X0) = Φp

ri+rj
(X0).Sunep¸
, h prìsjesh twn epanal yewn th
 apeikìnish
 Φ antistoiqe� sthn prìsjesh stoi-qe�wn modulo p, dhlad  ri + rj (mod p), ìpou p e�nai h per�odo
 th
 periodik 
 troqi�


O. An h mh grammik  apeikìnish Φ, h troqi� O kai èna stajerì shme�o X0 th
 O (to opo�ojewre�tai w
 arqikì stajerì shme�o th
 troqi�
 O) e�nai gnwst�, mporoÔme na upolog�soumeto pl jo
 epanal yewn th
 apeikìnish
 Φ pou apaitoÔntai gia na l�boume opoiod pote sta-jerì shme�o th
 �dia
 troqi�
 xekin¸nta
 apì to arqikì stajerì shme�o X0. E�nai shmantikìna parathr soume ìti ta stoiqe�a th
 troqi�
 O, mporoÔn na topojethjoÔn se mia sundede-mènh l�sta, kaj¸
 èqoun sugkekrimènh seir� emf�nish
 h opo�a e�nai gnwst  mìno an h mhgrammik  apeikìnish e�nai gnwst . 'Opw
 perigr�foume sti
 akìlouje
 enìthte
, h seir� em-f�nish
 twn stajer¸n aut¸n shme�wn apotele� th b�sh gia ti
 diadikas�e
 kruptogr�fhsh
kai apokruptogr�fhsh
 tou proteinìmenou kruptosust mato
.6.3.1 Kataskeu  tou kleidioÔSth basik  tou morf  to kruptosÔsthma dèqetai èna m numa m w
 e�sodo (gia par�deigmamia akolouj�a qarakt rwn ASCII) kai par�gei èna mhtr¸o C ∈ R
length(m)×2 w
 èxodo.Autì shma�nei ìti k�je qarakt ra
 tou arqikoÔ mhnÔmato
 kruptografe�tai se èna stajerìshme�o mia
 sugkekrimènh
 periodik 
 troqi�
. Jewr¸nta
 thn apeikìnish tou Hénon sanpar�deigma gia thn dhmiourg�a tou kleidioÔ, to kleid� k tou kruptosust mato
 apotele�taiapì ta akìlouja stoiqe�aa) Mia mh grammik  apeikìnish Φ me ta akìlouja qarakthristik�: (i) thn tim  tou α ∈

[0, π] kai (ii) ènan mh grammikì ìro g(x1),b) èna stajerì shme�o X0,g) ènan jetikì akèraio p (arket� meg�lo, gia par�deigma, p > 300, kai kat� prot�mhshpr¸to arijmì) pou dhl¸nei thn t�xh th
 troqi�
 O sthn opo�a an kei to stajerìshme�o X0.ParathroÔme ìti e�nai apara�thto na epilègontai periodikè
 troqiè
 twn opo�wn h per�odo
xepern� kat� to  misu ton plhj�rijmo tou sunìlou qarakt rwn pou qrhsimopoie�tai. Giapar�deigma, an qrhsimopoie�tai to sÔnolo qarakt rwn ASCII gia to m numa, prèpei p > 128.O algìrijmo
 kataskeu 
 tou kleidioÔ apotele�tai apì ta akìlouja b mata.
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 kataskeu 
 kleidioÔ:1. Epèlexe tuqa�a mia gwn�a strof 
 α ∈ [0, π].2. Epèlexe ènan mh grammikì ìro g(x1).3. Epèlexe ènan arket� meg�lo jetikì akèraio p (kat� prot�mhsh o p prèpei na e�naipr¸to
 arijmì
).4. Epèlexe mia perioq  tou q¸rou sthn opo�a ja prèpei na br�sketai to stajerì shme�o
X0.5. Qrhsimopo�hse mia mèjodo (gia par�deigma to CHABIS [209℄) gia ton entopismì enì
stajeroÔ shme�ou X0.6. 'Elegxe an o p e�nai o mikrìtero
 akèraio
 pou ikanopoie� thn sqèsh X0 = Φp

p(X0) kaiterm�tise.ParathroÔme ìti ìtan o p e�nai pr¸to
 arijmì
 to èkto b ma tou algor�jmou kataskeu 
 toukleidioÔ mpore� na paraleifje�. Ep�sh
, oi epilogè
 twn bhm�twn 1−4 mpore� na mhn d¸sounèna stajerì shme�o X0 kai sthn per�ptwsh aut  apaite�tai nèa epilog  twn paramètrwn toukleidioÔ.6.3.2 Algìrijmoi kruptogr�fhsh
 kai apokruptogr�fhsh
O algìrijmo
 kruptogr�fhsh
 dèqetai w
 e�sodo èna m numa m, m1m2 . . . mn, me nqarakt re
 (gia par�deigma qarakt re
 ASCII), kai èna kleid� k, kai epistrèfei èna krupto-gr�fhma C ∈ R
n×2. O algìrijmo
 perigr�fetai sta akìlouja b mata.Algìrijmo
 kruptogr�fhsh
:1. Arqikopo�hse to C0 = X0, i = 1.2. Ef�rmose ASCII(mi) forè
 thn jewroÔmenh mh grammik  apeikìnish Φ xekin¸nta
apì to stajerì shme�o Ci−1, ¸ste na epiteuqje� to Ci = Φp

ASCII(mi)
(Ci−1).3. Proq¸rhse ston epìmeno qarakt ra, jètonta
 i = (i + 1).4. An i < n tìte p gaine sto B ma 2, alli¸
 term�tise.Ant�strofa, o algìrijmo
 apokruptogr�fhsh
 dèqetai w
 e�sodo èna kruptogr�fhma

C ∈ R
n×2 kai èna kleid� k kai parèqei w
 èxodo to arqikì ke�meno m, mèsw th
 akìloujh
diadikas�a
.Algìrijmo
 apokruptogr�fhsh
:1. Arqikopo�hse to C0 = X0, i = 1.2. Xekin¸nta
 apì to stajerì shme�o Ci−1, mètrhse to pl jo
 twn epanal yewn, noi,th
 jewroÔmenh
 mh grammik 
 apeikìnish
 Φ pou apaitoÔntai gia na ikanopoihje�gia pr¸th for� h sqèsh Ci = Φp

noi (Ci−1). O qarakt ra
 mi tou arqikoÔ keimènouepitugq�netai apì thn isìthta, noi = ASCII(mi).3. Proq¸rhse ston epìmeno qarakt ra, jètonta
 i = (i + 1).4. An i < n tìte p gaine sto B ma 2, alli¸
 term�tise.
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6.4 Poiìthta twn kleidi¸nSto proteinìmeno kruptosÔsthma, to ousiastikì stoiqe�o tou kleidioÔ e�nai to arqikìstajerì shme�o pou qrhsimopoie�tai, kaj¸
 ìla ta upìloipa stajer� shme�a th
 �dia
 pe-riodik 
 troqi�
 th
 mh grammik 
 apeikìnish
 par�gontai apì autì. E�nai shmantikì naparathr soume ìti to arqikì stajerì shme�o den e�nai qr simo an h apeikìnish den e�naignwst . To arqikì stajerì shme�o pou qrhsimopoie�tai gia to kleid� mpore� na apotelèseièna mètro gia thn poiìthta tou kleidioÔ. Autì ofe�letai sthn idiìthta euaisjhs�a
 twn sta-jer¸n shme�wn mia
 periodik 
 troqi�
 se diataraqè
. Sugkekrimèna, ìso megalÔtere
 e�naioi pragmatikè
 idiotimè
 th
 Iakwbian 
 upologizìmenh
 sto stajerì shme�o (B ma 2 touakìloujou algìrijmou elègqou eust�jeia
), tìso pio eua�sjhto e�nai to kleid� se mikrè
diataraqè
. Ta stajer� shme�a pou e�nai eua�sjhta se mikrè
 diataraqè
 sunistoÔn perio-dikè
 troqiè
 pou onom�zontai astaje�
. Sthn per�ptwsh aut , ìla ta stajer� shme�a mia
astajoÔ
 periodik 
 troqi�
 mporoÔn na epiteuqjoÔn me akr�beia mìno an to arqikì stajerìshme�o e�nai gnwstì me meg�lh akr�beia. Opoiad pote mikr  diataraq  sti
 suntetagmène
enì
 stajeroÔ shme�ou odhge� se meg�le
 metabolè
 se ìla ta upìloipa stajer� shme�ath
 �dia
 periodik 
 troqi�
. Gia to lìgo autì, akìma kai an k�poio
 ant�palo
 apokt seign¸sh gia k�poia yhf�a tou arqikoÔ stajeroÔ shme�ou mia
 astajoÔ
 periodik 
 troqi�
 denmpore� na par�gei ta upìloipa stajer� shme�a th
 sugkekrimènh
 troqi�
. SÔmfwna me thnparap�nw idiìthta, d�netai o akìloujo
 orismì
 gia isqur� kleidi�.Orismì
 6.1 'Ena kleid� tou proteinìmenou kruptosust mato
 kale�tai isqurì, an to ar-qikì stajerì shme�o pou qrhsimopoie�tai an kei se mia astaj  periodik  troqi� th
 doje�sh
mh grammik 
 apeikìnish
.Gia thn epibeba�wsh tou e�dou
 mia
 periodik 
 troqi�
, dhlad  eustaj 
   astaj 
, mpo-re� na qrhsimopoihje� o akìloujo
 algìrijmo
 elègqou eust�jeia
. O algìrijmo
 dèqetaiw
 e�sodo th mh grammik  apeikìnish Φ kai to arqikì stajerì shme�o X0 pou qrhsimopoioÔn-tai, thn per�odo p th
 periodik 
 troqi�
 sthn opo�a an kei to shme�o X0 kai to Iakwbianìmhtr¸o th
 apeikìnish
 Φ.Algìrijmo
 elègqou eust�jeia
:1. Upolìgise to Iakwbianì mhtr¸o th
 apeikìnish
 Φ gia to arqikì stajerì shme�o X0,kai jèse J = Jacobian(X0).2. Gia i = 2 : p k�ne
Xi = Φ(Xi−1)
J = Jacobian(Xi)J .3. Upolìgise ti
 idiotimè
 λ1, λ2, . . . , λdim ∈ C tou mhtr¸ou J .4. An ℑ(λi) 6= 0 kai (ℜ(λi)

2 + ℑ(λi)
2)1/2 = 1, gia k�je i = 1, 2, . . . , dimtìte h troqi� e�nai {EUSTAJHS}alli¸
 an ℑ(λi) 6= 0 kai (ℜ(λi)

2 + ℑ(λi)
2)1/2 6= 1, gia opoiod pote i ∈ {1, 2, . . . ,

dim} tìte h troqi� e�nai {MIGADIKH ASTAJHS}alli¸
 an ℑ(λi) = 0 kai ℜ(λi) 6= 1 gia k�je i = 1, 2, . . . , dimtìte h troqi� e�nai {ASTAJHS}An ìle
 oi idiotimè
 tou IakwbianoÔ mhtr¸ou J e�nai migadikè
 kai br�skontai p�nw stonmonadia�o kÔklo tìte h troqi� e�nai eustaj 
. Diaforetik�, an èstw m�a idiotim  e�nai migadik kai den br�sketai ston monadia�o kÔklo tìte h troqi� e�nai migadik  astaj 
. Tèlo
, an ìle
oi idiotimè
 e�nai pragmatikè
 kai oi timè
 tou
 e�nai di�fore
 th
 mon�da
 tìte h troqi�kale�tai astaj 
. Sthn teleuta�a per�ptwsh, ìso megalÔterh e�nai h tim  mia
 idiotim 
,tìso pio astaj 
 jewre�tai h troqi�.



6.5 Tropopoi sei
 tou kruptosust mato
 kai apodotikìthta 1096.5 Tropopoi sei
 th
 basik 
 morf 
 tou kruptosu-st mato
 kai jèmata apodotikìthta
Sthn paroÔsa enìthta parousi�zontai trei
 tropopoihmène
 ekdoqè
 tou proteinìmenoukruptosust mato
. Oi tropopoi sei
 autè
 èqoun w
 stìqo na katast soun to kruptosÔ-sthma perissìtero sjenarì se pijanè
 epijèsei
.6.5.1 Pr¸th tropopo�hshA
 jewr soume thn per�ptwsh ìpou k�poio
 ant�palo
 gnwr�zei dÔo kruptograf mata
Ci kai Cj (dhlad  dÔo stajer� shme�a pou kruptografoÔn tou
 qarakt re
 mi kai mj toukeimènou ant�stoiqa) kai to pl jo
 twn epanal yewn th
 apeikìnish
 Φ pou apaitoÔntai giana l�boume to Cj apì to Ci. Tìte, o ant�palo
 mpore� na l�bei ton qarakt ra mj touarqikoÔ keimènou. Gia na apofeuqje� h per�ptwsh aut  mpore� na qrhsimopoihje� èna krufìarqikì stajerì shme�o gia thn kruptogr�fhsh tou k�je qarakt ra tou arqikoÔ keimènou,kai or�zetai w
 ex 
.Orismì
 6.2 'Ena stajerì shme�o kale�tai arqikì stajerì shme�o gia thn kruptogr�fhshenì
 qarakt ra mi an qrhsimopoie�tai w
 shme�o ekk�nhsh
 gia na l�boume ASCII(mi)epanal yei
 th
 apeikìnish
 Φ.Qrhsimopoi¸nta
 èna krufì arqikì stajerì shme�o gia thn kruptogr�fhsh enì
 qarakt ra
mi, èqoume ìti Kruptogr�fhsh(mi) = Φp

ASCII(mi)
(Xinitial mi

).Sth basik  morf  tou kruptosust mato
 jewre�tai ìti to arqikì stajerì shme�o gia k�jeqarakt ra e�nai to stajerì shme�o pou kruptografe� ton prohgoÔmeno qarakt ra, dhlad e�nai Kruptogr�fhsh(mi) = Φp
ASCII(mi)

(Φp
ASCII(mi−1)(X0)).Gia ton upologismì twn arqik¸n stajer¸n shme�wn gia k�je qarakt ra tou keimènou, pro-te�nontai oi akìlouje
 sqèsei
:

{
Xinitial m1

= Φp
βH(m) (mod p)(X0),

Xinitial mi
= Φp

γASCII(mi−1) (mod p)(Ci−1), gia i = 2, . . .ìpou β, γ e�nai dÔo jetiko� kai meg�loi akèraioi arijmo� oi opo�oi prèpei na prosart¸ntai stokleid� k, kai H(m) e�nai to apotèlesma mia
 monìdromh
 sun�rthsh
 hash ep� tou mhnÔmato

m (gia par�deigma MD5 [185℄). Gia β = γ = 0, lamb�noume th basik  morf  tou protei-nìmenou kruptosust mato
. Tèlo
, mpore� na prosteje� èna
 tuqa�o
 qarakt ra
 mprost�apì to m numa m ètsi ¸ste na lamb�netai p�nta èna tele�w
 diaforetikì kruptogr�fhma.6.5.2 DeÔterh tropopo�hshA
 jewr soume thn per�ptwsh ìpou k�poia plhrofor�a sqetik  me thn seir� twn sta-jer¸n shme�wn th
 periodik 
 troqi�
 pou qrhsimopoie�tai èqei apokalufje� se k�poionant�palo. Gia na antimetwpiste� mia ep�jesh basizìmenh sth an�lush th
 suqnìthta
 em-f�nish
 twn kruptografhm�twn, sthn deÔterh tropopo�hsh, k�je qarakt ra
 tou arqikoÔkeimènou kruptografe�tai apì èna stajerì shme�o pou e�nai anex�rthto apì ta stajer�shme�a pou èqoun qrhsimopoihje� prohgoumènw
 (pou kruptografoÔn tou
 prohgoÔmenou
qarakt re
). Gia thn ulopo�hsh aut 
 th
 nèa
 tropopo�hsh
, dÔo meg�loi jetiko� akèraioiarijmo� β, γ epilègontai kai prosart¸ntai sto kleid� k. Epiplèon, qrhsimopoie�tai mia monì-dromh sun�rthsh hash, H pou efarmìzetai sto ke�meno m kai d�nei thn tim  H(m). Tìte,
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 troqiè
upolog�zetai to ginìmeno H(m)β kai qrhsimopoie�tai gia thn arqikopo�hsh mia
 genn tria
omoiìmorfwn tuqa�wn arijm¸n. Upojètoume ìti k�je for�, i, kale�tai h genn tria arijm¸nkai epistrèfei ènan tuqa�o arijmì rand(i) ∈ [0, 1]. Met� apì k�je kl sh upolog�zetai h tim 
randp(i) = ⌈rand(i)⌉p. Kat� sunèpeia, to arqikì stajerì shme�o gia k�je qarakt ra giakruptosust mata ro 
 d�netai apì th sqèsh

Xinitial mi
= Φrandp(i)γ (mod p)(X0),kai gia �lla kruptosust mata d�netai apì th sqèsh

{
Xinitial m1

= Φrandp(1)γ (mod p)(X0),

Xinitial mi
= Φrandp(i)ASCII(mi−1)γ (mod p)(X0), gia i = 2, 3, . . .6.5.3 Tr�th tropopo�hshSthn tropopo�hsh aut  jewroÔme to akìloujo prìblhma. Dojèntwn p stajer¸n shme�-wn mia
 troqi�
 O me tuqa�a seir�, na breje� mia apeikìnish Φ h opo�a èqei thn troqi� Ow
 periodik  th
 troqi�. Se aut  thn per�ptwsh, h eÔresh mia
 apeikìnish
 Φ pou ja ika-nopoioÔse to parap�nw prìblhma ja apok�lupte kai ta upìloipa stajer� shme�a th
 �dia
troqi�
 kai kat� sunèpeia to apokruptografhmèno ke�meno. H upojetik  aut  per�ptwshmpore� na exaleifje� efarmìzonta
 ton telest  XOR (kat� yhf�o) metaxÔ tou stajeroÔshme�ou pou kruptografe� ton qarakt ra tou arqikoÔ keimènou kai tou arqikoÔ stajeroÔshme�ou tou. Kat� autì ton trìpo, ta stajer� shme�a th
 troqi�
 O den mporoÔn na apo-kalufjoÔn. Epiplèon, to sÔnolo twn kruptografhm�twn g�netai megèjou
 Card(ASCII)ppou antistoiqe� se Card(ASCII)p! metajèsei
 gia ep�jesh exantlhtik 
 anaz thsh
 (brute

force).6.5.4 Jèmata apodotikìthta
Sthn paroÔsa enìthta d�netai o arijmì
 twn FLOPs pou apaitoÔntai gia thn kruptogr�-fhsh   thn apokruptogr�fhsh enì
 qarakt ra tou arqikoÔ keimènou. Gia thn apeikìnishtou Hénon kai gia thn kruptogr�fhsh (  apokruptogr�fhsh) tou qarakt ra mi, qrhsimo-poi¸nta
 thn basik  morf  tou kruptosust mato
, e�nai
FLOPs (C(mi)) = ASCII(mi)(6 + FLOPs (g(x1))).Gia ti
 tropopoi sei
 tou algor�jmou kruptogr�fhsh
/apokruptogr�fhsh
 mìno èna
 mi-krì
 arijmì
 FLOPs qrei�zetai na prosteje�. Sugkekrimèna, ta epiplèon FLOPs e�nai

FLOPs (C(mi)) 6 p (6 + FLOPs (g(x1))) + t,ìpou t e�nai èna
 mikrì
 stajerì
 arijmì
.6.6 Peiramatik  je¸rhsh kai apotelèsmataGia thn axiolìghsh tou proteinìmenou kruptosust mato
, ektì
 apì ton arijmì twnapaitoÔmenwn FLOPs pou parousi�sthkan sthn enìthta 6.5.4, katametr�tai kai o qrìno
(CPU) pou apaite�tai gia thn kruptogr�fhsh (kai apokruptogr�fhsh) poll¸n diaforetik¸narqik¸n keimènwn (kruptografhm�twn). Epiplèon, d�netai h analog�a twn duadik¸n yhf�wnpou perièqontai sta kruptograf mata pou par�gontai apì ti
 parap�nw kruptograf sei
.Gia ta peir�mata kai gia lìgou
 sÔgkrish
 dokim�sthkan tri¸n diaforetik¸n eid¸n arqi-k� ke�mena, kai sugkekrimèna, dokim�sthkan koin� ke�mena Agglik¸n, ke�mena pou perie�qantuqa�ou
 qarakt re
 kai ke�mena pou epanal�mbanan ton �dio qarakt ra. Ta apotelèsmata
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 keimènwn e�nai shmantik� kaj¸
 epibebai¸noun ìti akìma kai sthnper�ptwsh pou ta arqik� ke�mena perièqoun k�poiou e�dou
 mot�ba (domè
) to kruptografh-mèno ke�meno den parèqei kam�a plhrofor�a gia to qarakthristikì autì. Ta apotelèsmatakatagr�fontai ston P�naka 6.1, aforoÔn sth basik  morf  tou kruptosust mato
 kai prag-matopoi jhkan se ènan upologist  P4 me 512MB mn mh
 RAM qrhsimopoi¸nta
 k¸dika tou
Matlab6.5.

Πίνακας 6.1: Πειραματικά αποτελέσματα για διάφορα είδη αρχικών κειμένωνqrìno
 CPU gia Posostì kruptograf mato
 seE�do
 arqikoÔ keimènou kruptogr./apokrupt. mhdèn èna
10000 tuqa�oi qarakt re
 ≈ 0.001 sec 49.9999% 50.0001%
100000 tuqa�oi qarakt re
 ≈ 0.00102 sec 49.9999% 50.0001%
100000 qar. Agglik¸n keim. ≈ 0.00103 sec 49.9999% 50.0001%
100000 �dioi qarakt re
 ≈ 0.00103 sec 49.9999% 50.0001%Anaforik� me ton qrìno CPU pou apaite�tai gia thn kruptogr�fhsh/apokruptogr�fhshtwn keimènwn qrei�sthkan mìno l�ga qiliost� tou deuterolèptou gia ìla ta e�dh twn arqik¸nkeimènwn, to opo�o  tan anamenìmeno kaj¸
 pragmatopoioÔntai mìno merikè
 epanal yei
th
 mh grammik 
 apeikìnish
 (shmei¸noume ìti h ulopo�hsh den  tan beltistopoihmènh giauyhl  apìdosh). Epiplèon, o qrìno
 CPU pou qrei�zetai gia ton upologismì tou kleidioÔofe�letai mìno ston upologismì tou arqikoÔ stajeroÔ shme�ou, kaj¸
 h epilog  th
 mhgrammik 
 apeikìnish
 den apaite� kajìlou qrìno. Epilègonta
 mia kat�llhlh mèjodo, giapar�deigma thn CHABIS [211℄, stajer� shme�a me per�odo merik¸n ekatont�dwn mporoÔnna upologistoÔn se qrìno CPU ligìtero apì èna deuterìlepto se ènan tupikì sÔgqronoproswpikì upologist .Anaforik� me to sunolikì pl jo
 mhdenik¸n kai mon�dwn pou perièqontai sta krupto-graf mata, ta posost�  tan per�pou 50% mhdenik� kai 50% mon�de
 gia ìla ta e�dh arqik¸nkeimènwn, dhlad  tuqa�ou
 qarakt re
, ke�mena Agglik¸n kai epanalambanìmenou
 qarakt -re
. To apotèlesma autì e�nai idia�tera shmantikì gia thn asf�leia tou kruptosust mato
se epijèsei
 kruptograf mato
, kaj¸
 ta kruptograf mata den perièqoun plhrofor�e
 giapijan� mot�ba sta ant�stoiqa arqik� ke�mena.Sto Sq ma 6.2 (a) kai (b), apeikon�zontai parade�gmata pijan¸n kleidi¸n (mh grammikè
apeikon�sei
 kai arqik� stajer� shme�a) tou proteinìmenou kruptosust mato
 sto ep�pedo

(x1, x2). Akìma kai sthn per�ptwsh pou k�poio
 ant�palo
 apokt sei gn¸sh th
 qrhsimo-poioÔmenh
 mh grammik 
 apeikìnish
, h epilog  l�go diaforetikoÔ arqikoÔ stajeroÔ shme�ouodhge� se mia diaforetik  periodik  troqi� (dhlad  diaforetik� kruptograf mata). Epiplè-on, mia sugkekrimènh periodik  troqi� den e�nai kajìlou qr simh ìtan qrhsimopoihje� sediaforetik  apeikìnish (akìma kai se apeikìnish me ton �dio mh grammikì ìro all� diafore-tik  gwn�a peristrof 
 α). Sto Sq ma 6.2 (g) kai (d), h periodik  troqi� th
 eikìna
 (a)apeikon�zetai p�nw se dÔo elafr� diaforetikè
 mh grammikè
 apeikon�sei
. 'Opw
 fa�netaikai sti
 eikìne
, ta shme�a th
 arqik 
 periodik 
 troqi�
 den apoteloÔn periodik  troqi�gia kam�a apì ti
 dÔo nèe
 mh grammikè
 apeikon�sei
 kai, ep�sh
, èna
 ant�palo
 den mpore�na brei k�poio stajerì shme�o twn nèwn apeikon�sewn qwr�
 na èqei k�poia gn¸sh gia autè
.6.7 Sumper�smata - Suneisfor�Sthn parap�nw melèth parousi�zetai èna nèo summetrikì kruptosÔsthma basismèno seperiodikè
 troqiè
. To proteinìmeno kruptosÔsthma axiopoie� thn idèa twn mh grammik¸napeikon�sewn kai twn stajer¸n tou
 shme�wn gia kruptogr�fhsh. Sugkekrimèna, o algìrij-mo
 kruptogr�fhsh
 dèqetai w
 e�sodo mia seir� qarakt rwn kai d�nei w
 èxodo èna sÔnolo
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(a) (b)

(g) (d)
Σχήμα 6.2: (α) Σταθερά σημεία της διδιάστατης απεικόνισης του Hénon με cosα = 0.24 και
g(x1) = −x2

1
, χρησιμοποιούμενα ως κλειδιά του κρυπτοσυστήματος, (β) λεπτομέρεια των κλειδιών που

χρησιμοποιούνται στην (α), (γ) κλειδιά της (α) τοποθετημένα στην διδιάστατη απεικόνιση του Hénon
με cosα = 0.15 και g(x1) = −x2

1
, (δ) κλειδιά της (α) τοποθετημένα στην διδιάστατη απεικόνιση του

Hénon με cosα = 0.35 και g(x1) = −x2

1
.stajer¸n shme�wn mia
 mh grammik 
 apeikìnish
 pou kajor�zetai apì to kleid�. Sthn melè-th, eis�getai kai èna mètro axiolìghsh
 th
 poiìthta
 twn kleidi¸n tou kruptosust mato
.To mètro autì bas�zetai sthn euaisjhs�a twn stajer¸n shme�wn mia
 periodik 
 troqi�
se diataraqè
. Kat� autìn ton trìpo, efarmìzonta
 ton algìrijmo elègqou eust�jeia
elègqetai an èna kleid� èqei thn epijumht  poiìthta.H asf�leia tou proteinìmenou kruptosust mato
 apod�detai kur�w
 sthn duskol�a taxi-nìmhsh
 twn stoiqe�wn mia
 doje�sh
 periodik 
 troqi�
 ìtan h mh grammik  apeikìnish e�nai�gnwsth. Opoioud pote e�dou
 ep�jesh exantlhtik 
 anaz thsh
 (brute force) e�nai ana-potelesmatik , kaj¸
 mikrè
 allagè
 sti
 paramètrou
 th
 mh grammik 
 apeikìnish
 (giapar�deigma sthn gwn�a peristrof 
 kai ston mh grammikì ìro),   diataraqè
 sto arqikìstajerì shme�o odhgoÔn se polÔ diaforetik� apotelèsmata.Ta peiramatik� apotelèsmata de�qnoun ìti to kruptosÔsthma e�nai arket� apodotikìkaj¸
 apaite� èna mikrì arijmì FLOPs gia thn kruptogr�fhsh / apokruptogr�fhsh enì
qarakt ra kai mìno merik� qiliost� tou deuterolèptou se qrìno CPU gia thn krupto-gr�fhsh kai apokruptogr�fhsh keimènwn me 100.000 qarakt re
. Ep�sh
, h an�lush twnkruptografhm�twn pou prokÔptoun apì diaforetik� e�dh arqik¸n keimènwn de�qnei ìti kam�aplhrofor�a mot�bwn den mpore� na prokÔyei apì ta kruptograf mata, kajist¸nta
 ètsi tokruptosÔsthma sjenarì se epijèsei
 kruptografhm�twn.
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, sthn melèth parousi�zontai trei
 diaforetikè
 tropopoi sei
 th
 basik 
 mor-f 
 tou kruptosust mato
 pou to kajistoÔn perissìtero apotelesmatikì se poll¸n eid¸npijanè
 epijèsei
.
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Mèro
 IIIPrwtìkolla exasf�lish
idiwtikìthta






K E F A L A I O 7Prwtìkolla gia asfal  hlektronik sugkèntrwsh dedomènwn
7.1 Eisagwg Sth sÔgqronh epoq  tìso oi epiqeir sei
 ìso kai oi episthmoniko� organismo� sugkentr¸-noun polÔ meg�lo ìgko dedomènwn, ta opo�a organ¸noun se b�sei
 dedomènwn. H an�lushtwn perieqomènwn aut¸n twn b�sewn mpore� na e�nai idia�tera wfèlimh, kaj¸
 mpore� na o-dhg sei se anak�luyh gn¸sewn. Gia to lìgo autì idia�terh prosp�jeia èqei afierwje� sthnan�ptuxh mejìdwn pou suneisfèroun sthn anak�luyh gn¸sewn qrhsimopoi¸nta
 teqnikè
exìruxh
 dedomènwn [56℄. Oi kanìne
 pou prokÔptoun apì thn an�lush mia
 b�sh
 dedo-mènwn ekfr�zoun thn gn¸sh pou enup�rqei sta sugkekrimèna dedomèna. Oi kanìne
 auto�mporoÔn na e�nai eparke�
 kai apodotiko� gia ti
 an�gke
 enì
 mìno organismoÔ all� pollo�par�gonte
 mporoÔn na perior�zoun thn kajolik  isqÔ aut¸n twn kanìnwn. Gia par�deigma,h gn¸sh pou ex�getai apì th b�sh dedomènwn enì
 nosokome�ou mpore� na perior�zetai seanjr¸pou
 pou katoikoÔn se mia sqetik� mikr  gewgrafik  perioq , me sugkekrimène
 peri-ballontologikè
 epidr�sei
, sugkekrimène
 diatrofikè
 sun jeie
 kai �llou
 perioristikoÔ
par�gonte
. H efarmog  teqnik¸n anak�luyh
 gn¸sh
 sto sÔnolo twn b�sewn dedomènwnìlwn twn organism¸n pou energoÔn se sugkekrimèno ped�o e�nai pijanì na par�gei polÔ pioeure�a gn¸sh.H anak�luyh eurÔterh
 kai akribèsterh
 gn¸sh
 se ped�a ìpw
 h iatrik , h ekpa�deush,h oikonom�a, kai �lla, e�nai polÔ shmantik  gia k�je organismì memonwmèna all� kai gia olì-klhro to ped�o. Sthn idanik  per�ptwsh, gia na ex�gei k�poio
 aut  th gn¸sh ja apaitoÔsethn sullog  kai an�lush twn dedomènwn apì ìlou
 tou
 organismoÔ
 enì
 sugkekrimènouped�ou. Wstìso, autì den e�nai p�ntote efiktì kai oi organismo� den e�nai genik� prìjumoina ekjèsoun ta dedomèna tou
 gia lìgou
 pou sqet�zontai kur�w
 me jèmata idiwtikìthta
kai empisteutikìthta
.Sthn melèth aut , jewroÔme thn per�ptwsh kat� thn opo�a pollo� organismo� epijumoÔnna sugkentr¸soun hlektronik� ìla ta dedomèna tou
 se mia koin  b�sh, h opo�a ja anakoi-nwje� se ìlou
 tou
 organismoÔ
. Wstìso, ta dedomèna ja prèpei na sugkentrwjoÔn mekat�llhlo trìpo ètsi ¸ste na mhn e�nai efiktì na apokalufje� o organismì
 pou apotè-lese thn phg  k�je dedomènou. Sth sunèqeia tou kefala�ou, akolouj¸nta
 thn sÔmbashpou eurèw
 qrhsimopoie�tai sthn kruptograf�a, k�je organismì
 ja anafèretai w
 {Al�-kh}. Oi apait sei
 asfale�a
 pou prèpei na ikanopoihjoÔn apì to proteinìmeno sq ma giahlektronik  sugkèntrwsh dedomènwn me idiwtikìthta, e�nai oi akìlouje
.1. Plhrìthta: 'Ola ta ègkura dedomèna sugkentr¸nontai swst� an ìle
 oi Al�ke
 ako-louj soun to prwtìkollo.2. Idiwtikìthta: E�nai anèfikto na susqetistoÔn memonwmène
 b�sei
 me ti
 Al�ke
.3. Nomimìthta: Mìno nìmime
 Al�ke
 epitrèpetai na ste�loun dedomèna.



118 Prwtìkolla gia asfal  hlektronik  sugkèntrwsh dedomènwn4. Aujentikopo�hsh: K�je Al�kh stèlnei ègkura dedomèna.5. Epibeba�wsh: K�je Al�kh mpore� na epibebai¸sei an ta dik� th
 dedomèna èqoun sum-perilhfje� swst� sta sunolik� dedomèna.'Ole
 oi parap�nw apait sei
 me exa�resh thn tètarth, e�nai tautìshme
 me autè
 pouqrei�zontai gia asfal  sust mata eklog¸n se dhmìsio d�ktuo (gia par�deigma, blèpe [20,27, 39, 64, 186℄). H tètarth idiìthta th
 aujentikopo�hsh
 twn dedomènwn den apaite�taip�nta apì ta sust mata hlektronik¸n eklog¸n. Ep�sh
, h apa�thsh pou up�rqei se k�poiasust mata hlektronik¸n eklog¸n gia mia mìno y fo an� yhfofìro den e�nai apara�thth sthnper�ptwsh th
 hlektronik 
 sugkèntrwsh
 dedomènwn. Kat� sunèpeia, gia na epiteuqjoÔnoi parap�nw stìqoi arke� na metab�lloume prwtìkolla hlektronik¸n eklog¸n ètsi ¸stena ikanopoioÔn thn prìsjeth apa�thsh th
 aujentikopo�hsh
 twn metadidìmenwn dedomènwn,qwr�
 ton periorismì enì
 mìno pakètou met�dosh
.Sto pr¸to proteinìmeno sq ma (Enìthta 7.2) jewroÔme thn Ôparxh enì
 tr�tou mèlou
,pou onom�zetai Sullèkth
, kai to opo�o e�nai upeÔjuno gia thn sullog  twn dedomènwnìlwn twn nìmimwn Alik¸n kai thn dianom  tou sunìlou twn dedomènwn p�sw sti
 Al�ke
.Sto deÔtero proteinìmeno sq ma (Enìthta 7.5), h asfal 
 hlektronik  sugkèntrwsh twndedomènwn ulopoie�tai qwr�
 th
 Ôparxh tr�tou mèlou
. Kai sti
 dÔo peript¸sei
, ta sq mataapaitoÔn k�poion pou ja epibebai¸nei gia thn egkurìthta k�je katagegrammènou dedomènou.Sti
 epìmene
 enìthte
 tou kefala�ou perigr�foume analutik� ti
 dÔo proteinìmene
prosegg�sei
, d�nonta
 ep�sh
 an�lush th
 asf�lei�
 tou
 kaj¸
 kai thn upologistik  tou
poluplokìthta.7.2 Hlektronik  sugkèntrwsh dedomènwn mèsw tropo-po�hsh
 prwtokìllwn hlektronik¸n eklog¸nH pr¸th proteinìmenh prosèggish gia thn hlektronik  sugkèntrwsh dedomènwn me idiw-tikìthta, bas�zetai sthn tropopo�hsh prìsfatwn prwtokìllwn hlektronik¸n eklog¸n. OiAl�ke
 e�nai organismo� pou energoÔn se èna sugkekrimèno koinì ped�o, ìpw
 gia par�deigmadiaforetik� nosokome�a, farmakeutikè
 etair�e
, sqole�a, ekpaideutik� idrÔmata, tr�peze
kai �lla. O Sullèkth
 mpore� na e�nai e�te mia ejnik  arq , e�te èna
 organismì
, èna
 dieu-junt 
 organismoÔ   akìma kai mia mhqan . O Sullèkth
 diajètei mia l�sta me ti
 tautìthte
ìlwn twn organism¸n pou ja summetèqoun sthn hlektronik  sugkèntrwsh twn dedomènwn.K�je arqe�o dedomènwn se mia b�sh jewre�tai w
 èna di�nusma tim¸n (arijmhtik¸n  kathgorik¸n) me thn morf  w̄j = (wj1, wj2, . . . , wjm). K�je Al�kh prèpei na ste�lei ìla taarqe�a dedomènwn w̄1, w̄2, . . . , w̄k se ìle
 ti
 �lle
 Al�ke
 mèsw tou Sullèkth.K�je arqe�o dedomènwn w̄j prèpei na sunodeÔetai apì mia yhfiak  upograf  pou jaepibebai¸nei thn egkurìtht� tou. Aut  h yhfiak  upograf  prèpei na proèrqetai apì ènaneidikì sto ped�o, gia par�deigma, ènan giatrì gia iatrik� dedomèna   ènan dieujunt  trapèzh
gia oikonomik� dedomèna, kai ja kale�tai Eidikì
. K�je Al�kh, san organismì
, mpore� naqrhsimopoi sei ènan   perissìterou
 EidikoÔ
. H yhfiak  upograf  tou EidikoÔ ulopoie�taiqrhsimopoi¸nta
 mia sun�rthsh hash H. To arqe�o dedomènwn w̄j upogr�fetai w

SignEU (w̄j) = DEU(H(w̄j)),ìpou DEU e�nai to idiwtikì kleid� th
 ènwsh
 twn Eidik¸n (koinì gia k�je Eidikì) kai to

SignEU sumbol�zei thn koin  upograf  ìlwn twn Eidik¸n. Sunep¸
, o Eidikì
 dhmiourge�ta zeÔgh,
[w̄j, SignEU (w̄j)] = Aj,



7.2 Tropopo�hsh prwtokìllwn hlektronik¸n eklog¸n 119gia ìla ta arqe�a tou kai ta d�nei sthn Al�kh, krat¸nta
 èna ant�grafo asfale�a
. HAl�kh epibebai¸nei thn upograf  th
 ènwsh
 twn Eidik¸n se k�je arqe�o dedomènwn kaisth sunèqeia upogr�fei gia ton Eidikì to pl jo
 twn sunolik¸n arqe�wn dedomènwn, pousumbol�zetai w
 nor, pou th
 parèdwse. O Eidikì
 epibebai¸nei thn upograf  th
 Al�kh
sto pl jo
 nor.'Otan o Eidikì
 oloklhr¸sei aut  th diadikas�a, stèlnei ston Sullèkth èna m numa pouperièqei,(a) to pl jo
 nor twn arqe�wn dedomènwn,(b) thn upograf  th
 Al�kh
 sto pl jo
 nor, kai(g) thn upograf  th
 ènwsh
 Eidik¸n sto pl jo
 nor, dhlad , mia tri�da th
 morf 
,
[nor, SignA(nor), SignEU (nor)].O Sullèkth
 epibebai¸nei thn upograf  th
 ènwsh
 Eidik¸n se k�je tri�da kai ex�geiapì ti
 tri�de
 to sunolikì pl jo
 arqe�wn dedomènwn pou prèpei na sugkentr¸sei. OSullèkth
 jètei mia qronik  projesm�a gia thn paralab  ìlwn twn dedomènwn kai ep�sh
epilègei èna zeÔgo
 (D0, E0) idiwtikoÔ kai dhmos�ou kleidioÔ, anakoin¸nonta
 to E0 se ìle
ti
 Al�ke
. To dhmìsio kleid� E0 qrhsimopoie�tai apì k�je Al�kh gia thn kruptogr�fhshìlwn twn pakètwn Aj se zj = E0(Aj). Sth sunèqeia, k�je Al�kh {tufl¸nei} to zj w
 ex 


ej = Blind(zj , rj),ìpou to rj e�nai èna
 tuqa�a epilegmèno
 par�gonta
 tÔflwsh
 [28℄. H Al�kh ep�sh
 upogr�-fei ta ej w
 SignA(ej) qrhsimopoi¸nta
 thn upograf  th
. H tri�da [IdA, ej , SignA(ej)],pou perièqei thn tautìthta th
 Al�kh
, ta tufl� dedomèna th
, kai thn upograf  th
, a-postèlletai apì thn Al�kh ston Sullèkth. O Sullèkth
 epibebai¸nei thn tautìthta th
Al�kh
 kai thn upograf  th
 kai elègqei an h Al�kh e�nai katagegrammènh sth l�sta twnsummeteqìntwn organism¸n. An autì isqÔei, upogr�fei ta ej w
 SignC(ej) kai ta stèlneip�sw sthn Al�kh.H Al�kh epibebai¸nei thn upograf  tou Sullèkth p�nw sta arqe�a dedomènwn th
, e-panafèrei ta tufl� arqe�a SignC(ej), lamb�nonta
 me ton trìpo autì thn upograf  touSullèkth sta arqe�a zj , dhlad  ta SignC(zj). 'Ola ta zeÔgh [zj , SignC(zj)] twn upoge-grammènwn arqe�wn dedomènwn apostèllontai qwrist� ston Sullèkth mèsw enì
 an¸numoukanalioÔ [1,27,149,152℄. O Sullèkth
 epibebai¸nei thn upograf  tou kai lamb�nei ta zj w
ègkura arqe�a dedomènwn.Mìli
 h qronik  projesm�a pou èqei jèsei o Sullèkth
 l xei kai ìle
 oi Al�ke
 èqounste�lei ta dedomèna tou
, o Sullèkth
 jètei to sÔnolo twn kruptografhmènwn arqe�wndedomènwn maz� me thn upograf  tou se aut�, se mia l�sta w
 zeÔgh
[zj , SignC(zj)],kai ta anakoin¸nei se ìle
 ti
 Al�ke
.K�je Al�kh epibebai¸nei ìti ta dedomèna th
 èqoun sumperilhfje� swst� sth l�sta apìta zj pou pro ljan apì thn �dia. Tèlo
, o Sullèkth
 anakoin¸nei to idiwtikì tou kleid� D0se ìle
 ti
 Al�ke
. Oi Al�ke
 apokruptografoÔn ìla ta zj lamb�nonta
 ètsi ìla ta arqe�adedomènwn Aj. Sth sunèqeia, epibebai¸noun k�je arqe�o Aj apì thn upograf  th
 ènwsh
Eidik¸n kai kajar�zoun ta dedomèna apomakrÔnonta
 apì th l�sta ta mh epibebaiwmèna dedo-mèna an up�rqoun. Apì ta epibebaiwmèna arqe�a Aj , oi Al�ke
 anaktoÔn ta w̄j kai xekinoÔnthn epexergas�a twn dedomènwn.H diadikas�a tou proteinìmenou sq mato
 me Sullèkth mpore� na sunoyiste� sta akì-louja b mata.
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• 1h F�sh: Arqikopo�hsh kai Epibeba�wsh tou EidikoÔ(a) O Sullèkth
 anakoin¸nei th qronik  projesm�a gia thn paralab  ìlwn twn dedomènwnkai èna dhmìsio kleid� E0.(b) K�je Eidikì
 upogr�fei me thn upograf  th
 ènwsh
 Eidik¸n k�je ègkuro arqe�odedomènwn kai to parad�dei sthn ant�stoiqh Al�kh. H Al�kh epibebai¸nei thn upograf th
 ènwsh
 Eidik¸n se k�je arqe�o kai upogr�fei to pl jo
 nor twn arqe�wn gia tonEidikì. Oi Eidiko� epibebai¸noun thn upograf  th
 Al�kh
 sto nor.(g) O Eidikì
 stèlnei ston Sullèkth to akribè
 pl jo
 twn arqe�wn nor pou èqei upo-gr�yei gia thn Al�kh, maz� me thn upograf  th
 kai thn upograf  th
 ènwsh
 Eidik¸nsto pl jo
 nor. O Sullèkth
 epibebai¸nei thn upograf  th
 ènwsh
 Eidik¸n sta

nor kai ta apodèqetai.(d) K�je Al�kh kruptografe� ta zeÔgh twn arqe�wn me ti
 ant�stoiqe
 upografè
, qrhsi-mopoi¸nta
 to dhmìsio kleid� E0.
• 2h F�sh: Tufl  Upograf  kai Sullog  Dedomènwn (gia k�je Al�kh)(e) H Al�kh tufl¸nei ta kruptografhmèna arqe�a dedomènwn, ta upogr�fei qrhsimopoi¸n-ta
 to idiwtikì th
 kleid�, kai ta stèlnei maz� me thn tautìtht� th
 ston Sullèkth.(st) O Sullèkth
 epibebai¸nei thn upograf  th
 Al�kh
 kai thn tautìtht� th
 kai apodè-qetai to pakèto.(z) O Sullèkth
 upogr�fei ta arqe�a dedomènwn kai ta stèlnei p�sw sthn Al�kh.(h) H Al�kh epibebai¸nei thn upograf  tou Sullèkth, epanafèrei ta tufl� arqe�a kaita stèlnei p�sw ston Sullèkth me th morf  qwrist¸n arqe�wn mèsw enì
 an¸numoukanalioÔ.(j) O Sullèkth
 epibebai¸nei thn upograf  tou sta kruptografhmèna arqe�a dedomènwnkai ta apodèqetai.
• 3h F�sh: Dianom  Dedomènwn kai Epibeba�wsh(i) Met� th l xh th
 projesm�a
 kai thn paralab  ìlwn twn dedomènwn, o Sullèkth
dhmiourge� mia l�sta me ìla ta kruptografhmèna dedomèna kai thn upograf  tou seaut�, kai ta stèlnei se ìle
 ti
 Al�ke
.(k) K�je Al�kh epibebai¸nei ìti ta arqe�a dedomènwn th
 sumperilamb�nontai swst� sthl�sta.
• 4h F�sh: Apok�luyh Kleidi¸n kai Kajarismì
 Dedomènwn(l) O Sullèkth
 faner¸nei to idiwtikì tou kleid� se ìle
 ti
 Al�ke
.(m) K�je Al�kh apokruptografe� ìla ta arqe�a dedomèna, krat¸nta
 mìno ta ègkura. 'Olata ègkura arqe�a dedomènwn e�nai diajèsima se ìle
 ti
 Al�ke
.7.3 An�lush asf�leia
 tou proteinìmenou sq mato
me SullèkthSthn paroÔsa enìthta, analÔetai h asf�leia tou pr¸tou proteinìmenou sq mato
 jew-r¸nta
 di�fore
 pijanè
 epijèsei
. Sugkekrimèna, exet�zontai oi akìlouje
 peript¸sei
.
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 tou proteinìmenou sq mato
 me Sullèkth 121H Al�kh w
 Energì
 Diafjorèa
:(1) Upojètoume ìti mia Al�kh skopeÔei na exapat sei ti
 upìloipe
 Al�ke
 me stìqo nal�bei ta dedomèna tou
 qwr�
 na aposte�lei ta dik� th
 dedomèna. Sthn per�ptwsh aut ,o Sullèkth
 mpore� na apode�xei poia Al�kh den èqei ste�lei dedomèna elègqonta
 thnl�sta twn summeteqìntwn kai ti
 ant�stoiqe
 tautìthte
 IdA pou lamb�nei sto B ma(st). Kat' autì ton trìpo, mpore� na zht sei apì thn Al�kh na tou parèqei thnupograf  tou SignC(ej). Shmei¸netai ìti h Al�kh den mpore� na plastograf sei thnupograf  tou.(2) Upojètoume ìti mia Al�kh stèlnei ta dedomèna th
 sto B ma (e), lamb�nei thn upo-graf  tou Sullèkth all� den epistrèfei ta dedomèna p�sw ston Sullèkth sto B ma(h). Met� thn l xh th
 projesm�a
 o Sullèkth
 elègqei ta pakèta th
 morf 
,
[nor, SignA(nor), SignEU (nor)],pou èqei l�bei apì tou
 EidikoÔ
, kai upolog�zei to �jroisma,

s =
∑

A

nor.'Epeita, to s, pou e�nai to pl jo
 twn anamenìmenwn arqe�wn dedomènwn, sugkr�netaime to pl jo
 twn lhfjèntwn arqe�wn dedomènwn mèsw tou an¸numou kanalioÔ. An oiarijmo� den sumfwnoÔn, den faner¸nei to idiwtikì tou kleid� kai anakoin¸nei se ìle
 ti
Al�ke
 thn parab�ash twn kanonism¸n kai ton akrib  arijmì arqe�wn pou den èqounapostale�. O Sullèkth
 anakoin¸nei mia telik  projesm�a gia thn l yh ìlwn twnupolo�pwn dedomènwn. An o sunolikì
 arijmì
 twn arqe�wn dedomènwn den apostale�mèsa sthn nèa projesm�a, tìte h Al�kh diafjorèa
 mpore� na apokalufje� apì tou
EidikoÔ
. H �dia per�ptwsh isqÔei an h Al�kh den ste�lei ìla ta arqe�a dedomènwn th
.(3) Upojètoume ìti h Al�kh stèlnei mh ègkura arqe�a dedomènwn sto B ma (h) me stìqona paraplan sei ti
 �lle
 Al�ke
. Ta arqe�a aut� den ja e�nai upogegrammèna apìton Eidikì (mìno ègkura arqe�a dedomènwn upogr�fontai apì ton Eidikì sto B ma(b) ), kai sunep¸
, ta arqe�a den ja epibebaiwjoÔn sto teleuta�o b ma. Ta mh ègkuradedomèna ja kajaristoÔn apì th l�sta twn dedomènwn. Epiplèon, h Al�kh diafjorèa
mpore� na apokalufje� �mesa apì tou
 EidikoÔ
. Kat' autì ton trìpo to krit rioaujentikopo�hsh
 twn dedomènwn ikanopoie�tai.(4) Sto B ma (d) h Al�kh kruptografe� ta arqe�a th
 qrhsimopoi¸nta
 to dhmìsio kleid�tou Sullèkth. Ta sun jh kruptosust mata gia hlektronikè
 eklogè
 bas�zontai stokruptosÔsthma El Gamal. Gia to kruptosÔsthma autì, h kruptogr�fhsh tou w̄j e�nai
(gk mod p,Ek

0 (w̄j) mod p),ìpou to k e�nai èna tuqa�o kleid�, to p e�nai èna
 pr¸to
 arijmì
, kai to g e�nai genn -tora
 tou Z
∗
p. Sunep¸
, an upojèsoume ìti mia Al�kh   èna
 eisbolèa
 jèlei na ex�geito idiwtikì kleid� D0 tou Sullèkth, ja prèpei na epilÔsei thn ex�swsh,

E0 = gD0 mod p,to opo�o e�nai isodÔnamo me thn ep�lush tou probl mato
 tou diakritoÔ logar�jmou.An jèlei na apokruptograf sei èna sugkekrimèno m numa pou èqei kruptografhje�apì k�poia Al�kh, ja prèpei na ex�gei to
Ek

0 = gD0k mod p,
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 posìthte
,
E0 = gD0 mod p, kai gk mod p.H ep�lush autoÔ tou probl mato
 e�nai tìso dÔskolo ìso h ep�lush tou probl mato


Diffie-Hellman [46℄.O Sullèkth
 w
 Pajhtikì
 Diafjorèa
:E�nai anèfikto gia ton Sullèkth   gia k�poion eisbolèa na susqet�sei memonwmènaarqe�a dedomènwn me thn ant�stoiqh Al�kh pou ta pare�qe sto B ma (st), kaj¸
 k�jekruptografhmèno arqe�o èqei g�nei tuflì apì thn Al�kh. E�nai ep�sh
 anèfikto giaton Sullèkth na entop�sei thn phg  twn dedomènwn kat� to B ma (h) kaj¸
 ta lam-b�nei memonwmèna mèsw an¸numou kanalioÔ. Sunep¸
, h asf�leia twn dedomènwn èqeiexasfaliste�.O Sullèkth
 w
 Energì
 Diafjorèa
:(1) H epikoinwn�a sta B mata (e) kai (z) g�netai me upogegrammènh apostol  apì tonapostolèa kai sunep¸
 o apostolèa
 den mpore� na exapat sei ton paral pth. Sug-kekrimèna, sto B ma (z), a
 upojèsoume ìti o Sullèkth
 prospaje� na exapat sei thnAl�kh stèlnont�
 th
 upogegrammèno all� l�jo
 pakèto dedomènwn, SignC(e′j). Tì-te, sto B ma (h) den ja g�nei h epibeba�wsh th
 upograf 
 tou Sullèkth sta dedomènath
 Al�kh
 kai h Al�kh mpore� na apode�xei thn ap�th.(2) Kat� thn f�sh th
 epibeba�wsh
, to idiwtikì kleid� tou Sullèkth den apokalÔptetaimèqri k�je Al�kh na epibebai¸sei ìti ta dedomèna th
 èqoun sumperilhfje� swst� sthnl�sta. An ta dedomèna zi th
 Al�kh
 den sumperilamb�nontai sthn l�sta tìte h Al�khmpore� na upoqre¸sei ton Sullèkth na upogr�yei xan� ìla ta dedomèna th
 l�sta
.DhmosieÔonta
 mèsw an¸numou kanalioÔ thn upograf  tou Sullèkth sta dik� th
kruptografhmèna dedomèna, SignC(zi), pou pragmatopoie�tai sto B ma (h), mpore� naapode�xei ìti gia k�je upogegrammèno arqe�o dedomènwn SignC(zj) th
 l�sta
, isqÔeiìti SignC(zj) 6= SignC(zi). Kat� ton �dio trìpo, an èqoun alloiwje� ta dedomèna th
Al�kh
 sthn l�sta, mpore� na anakoin¸sei mèsw an¸numou kanalioÔ thn allo�wsh twndedomènwn th
, kai na epibebai¸sei to gegonì
 autì dhmosieÔonta
 ta kruptografh-mèna dedomèna th
 me thn upograf  tou Sullèkth, [zi, SignC(zi)], pou lamb�nei kat�to B ma (z). Gia ti
 upìloipe
 Al�ke
 e�nai polÔ eÔkolo na elègxoun an
[zi, SignC(zi)] 6= [zj , SignC(zj)],gia ìla ta i arqe�a dedomènwn th
 Al�kh
 kai ìla ta j arqe�a th
 l�sta
. Kat' autìton trìpo exasfal�zetai h apa�thsh th
 epibeba�wsh
.(3) O Sullèkth
 mpore� na prospaj sei na paraplan sei ti
 Al�ke
 prosjètonta
 mhègkura dedomèna sthn l�sta dedomènwn. Wstìso, oi Al�ke
 mporoÔn na anagnwr�sounta mh ègkura dedomèna kaj¸
 den ja èqoun thn upograf  twn Eidik¸n kai aut� jakajaristoÔn apì thn l�sta sth f�sh th
 epibeba�wsh
.7.4 Jèmata poluplokìthta
 tou sq mato
 me Sullè-kthGia ton upologismì th
 poluplokìthta
 tou proteinìmenou sq mato
 gia hlektronik sugkèntrwsh dedomènwn me Sullèkth, jewroÔme w
 mètro to pl jo
 twn apaitoÔmenwn1. kruptograf sewn kai apokruptograf sewn,



7.4 Jèmata poluplokìthta
 tou sq mato
 me Sullèkth 1232. upograf¸n kai epibebai¸sewn,3. apostol¸n,4. tufl¸sewn kai epanafor¸n.Upojètoume ìti k�je mia apì ti
 parap�nw leitourg�e
 èqei upologistikì kìsto
 �so meèna.'Estw ìti to pl jo
 ìlwn twn Eidik¸n e�nai e, n e�nai ìle
 oi Al�ke
 kai∑A nor e�nai to�jroisma ìlwn twn arqe�wn dedomènwn pou ja sugkentrwjoÔn mèsw th
 diadikas�a
. Tìte,to upologistikì kìsto
 gia k�je b ma tou proteinìmenou sq mato
, ìpw
 perigr�fetai sthnenìthta 7.2, e�nai1h: (a) mhdèn,1h: (b) to polÔ 2
∑

A nor upografè
 kai 2
∑

A nor epibebai¸sei
,1h: (g) e upografè
 + e apostolè
 + e epibebai¸sei
,1h: (d) ∑A nor kruptograf sei
,2h: (e) ∑A nor tufl¸sei
 + ∑A nor upografè
 + ∑A nor apostolè
,2h: (st) ∑A nor epibebai¸sei
,2h: (z) ∑A nor upografè
 + ∑A nor apostolè
,2h: (h) ∑A nor epibebai¸sei
 + ∑A nor epanaforè
 + f(
∑

A nor, k),2h: (j) ∑A nor epibebai¸sei
,3h: (i) n apostolè
,3h: (k) mhdèn,4h: (l) n apostolè
,4h: (m) ∑A nor apokruptograf sei
.Sunep¸
, to upologistikì kìsto
 tou sq mato
 e�nai
K = 15

∑

A

nor + 3e + 2n + f

(
∑

A

nor, k

)
,ìpou oi trei
 pr¸toi par�gonte
 metroÔn to upologistikì kìsto
 th
 diadikas�a
 sugkèn-trwsh
, en¸ o ìro
 f(

∑
A nor, k) e�nai to upologistikì kìsto
 gia thn qr sh enì
 an¸numoukanalioÔ epikoinwn�a
 me k me�kte
.To an¸numo kan�li me k MIXes arqik� prot�jhke apì ton Chaum sthn ergas�a [27℄.To upologistikì tou kìsto
 gia m apostole�
 kai ènan mìno paral pth, upolog�zetai ìtie�nai

z = 3m × (k + 1).Belti¸sei
 gia to prwtìkollo tou Chaum gia an¸numa kan�lia me k MIXes èqounprotaje� sti
 ergas�e
 [149, 152℄. H upologistik  poluplokìthta pou sqet�zetai me thqr sh aut¸n twn prwtokìllwn e�nai th
 �dia
 t�xh
.Sto proteinìmeno sq ma, qrhsimopoie�tai èna an¸numo kan�li gia n Al�ke
 (apostole�
)me ∑A nor arqe�a kai ènan mìno paral pth, ton Sullèkth. Sthn per�ptwsh aut , to m
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 ìla ta arqe�a apostèllontai memonwmèna. Kat�sunèpeia, to z se aut  thn per�ptwsh e�nai
z∗ = f

(∑

A

nor, k
)

= 3
∑

A

nor × (k + 1).Sundu�zonta
 ta prohgoÔmena apotelèsmata prokÔptei ìti to upologistikì kìsto
 tousq mato
 e�nai, to polÔ,
Ktotal = 15

∑

A

nor + 3e + 2n +
(
3
∑

A

nor × (k + 1)
)
.To kìsto
 autì mpore� na meiwje� shmantik� an qrhsimopoihje� mia kat�llhlh omado-po�hsh twn arqe�wn gia ti
 epikoinwn�e
. O ìro
 kat�llhlh omadopo�hsh anafèretai seomadopo�hsh pou proful�ssei thn idiwtikìthta twn dedomènwn. H asfal 
 omadopo�hshmpore� na qrhsimopoihje� kai sti
 aplè
 apostolè
 sta B mata (e) kai (z), mei¸nonta
 akì-ma perissìtero to sunolikì kìsto
 tou sq mato
. Tèlo
 shmei¸netai ìti to pl jo
 e twnEidik¸n den mpore� na xepern� to pl jo
 twn arqe�wn∑A nor.7.5 Hlektronik  sugkèntrwsh dedomènwn qwr�
 Sul-lèkthSthn paroÔsa enìthta parousi�zoume analutik� thn deÔterh proteinìmenh prosèggishgia asfal  hlektronik  sugkèntrwsh dedomènwn, sthn opo�a den apaite�tai h qr sh tr�toumèlou
 w
 Sullèkth. H prosèggish aut  bas�zetai ep�sh
 sta prwtìkolla hlektronik¸neklog¸n, all� sugkekrimèna se mia eidik  kathgor�a aut¸n ìpou den e�nai apara�thth hqr sh k�lph
. Gia lìgou
 plhrìthta
, sthn upoenìthta pou akolouje� perigr�fetai ènaprwtìkollo hlektronik¸n eklog¸n qwr�
 k�lph kai sthn sunèqeia d�netai analutik� todeÔtero proteinìmeno sq ma gia thn hlektronik  sugkèntrwsh dedomènwn.7.5.1 Prwtìkollo hlektronik¸n eklog¸n qwr�
 k�lphSth sÔgqronh epoq , h melèth twn hlektronik¸n yhfofori¸n e�nai arket� diadedomènh,kaj¸
 o paradosiakì
 trìpo
 eklog¸n qarakthr�zetai apì di�fora meionekt mata. Oi kla-sikè
 eklogè
 apoteloÔn mia qronobìra diadikas�a, pou apaite� polÔ ergas�a gia thn swst diexagwg  th
 kai thn orj  katamètrhsh twn apotelesm�twn, all� sugqrìnw
 apaite� meta-xÔ �llwn kai thn metak�nhsh twn yhfofìrwn se eklogik� kèntra. Gia tou
 lìgou
 autoÔ
,èqoun protaje� poll� prwtìkolla asfal¸n hlektronik¸n eklog¸n [25, 39, 79, 186℄. Ta pe-rissìtera apì ta prwtìkolla aut� qrhsimopoioÔn toul�qiston mia kentrik  uphres�a orj 
sullog 
 kai anako�nwsh
 apotelesm�twn (Central Tabulating Facility). 'Ena prwtìkollohlektronik¸n eklog¸n qwr�
 kentrik  uphres�a, ìpou oi yhfofìroi èqoun ton èlegqo twneklog¸n, sqedi�sthke apì tou
 Merritt et al. [43, 44℄ kai perigr�fetai sth sunèqeia.Upojètoume ìti k�je yhfofìro
, i, ìpou i = 1, 2, . . . , N , èqei èna dhmìsio kai ènaidiwtikì kleid�, kai k�je yhfofìro
 gnwr�zei to dhmìsio kleid� twn upolo�pwn.(1) K�je yhfofìro
 epilègei thn y fo tou kai akolouje� thn ex 
 diadikas�a [185℄.(a) Prosarmìzei mia tuqa�a seir� alfarijmhtik¸n qarakt rwn, R0, sthn y fo tou,

V .(b) Kruptografe� diadoqik� thn y fo tou maz� me to R0, qrhsimopoi¸nta
 ta dhmìsiakleidi� twn yhfofìrwn 1 èw
 N , me aut  th seir�, par�gonta
 to
EN (EN−1(· · · (E1(V,R0)) · · · ),
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 pou qrhsimopoie� to dhmìsio kleid�tou j-ostoÔ yhfofìrou.(g) Epanalamb�nei to b ma (b), perilamb�nonta
 aut  th for� mia tuqa�a alfarijmh-tik  seir� se k�je ep�pedo kruptogr�fhsh
. Kat' autìn ton trìpo, sto shme�oautì h y fo
 g�netai
EN (RN , EN−1(· · · (R2, E1(R1, EN (EN−1(· · · (E1(V,R0)) · · · )))) · · · )),ìpou Ri, i = 1, . . . , N , e�nai tuqa�e
 alfarijmhtikè
 seirè
. O yhfofìro
 apo-jhkeÔei ta endi�mesa apotelèsmata met� apì k�je diadoqik  kruptogr�fhsh. Taapotelèsmata aut� ja qrhsimopoihjoÔn argìtera sto prwtìkollo gia na epibe-baiwje� ìti h y fo
 tou perilamb�netai metaxÔ twn katametrhmènwn y fwn.(2) K�je yhfofìro
 stèlnei to kruptografhmèno m num� tou ston N -ostì yhfofìro.Autì
 apokruptografe� ìle
 ti
 y fou
 me to dikì tou idiwtikì kleid� kai afai-re� thn tuqa�a seir� se autì to ep�pedo. 'Epeita, anakateÔei thn seir� ìlwn twny fwn kai stèlnei to apotèlesma ston N − 1 yhfofìro. H �dia diadikas�a epana-lamb�netai gia ìlou
 tou
 yhfofìrou
 apì ton N -ostì mèqri ton 1. Sunep¸
, mì-no oi eswterikè
 kruptograf sei
 paramènoun kai k�je y fo
 èqei thn ex 
 morf :

EN (EN−1(· · · (E1(V,R0)) · · · ).(3) AkoloÔjw
, o N -ostì
 yhfofìro
 apokruptografe� ìle
 ti
 y fou
 me to idiwtikìtou kleid�, epibebai¸nei ìti h y fo
 tou br�sketai metaxÔ tou sunìlou twn y fwn,upogr�fei ìle
 ti
 y fou
 kai stèlnei ta apotelèsmata se ìlou
 tou
 �llou
 yhfo-fìrou
. O N − 1 yhfofìro
 epibebai¸nei kai diagr�fei thn upograf  tou N -ostoÔyhfofìrou. Epibebai¸nei ìti h y fo
 tou br�sketai metaxÔ twn y fwn, upogr�fei ti
y fou
 kai ti
 stèlnei se ìlou
 tou
 �llou
 yhfofìrou
. H �dia diadikas�a epanalam-b�netai apì ìlou
 tou
 yhfofìrou
 apì ton N -ostì mèqri ton 1. Kat� th di�rkeiaautoÔ tou b mato
 oi y foi èqoun thn morf : Signi+1(Ei · · · (E1(V,R0)) · · · ), ìpou
Signi e�nai h upograf  tou i-ostoÔ yhfofìrou.(4) 'Oloi oi yhfofìroi epibebai¸noun thn upograf  tou 1-ou yhfofìrou, kai ìti h y fo
tou
 br�sketai metaxÔ tou sunìlou twn y fwn elègqonta
 gia thn dik  tou
 tuqa�aalfarijmhtik  seir� metaxÔ twn y fwn. 'Epeita, ìloi afairoÔn ti
 tuqa�e
 seirè
 apìk�je y fo kai par�goun to apotèlesma th
 yhfofor�a
.To parap�nw prwtìkollo douleÔei kai h orjìthta tou apotelèsmatì
 tou apodeiknÔetaiapì thn �dia thn diadikas�a. O arijmì
 twn yhfofìrwn paramènei stajerì
 kat� thn di�rkeiath
 diadikas�a
, sunep¸
 h aÔxhsh twn y fwn   h me�ws  tou
 mpore� na entopisje� eÔko-la. Oi y foi den mporoÔn na antikatastajoÔn apì k�poion diafjorèa, kaj¸
 opoiad poteprosp�jeia antikat�stash
 mpore� na anakalufje� [185℄. To anak�tema twn y fwn parèqeianwnum�a kai h eswterik  seir�, R0, epitrèpei stou
 summetèqonte
 na epibebai¸soun ìti hy fo
 tou
 br�sketai sthn telik  katamètrhsh. Wstìso, to parap�nw sq ma parousi�zeitr�a probl mata. To pr¸to kai to pio shmantikì e�nai ìti apaite� ter�stio arijmì upolo-gism¸n. H poluplokìtht� tou perior�zei thn praktik  efarmog  tou se èna mikrì arijmìatìmwn kai den ja mporoÔse na qrhsimopoihje� se pragmatik  yhfofor�a [185℄. To deÔteromeionèkthm� tou e�nai ìti o 1-o
 yhfofìro
 maja�nei to apotèlesma th
 eklog 
 prin apìopoiond pote �llo, parìlo pou den mpore� na ephre�sei to apotèlesma. To tr�to prìblhmae�nai ìti o N -ostì
 yhfofìro
 mpore� na antigr�yei thn y fo ìlwn twn upolo�pwn par� togegonì
 ìti den gnwr�zei to perieqìmenì tou
 ek twn protèrwn. Autì apotele� prìblhma anjewr soume thn per�ptwsh yhfofor�a
 tri¸n atìmwn, kaj¸
 to apotèlesma th
 yhfofor�-a
 ja e�nai �dio me thn y fo pou èqei antigrafe�. Gia to lìgo autì ja prèpei na isqÔei ìti

N > 4, me N sqetik� mikrì.
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 SullèkthSthn melèth aut  tropopoioÔme to parap�nw prwtìkollo hlektronik¸n eklog¸n giaqr sh sthn hlektronik  sugkèntrwsh dedomènwn, w
 ex 
: arqik� qwr�zoume tou
 summetè-qonte
 organismoÔ
 se om�de
 kat�llhlou megèjou
, ètsi ¸ste k�je om�da na apotele�taiapì toul�qiston tèssera mèlh organismoÔ
, kai o sunolikì
 arijmì
 om�dwn na diaire�taime k�poion arijmì di�foro tou 2. Autì to sq ma diaqwrismoÔ exasfal�zei kai thn asf�leiakai thn aplìthta tou prwtokìllou, ìpw
 ja analÔsoume sth sunèqeia. Ep�sh
, autì
 o dia-qwrismì
 mpore� na kalÔptei kai �lla eidik� krit ria, ìpw
 gia par�deigma ton diaqwrismìkat� perioq .'Opw
 perigr�yame kai sto prwtìkollo sthn enìthta 7.5.1, k�je èggrafo w̄j prèpeina sunodeÔetai apì mia yhfiak  upograf  pou pistopoie� thn isqÔ tou. Aut  h yhfiak upograf  proèrqetai apì ton eidikì me thn morf  DEU , to opo�o e�nai to koinì idiwtikì kleid�th
 ènwsh
 eidik¸n. H koin  upograf  ìlwn twn eidik¸n sumbol�zetai kai p�li w
 SignEU .Opìte, k�je eidikì
 dhmiourge� to zeÔgo
 [w̄j ,SignEU (w̄j)] = Aj gia k�je èggrafì tou,kai ta pern� ston ant�stoiqo organismì, krat¸nta
 èna dikì tou ant�grafo. O organismì
upogr�fei gia ton eidikì to pl jo
 twn eggr�fwn, nor, pou tou èqei ste�lei. 'Otan k�jeeidikì
 oloklhr¸sei thn diadikas�a, stèlnei se ìlou
 tou
 �llou
, èna m numa pou perièqei:(a) to pl jo
, nor, twn eggr�fwn pou èqei ste�lei ston organismì, (b) thn upograf  touorganismoÔ sto pl jo
, nor kai (g) thn upograf  th
 ènwsh
 eidik¸n sto pl jo
 nor. Kat'autì ton trìpo, ìloi oi organismo� gnwr�zoun to sÔnolo twn eggraf¸n pou prèpei na ste�leik�je organismì
, kaj¸
 kai to sunolikì pl jo
 twn eggraf¸n.Se pr¸to ep�pedo, k�je organismì
 akolouje� to prwtìkollo hlektronik¸n eklog¸n,ìpw
 perigr�fhke sthn enìthta 7.5.1, efarmìzonta
 kai ta tèssera b mata. To b ma 1efarmìzetai qwrist� se k�je zeÔgo
 Aj tou organismoÔ. Sunep¸
, sto b ma 2, ìloi oi eidiko�lamb�noun to sunolikì pl jo
 twn kruptografhmènwn eggraf¸n th
 om�da
 tou
. An oarijmì
 twn lhfjèntwn eggraf¸n den sumfwne� me to pl jo
 twn anamenìmenwn eggraf¸n,tìte to prwtìkollo diakìptetai. Sth sunèqeia efarmìzontai diadoqik� ta b mata 3 kai
4. Sto tèlo
 tou pr¸tou epipèdou, to sÔnolo ìlwn twn eggraf¸n twn om�dwn èqounsugkentrwje� idiwtik�.Sto deÔtero ep�pedo, èna
 antiprìswpo
 apì k�je om�da (  ìlh h om�da san mia mon�da)e�nai upeÔjuno
 gia thn peraitèrw sugkèntrwsh twn dedomènwn metaxÔ twn diaforetik¸nom�dwn. K�je om�da anakoin¸nei ton antiprìswpì th
 se ìlou
 tou
 �llou
 organismoÔ
stèlnonta
 èna m numa me thn tautìthta tou antipros¸pou, upogegrammènh apì ìla ta mèlhth
. Sth sunèqeia kajor�zontai uper-om�de
 apoteloÔmene
 apì tou
 antipros¸pou
 kaito �dio prwtìkollo efarmìzetai xan�. Apì autì to ep�pedo, to b ma 1 den efarmìzetaise k�je èggrafo qwrist� all� se pakèta eggr�fwn prokajorismènou megèjou
, me stìqothn me�wsh th
 poluplokìthta
 tou sq mato
. O kajorismì
 tou kat�llhlou megèjou
tou pakètou analÔetai sth sunèqeia. An up�rqoun upìloipa èggrafa sti
 upo-om�de
, aut�kruptografoÔntai kai stèlnontai (èna pro
 èna) memonwmèna. Ta b mata 2 èw
 4 efarmì-zontai diadoqik�. H diadikas�a tou deÔterou epipèdou efarmìzetai epanalhptik�, mèqri ìlata èggrafa ìlwn twn organism¸n na sugkentrwjoÔn maz�. H dhmiourghmènh b�sh dedomè-nwn anakoin¸netai dhmìsia gia ìlou
 tou
 summetèqonte
 organismoÔ
. K�je organismì
mpore� na bebaiwje� gia thn aujentikìthta th
 b�sh
 epibebai¸nonta
 ti
 upografè
 twnteleuta�wn antipros¸pwn (oi antiprìswpoi tou p�nw epipèdou), oi opo�e
 sunodeÔoun k�jeèggrafo th
 b�sh
. H parap�nw diadikas�e
 d�nontai perilhptik� sta akìlouja b mata:1h f�sh: Diadikas�e
 1ou epipèdou(a) 'Oloi oi summetèqonte
 organismo� qwr�zontai se om�de
 kat�llhlou megèjou
.(b) K�je eidikì
 upogr�fei me thn upograf  th
 ènwsh
 eidik¸n k�je ègkuro èggra-fo dedomènwn, pern� k�je upogegrammèno èggrafo ston ant�stoiqo organismì
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 to pl jo
 twn eggr�fwn poupare�qe.(g) O eidikì
 stèlnei se ìlou
 tou
 organismoÔ
 ton akrib  arijmì, nor, twn eggr�-fwn pou upègraye gia ton sugkekrimèno organismì, maz� me thn upograf  tou,kaj¸
 kai thn upograf  th
 ènwsh
 eidik¸n sto pl jo
 nor.(d) K�je organismì
 akolouje� ta b mata 1 èw
 4 tou prwtokìllou hlektronik¸neklog¸n qwr�
 k�lph, parèqonta
 ètsi ta èggraf� tou sthn om�da tou. Sto b ma
1, o organismì
 kruptografe� qwrist� ta zeÔgh tou Aj. Sto tèlo
 aut 
 th
f�sh
, k�je om�da èqei sugkentr¸sei ìla ta èggrafa dedomènwn th
.2h f�sh: Diadikas�e
 2ou epipèdou(e) Or�zetai èna
 antiprìswpo
 gia k�je om�da.(st) Oi antiprìswpoi qwr�zontai se uper-om�de
 kat�llhlou megèjou
.(z) Upolog�zetai to kat�llhlo mègejo
 pakètou eggr�fwn pou ja katanemhje� dia-doqik� metaxÔ twn antipros¸pwn k�je uper-om�da
 kai anakoin¸netai se k�jeuper-om�da.(h) K�je antiprìswpo
 akolouje� ta b mata 1 èw
 4 tou prwtokìllou hlektronik¸neklog¸n qwr�
 k�lph, parèqonta
 ta èggrafa th
 dik 
 tou upo-om�da
 sthnuper-om�da tou. Sto b ma 1, oi antiprìswpoi kruptografoÔn ta èggrafa th
 upo-om�da
 tou
 se pakèta megèjou
 pou kajor�zetai apì to b ma (z). An up�rqounenapome�nanta èggrafa, oi antiprìswpoi ta kruptografoÔn memonwmèna kai tastèlnoun met� ta pakèta tou
.(j) H 2h f�sh epanalamb�netai mèqri ìla ta èggrafa ìlwn twn organism¸n na sug-kentrwjoÔn maz�.Oi kanìne
 diaqwrismoÔ twn summeteqìntwn organism¸n se om�de
, ìpw
 anafèrame kaiparap�nw, epib�llontai gia lìgou
 asf�leia
 kai aplìthta
. Oi arqikè
 om�de
 apaitoÔntoul�qiston 4 mèlh prokeimènou na xeperaste� to prìblhma tou sq mato
 hlektronik¸neklog¸n me thn antigraf  twn arqe�wn. Wstìso, o arijmì
 twn mel¸n k�je om�da
 den japrèpei na e�nai polÔ meg�lo
, kaj¸
 autì ja aÔxane thn poluplokìthta th
 1h
 f�sh
. Apìto 2o ep�pedo sugkèntrwsh
 dedomènwn kai p�nw, apaite�tai arijmì
 om�dwn di�foro
 apì

2 prokeimènou na apokalÔptetai h phg  twn eggr�fwn.Sti
 diadikas�e
 tou 1ou epipèdou, to sq ma apaite� ta èggrafa na kruptografoÔntai me-monwmèna apì k�je organismì. Autì e�nai apara�thto gia na exasfaliste� ìti kam�a gn¸shpou afor� sthn phg  proèleush
 opoioud pote arqe�ou de mpore� na apokalufje�. Sune-p¸
, h idiwtikìthta twn organism¸n diathre�tai. Apì to 2o ep�pedo kai p�nw, h apa�thshgia memonwmènh kruptogr�fhsh den e�nai apara�thth, kaj¸
 ìla ta èggrafa twn om�dwnèqoun sugkentrwje� kai kane�
 den mpore� plèon na sundèsei èna sugkekrimèno èggrafo methn arqik  tou phg . Epomènw
, oi antiprìswpoi mporoÔn na kruptograf soun ta èggra-fa se pakèta prokajorismènou megèjou
, ta opo�a den mporoÔn na anagnwristoÔn kaj¸
anakateÔontai. Autì g�netai gia na meiwje� h poluplokìthta tou proteinìmenou sq mato
.To mègejo
 kajor�zetai gia k�je om�da apì ènan diaforetikì akèraio, m, ètsi ¸ste nadhmiourghje� èna
 logikì
 arijmì
 pakètwn gia k�je mèlo
 th
 om�da
, kai e�te ìla ta mèlhth
 om�da
 na èqoun enapome�nanta arqe�a, e�te kanèna. An up�rqoun enapome�nanta arqe�akruptografoÔntai memonwmèna. Gia par�deigma, èstw x1, x2, x3, x4, o arijmì
 twn eggr�fwntwn tess�rwn mel¸n mia
 om�da
, ant�stoiqa. Tìte, èna
 akèraio
 m epilègetai ètsi ¸ste
xi = λim+µi, i = 1, 2, 3, 4, ìpou λi e�nai o arijmì
 twn pakètwn eggr�fwn tou mèlou
 i, kaie�te ìla ta µi e�nai �sa me mhdèn, e�te ìla e�nai di�fora tou mhdenì
. To proteinìmeno sq maden qrhsimopoie� an¸numa kan�lia epikoinwn�a
. 'Ole
 oi metadìsei
 g�nontai apì sugkekri-mèno apostolèa pro
 sugkekrimèno paral pth kai e�nai aujentikopoihmène
. Epiplèon, den
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 apì sq mata hlektronik¸n eklog¸n.7.6 An�lush asf�leia
 tou proteinìmenou sq mato
qwr�
 SullèkthJewr¸nta
 di�fore
 pijanè
 epijèsei
, h an�lush asfale�a
 tou proteinìmenou sq mato
melet�tai sth sunèqeia. Se ant�jesh me ta sq mata hlektronik¸n eklog¸n, sthn per�ptwshth
 hlektronik 
 sugkèntrwsh
 dedomènwn oi organismo� èqoun periorismèno k�nhtro exap�-thsh
, kaj¸
 opoiad pote diakop  tou prwtokìllou mpore� na epifèrei bariè
 poinè
 stonupeÔjuno organismì, kaj¸
 kai ton termatismì th
 sunergas�a
 tou me tou
 upìloipou
organismoÔ
. Se k�je per�ptwsh diakop 
 tou prwtokìllou kaloÔntai oi eidiko� gia thnapok�luyh th
 upeÔjunh
 gia th diakop  ontìthta
.Organismì
 w
 energì
 diafjorèa
:(1) A
 upojèsoume ìti èna
 organismì
 skopeÔei na exapat sei tou
 �llou
 orga-nismoÔ
 me skopì na dei ta dedomèna tou
 qwr�
 na ste�lei kanèna apì ta dik�tou dedomèna,   stèlnonta
 mìno mèro
 aut¸n. Sthn per�ptwsh aut , sto b ma(d) tou 1ou epipèdou, kai sugkekrimèna sto eswterikì b ma 2 tou prwtokìlloueklog¸n, to sunolikì pl jo
 twn arqe�wn th
 ant�stoiqh
 om�da
 kai o arijmì
twn anamenìmenwn eggr�fwn den ja sumfwnoÔn. Kat� sunèpeia, h diadikas�aja termatiste� prin oloklhrwje� kai o organismì
 diafjorèa
 den ja l�bei taapokruptografhmèna dedomèna th
 om�da
.(2) A
 upojèsoume ìti èna
 organismì
 antigr�fei èna apì ta ègkura arqe�a toukai to stèlnei pollè
 forè
, sth jèsh twn upolo�pwn arqe�wn tou, prokeimènouna exapat sei tou
 upìloipou
 organismoÔ
. Sthn per�ptwsh aut , sto tèlo
tou 1ou epipèdou, ja up�rqoun poll� �dia arqe�a sthn om�da. Kaj¸
 ta ègkuraèggrafa upogr�fontai apì thn ènwsh eidik¸n, exasfal�zetai ìti den up�rqoun �diaèggrafa. Sunep¸
, h diadikas�a ja termatiste�. Shmei¸noume ìti h monadikìthtak�je eggr�fou mpore� ep�sh
 na exasfaliste� me thn epikìllhsh enì
 tuqa�ouarijmoÔ se autì apì ton eidikì.(3) 'Estw ìti èna
 organismì
 antigr�fei ta arqe�a enì
 �llou organismoÔ. Tìtesto eswterikì b ma 2 tou prwtokìllou eklog¸n (dhlad  sto b ma (d) tou 1ouepipèdou), ja up�rqoun �dia kruptografhmèna mhnÔmata perasmèna stou
 orga-nismoÔ
. Autì den e�nai epitreptì kai h diadikas�a ja termatiste�. Epiplèon, odiafjorèa
 organismì
 den ja l�bei ta apokruptografhmèna dedomèna.(4) 'Estw ìti èna
 organismì
 stèlnei mh ègkura dedomèna me skopì na paraplan seitou
 �llou
 organismoÔ
. Tìte, sto tèlo
 tou 1ou epipèdou, ja le�poun oi upo-grafè
 th
 ènwsh
 eidik¸n apì ta mh ègkura arqe�a opìte kai ja apokalufjoÔn.Antiprìswpo
 w
 energì
 diafjorèa
:(1) 'Estw ìti èna
 antiprìswpo
 skopeÔei na exapat sei tou
 �llou
 organismoÔ
me skopì na dei ta dedomèna tou
 qwr�
 na aposte�lei ta dik� tou dedomèna  apostèllonta
 mèro
 twn dik¸n tou dedomènwn. Sthn per�ptwsh aut , stob ma (h) tou 2ou epipèdou, o sunolikì
 arijmì
 twn ant�stoiqwn dedomènwn poulamb�noun oi uper-om�de
 kai o sunolikì
 arijmì
 twn anamenìmenwn dedomènwnden ja sumfwnoÔn. Sunep¸
, h diadikas�a ja termatiste� kai h om�da mpore� naapokalÔyei ton diafjorèa.



7.7 Jèmata poluplokìthta
 tou sq mato
 qwr�
 Sullèkth 129(2) A
 upojèsoume ìti èna
 antiprìswpo
 antigr�fei merik� apì ta ègkura arqe�ath
 om�da
 tou kai ta stèlnei sth jèsh twn kanonik¸n arqe�wn tou, prokeimènouna exapat sei tou
 upìloipou
 antipros¸pou
. Sthn per�ptwsh aut , sto tèlo
tou 2ou epipèdou, ja up�rqoun poll� �dia arqe�a kai h om�da mpore� na apokalÔyeiton diafjorèa.(3) An èna
 antiprìswpo
 antigr�yei ta arqe�a enì
 �llou antipros¸pou, tìte stoeswterikì b ma 2 tou prwtokìllou eklog¸n (dhlad  sto b ma (h) tou 2ou epipè-dou), ja up�rqoun �dia kruptografhmèna mhnÔmata kai h diadikas�a ja termatiste�prin thn apokruptogr�fhsh twn dedomènwn. Sunep¸
, o diafjorèa
 antiprìsw-po
 den ja l�bei ta apokruptografhmèna dedomèna kai h om�da tou mpore� na tonapokalÔyei.(4) 'Estw ìti èna
 antiprìswpo
 stèlnei mh ègkura dedomèna me skopì na paraplan -sei tou
 �llou
 antipros¸pou
. Tìte, sto tèlo
 tou b mato
 (h), ja le�poun oiupografè
 th
 ènwsh
 eidik¸n apì ta mh ègkura arqe�a opìte kai aut� ja apoka-lufjoÔn, to prwtìkollo ja termatiste� kai o diafjorèa
 mpore� na apokalufje�apì thn om�da tou.Tr�to mèlo
 w
 energì
 diafjorèa
:(1) 'Estw ìti k�poio tr�to mèlo
 energe� w
 diafjorèa
 prospaj¸nta
 na per�seimh ègkura èggrafa stou
 organismoÔ
. H upograf  autoÔ tou tr�tou mèlou
sto b ma (d) den ja epibebaiwje� w
 upograf  ègkurou organismoÔ kai ta de-domèna tou ja aporrifjoÔn. Genik�, ìle
 oi apostolè
 dedomènwn g�nontai apìsugkekrimèno apostolèa pro
 sugkekrimèno paral pth kai e�nai aujentikopoihmè-ne
. Kat� sunèpeia, opoiod pote tr�to mèlo
 diafjorèa
 mpore� na apokalufje��mesa.7.7 Jèmata poluplokìthta
 tou proteinìmenou sq ma-to
 qwr�
 SullèkthSthn paroÔsa enìthta analÔoume thn poluplokìthta tou proteinìmenou sq mato
 w
pro
 tou
 upologismoÔ
 pou apaite�. W
 mètro poluplokìthta
 jewroÔme ton arijmì twn:kruptograf sewn, apokruptograf sewn, upograf¸n, epalhjeÔsewn kai apostol¸n. Jew-roÔme ìti ìle
 oi parap�nw leitourg�e
 èqoun �dio upologistikì kìsto
 kai �so me 1.To prwtìkollo twn hlektronik¸n eklog¸n tou Merritt gia N yhfofìrou
, ìpw
 peri-gr�fetai sto [185℄, apaite�:1. 2N2 kruptograf sei
,2. N apostolè
,3. N2 apokruptograf sei
 +N2 apostolè
,4. N2 apokruptograf sei
 +N2 upografè
 +N2(N − 1) apostolè
 +N2(N − 1) epa-lhjeÔsei
.Sunep¸
, o sunolikì
 arijmì
 upologism¸n e�nai
#upologism¸n = 2N3 + 4N2 + N = f(N).A
 upojèsoume ìti k�je yhfofìro
 e�nai èna
 organismì
 kai èqoume sunolik� N orga-nismoÔ
. 'Estw ìti k�je organismì
 èqei xi eggrafè
. Tìte, o sunolikì
 arijmì
 eggraf¸ne�nai x = x1 + x2 + · · · + xN , kai o sunolikì
 arijmì
 upologism¸n e�nai,

x

N
f(N).
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 jewr soume to prwtìkollo eklog¸n kai èstw ìti oi yhfofìroi qwr�zontai se om�de
megèjou
 n, kai oi om�de
 qwr�zontai ep�sh
 se om�de
 n stoiqe�wn diadoqik�. Me ton trìpoautì, dhmiourge�tai èna dèntro s epipèdwn, me pl jo
 yhfofìrwn �so me N = ns. Efarmì-zoume to proteinìmeno prwtìkollo, kai o arijmì
 twn upologismì
 e�nai o akìloujo
:
sns−1f(n) = logn(N) × N × f(n)

n
.Tèlo
, sundu�zoume ta parap�nw apotelèsmata, upojètonta
 ìti èqoume N = ns organi-smoÔ
, kai k�je organismì
 èqei xi eggrafè
, me x = x1 + x2 + · · · + xN . O arijmì
 twnupologism¸n e�nai:

s × x × f(n)

n
.A
 upojèsoume akìma ìti èqoume èna dèntro me s ep�peda, ìpou to n den e�nai stajerì. Kaièstw nmax o mègisto
 arijmì
 twn kl�dwn an� kìmbo. SÔmfwna me to proteinìmeno sq maja prèpei na e�nai nmax ≈ 5. Tìte, ja e�nai N 6 ns

max kai
#upologism¸n 6 sx

f(nmax)

nmax
,ìpou, genik�, e�nai f(k)

k = 2k2 + 4k + 1 èna polu¸numo 2ou bajmoÔ.7.8 Sumper�smata - Suneisfor�Sthn melèth aut  prot�jhkan dÔo sq mata gia hlektronik  sugkèntrwsh dedomènwn meidiwtikìthta, ta opo�a bas�zontai se tropopo�hsh sÔgqronwn prwtokìllwn hlektronik¸neklog¸n.Anaforik� me to pr¸to sq ma, h tropopo�hsh perilamb�nei èna prìsjeto e�do
 mel¸n, ti
Al�ke
, pou den e�nai apara�thta èmpista mèlh. Oi Al�ke
 e�nai organismo� pou qrhsimopoioÔnEidikoÔ
, oi opo�oi antistoiqoÔn stou
 yhfofìrou
 enì
 sust mato
 hlektronik¸n eklog¸n.O Sullèkth
 twn dedomènwn anagnwr�zei thn upograf  th
 ènwsh
 twn Eidik¸n kai thntautìthta k�je Al�kh
, qwr�
 na mpore� na susqet�sei ti
 b�sei
 dedomènwn me ti
 ant�stoiqe
Al�ke
.To deÔtero proteinìmeno sq ma bas�zetai se tropopo�hsh enì
 prwtokìllou hlektroni-k¸n eklog¸n qwr�
 k�lph. Autì shma�nei ìti den apaite� thn qr sh tr�tou èmpistou mèlou
(Sullèkth) gia thn sugkèntrwsh twn dedomènwn.Sqetikè
 melète
 gia thn sugkèntrwsh dedomènwn den exasfal�zoun thn idiwtikìthta twnapostolèwn twn dedomènwn   thn aujentikopo�hsh twn dedomènwn. Shmantik  prosp�jeiaep�sh
 èqei g�nei gia thn epexergas�a dedomènwn pou e�nai katanemhmèna se pollè
 phgè
 [7,113, 204℄, all� sti
 peript¸sei
 autè
 den pragmatopoie�tai hlektronik  sugkèntrwsh twndedomènwn.Ta dÔo proteinìmena sq mata e�nai oi pr¸te
 prosegg�sei
 pou ikanopoioÔn kai ti
 pènteapait sei
 th
 plhrìthta
 tou sq mato
, th
 idiwtikìthta
 kai nomimìthta
 twn summeteqìn-twn, th
 aujentikopo�hsh
 kai th
 epibeba�wsh
 twn dedomènwn, pou e�nai apara�thte
 giathn hlektronik  sugkèntrwsh dedomènwn me idiwtikìthta (privicy preserving electronic ga-
thering). Epiplèon, kai ta dÔo sq mata mporoÔn na sunduastoÔn eÔkola me �lla sust mataan¸numwn kanali¸n, prwtìkolla hlektronik¸n eklog¸n all� kai teqnikè
 exìruxh
 dedo-mènwn. Tèlo
, oi prosegg�sei
 autè
 mporoÔn na epektajoÔn kai gia �lle
 endiafèrouse
efarmogè
, ìpw
 h hlektronik  apograf  me idiwtikìthta.
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Ton 21 o ai¸na kaj¸
 h teqnolog�a twn upologist¸n proqwr� me taqÔtatou
 rujmoÔ
kai oi apait sei
 gia asf�leia kai idiwtikìthta aux�nontai, h epist mh th
 kruptograf�a
 exe-l�ssetai ìlo kai perissìtero gia na kalÔyei ti
 nèe
 an�gke
 pou prokÔptoun. H anaz thshnèwn mejodologi¸n gia thn an�ptuxh kruptosusthm�twn all� kai h parous�ash kainotìmwnteqnik¸n kruptan�lush
 kr�nontai apara�thte
 gia thn an�ptuxh tou kl�dou autoÔ.H paroÔsa didaktorik  diatrib  epikentr¸jhke sth melèth nèwn teqnik¸n kruptograf�a
kai kruptan�lush
, all� kai sthn an�ptuxh nèwn prwtokìllwn gia thn asfal  hlektronik sugkèntrwsh dedomènwn.Pio analutik�, to pr¸to prìblhma to opo�o diereÔnhse h diatrib   tan h dunatìthtaefarmog 
 twn mejìdwn Upologistik 
 NohmosÔnh
 sthn kruptolog�a. Stìqo
 ma
  tanna aniqneÔsoume ta kr�sima shme�a kat� thn efarmog  twn mejìdwn aut¸n ston polÔ a-paithtikì autì tomèa problhm�twn kai na melet soume thn apotelesmatikìthta kai thn a-podotikìtht� tou
 se di�fora probl mata kruptograf�a
 kai kruptan�lush
. Gia to lìgoautì, jewr same dÔo Exeliktikè
 mejìdou
, ton Diaforoexeliktikì algìrijmo kai thn mèjo-do Beltistopo�hsh
 me Sm no
 swmatid�wn, all� kai Teqnht� Neurwnik� D�ktua prìsjia
trofodìthsh
 kai ta efarmìsame arqik� gia thn kruptan�lush jemeliwd¸n problhm�twnkruptograf�a
 ìpw
 autì tou diakritoÔ logar�jmou, th
 apeikìnish
 Diffie-Hellman kai th
paragontopo�hsh
 akera�wn. Ta apotelèsmata se k�je per�ptwsh èdeixan ìti h poluplokì-thta kai h dunamik  twn problhm�twn aut¸n e�nai tètoia pou den parèqei arket  plhrofor�asti
 mejìdou
 ¸ste na e�nai apodotikè
 sthn ep�lus  tou
. Kat� sunèpeia, èna shme�o toopo�o apaite� idia�terh prosoq  kat� thn efarmog  mejìdwn Upologistik 
 NohmosÔnh
sthn kruptan�lush e�nai h dhmiourg�a th
 antikeimenik 
 sun�rthsh
 pou montelopoie� toupì melèth prìblhma me trìpo pou na emperièqei ìso to dunatìn perissìterh plhrofor�agia to prìblhma kai na axiologe� ikanopoihtik� k�je dunat  lÔsh.Sth sunèqeia, efarmìsame ton Diaforoexeliktikì algìrijmo kai thn mèjodo Beltisto-po�hsh
 me Sm no
 swmatid�wn gia thn apokruptogr�fhsh tm mato
 tou kleidioÔ tou krupto-sust mato
 DES me tèsseri
 kai èxi gÔrou
. Ta apotelèsmata  tan idia�tera enjarruntik�kaj¸
 sthn per�ptwsh twn tess�rwn gÔrwn kai oi dÔo mèjodoi  tan polÔ apotelesmati-kè
 kai apodotikè
, en¸ akìma kai sthn duskolìterh per�ptwsh twn èxi gÔrwn oi mèjodoièdwsan polÔ kal� apotelèsmata. Ep�sh
, o Diaforoexeliktikì
 algìrijmo
 kai h mèjodo
Beltistopo�hsh
 me Sm no
 swmatid�wn efarmìsthkan gia èna prìblhma kruptogr�fhsh
kai sugkekrimèna gia thn dhmiourg�a isqur¸n S-boxes pou qrhsimopoioÔntai w
 domikì stoi-qe�o gia ta sÔgqrona kruptosust mata summetrikoÔ kleidioÔ kai apèdwsan bèltista se ìle
sqedìn ti
 peript¸sei
 me arket� mikrì upologistikì kìsto
. Tèlo
, me thn bo jeia twnneurwnik¸n Poluwnumik¸n DiktÔwn Ridge diatup¸jhke èna pìrisma gia thn Ôparxh neurw-nik¸n diktÔwn ta opo�a ulopoioÔn to polu¸numo gia thn eÔresh tou ligìtero shmantikoÔyhf�ou tou diakritoÔ logar�jmou.Sunoy�zonta
, ta apotelèsmata th
 diatrib 
 gia thn efarmog  mejìdwn Upologisti-k 
 NohmosÔnh
 sthn kruptolog�a upodeiknÔoun ìti par� to gegonì
 ìti h kataskeu  twnantikeimenik¸n sunart sewn e�nai polÔ kr�simh gia thn apodotikìthta twn mejìdwn, h Upo-
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logistik  NohmosÔnh mpore� na prosfèrei shmantik� pleonekt mata ston kl�do autì ìpw
e�nai h automatopo�hsh k�poiwn diadikasi¸n kruptan�lush
   kruptogr�fhsh
, o gr goro
èlegqo
 th
 sjenarìthta
 nèwn kruptosusthm�twn all� kai o sunduasmì
 tou
 me tupi-kè
 mejìdou
 pou qrhsimopoioÔntai mèqri s mera gia thn axiopo�hsh th
 aplìthta
 kai th
apodotikìtht�
 tou
.Oi prooptikè
 gia thn qr sh twn mejìdwn Upologistik 
 NohmosÔnh
 sthn kruptolog�ae�nai pollè
 kaj¸
 h èreuna tou sugkekrimènou antikeimènou br�sketai akìma sthn arq . 'Enaendiafèron jèma melèth
 ja  tan h axiopo�hsh twn pio exeligmènwn mejìdwn ExeliktikoÔUpologismoÔ gia ton sqediasmì kal¸n gennhtri¸n yeudotuqa�wn arijm¸n qrhsimopoi¸nta
ìso to dunatìn megalÔtero komm�ti th
 periìdou aut¸n.To deÔtero prìblhma pou melet�tai sthn diatrib  e�nai h efarmog  mejìdwn ant�strofh
poluwnumik 
 parembol 
 gia thn eÔresh th
 tim 
 tou diakritoÔ logar�jmou all� kai toulogar�jmou tou Lucas. Gia thn melèth aut  qrhsimopoi jhkan dÔo upologistikè
 mèjodoiant�strofh
 poluwnumik 
 parembol 
, oi mèjodoi Aitken kai Neville, oi opo�e
 e�nai kata-skeuastikè
 kai epitrèpoun thn prìsjesh nèwn shme�wn parembol 
 gia kalÔterh prosèggishtou poluwnÔmou me mikrì upologistikì kìsto
. Mèqri t¸ra h parembol  w
 teqnik  ep�je-sh
 sta probl mata tou diakritoÔ logar�jmou kai tou logar�jmou tou Lucas èqei diereunhje�kur�w
 jewrhtik� kai me pio klasikè
 mejìdou
 parembol 
 ìpw
 aut  tou Lagrange. 'Eqeiapodeiqje� jewrhtik� ìti up�rqoun polu¸numa parembol 
 ta opo�a paremb�lloun ti
 timè
twn dÔo logar�jmwn wstìso o bajmì
 twn poluwnÔmwn aut¸n e�nai arket� uyhlì
 ¸ste hteqnik  aut  na parousi�zei endiafèron w
 mèjodo
 kruptan�lush
. H paroÔsa melèth èdei-xe ìti kai me thn proteinìmenh mejodolog�a to sunolikì kìsto
 upologismoÔ th
 tim 
 twnlogar�jmwn paramènei uyhlì, wstìso h katanom  twn poluwnÔmwn pou èdwsan thn lÔshtwn problhm�twn de�qnei ìti h mejodolog�a pou qrhsimopoi jhke e�te entìpise thn lÔsh stapr¸ta st�dia kataskeu 
 twn poluwnÔmwn e�te entìpise polu¸numa mikroÔ sqetik� bajmoÔpou prosegg�zoun thn ant�stoiqh lÔsh. H èndeixh aut  parousi�zei endiafèron kai mia pro-optik  th
 melèth
 aut 
 ja mporoÔse na apotelèsei h peraitèrw diereÔnhsh twn arqik¸nshme�wn parembol 
 pou qrhsimopoioÔntai kai to pw
 aut  ephre�zei thn apodotikìthta th
sugkekrimènh
 teqnik 
 sthn ep�lush twn dÔo problhm�twn.To tr�to prìblhma pou pragmateÔetai h paroÔsa diatrib  e�nai h dhmiourg�a nèwn sjena-r¸n kruptosusthm�twn me thn qr sh mh-grammik¸n dunamik¸n apeikon�sewn. H axiopo�hshtwn idiot twn tou q�ou
 sthn kruptograf�a èqei apotelèsei antike�meno melèth
 ta teleu-ta�a qrìnia apì tou
 ereunhtè
 lìgw th
 apodedeigmènh
 poluplokìthta
 twn susthm�twntou kai twn idia�terwn statistik¸n idiot twn tou
. H diatrib  suneisfèrei prote�nonta
 ènanèo summetrikì kruptosÔsthma pou bas�zetai se periodikè
 dunamikè
 troqiè
 kai parousi�-zei kai trei
 tropopoi sei
 tou pou to kajistoÔn idia�tera sjenarì apènanti sti
 sun jei
kruptanalutikè
 epijèsei
. D�netai ep�sh
 to upologistikì kìsto
 kruptogr�fhsh
 kai a-pokruptogr�fh
 tou proteinìmenou sq mato
 kai parousi�zontai peiramatik� apotelèsmatapou de�qnoun ìti h dom  twn kruptografhm�twn tou kruptosust mato
 den parèqei plhro-for�a gia thn Ôparxh tuqìn mot�bwn sto arqikì ke�meno. M�a endiafèrousa prooptik  th
sugkekrimènh
 melèth
 ja  tan h dunatìthta efarmog 
 th
 proteinìmenh
 mejodolog�a
 giathn kataskeu  enì
 nèou kruptosust mato
 dhmìsiou kleidioÔ.Tèlo
, sthn diatrib  aut  prote�nontai dÔo prwtìkolla gia thn asfal  hlektronik sugkèntrwsh dedomènwn. H sugkèntrwsh dedomènwn apì diaforetikè
 b�sei
 me asf�leiakai idiwtikìthta ja  tan shmantik  gia thn melèth twn gn¸sewn pou enup�rqoun sta dedo-mèna aut�, me di�fore
 mejìdou
 exìruxh
 dedomènwn kai an�lush
, kaj¸
 oi gn¸sei
 autè
endeqomènw
 den ja mporoÔsan na apokalufjoÔn apì thn epimèrou
 melèth twn dedomènwnqwrist� apì k�je b�sh. Ta dÔo prwtìkolla pou prote�nontai bas�zontai se tropopoi sei
prwtokìllwn hlektronik¸n eklog¸n me trìpo tètoio ¸ste na ikanopoioÔntai ta apara�thtakrit ria asf�leia
 kai idiwtikìthta
 pou apaitoÔntai gia thn sugkèntrwsh twn dedomènwn.H basik  diafor� twn dÔo prwtokìllwn e�nai ìti sto èna g�netai qr sh èmpistou tr�tou
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 gia thn sugkèntrwsh twn dedomènwn, en¸ sto deÔtero ìqi. Kai sti
 dÔo peript¸-sei
, parousi�zetai an�lush th
 asf�leia
 twn sqhm�twn all� kai th
 poluplokìtht�
 tou
anaforik� me to upologistikì tou
 kìsto
.
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